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1. HACHHOPT ITPOI'PAMMBI
HPOPECCHUOHAJIBHOI'O MOAYJIA

[IM 02 Opranu3zaius ceTeBOro aJIMMHUCTPUPOBAHUS

1.1. O61acTh NIPMMEHEHUS IPOrPAMMBI
[Iporpamma mHpOPECCHOHATIBHOIO MOJYJIS SABJISIETCS YaCThIO MPOTrPaMMBI

NOJATOTOBKM CIELMAIIMCTOB CcpeaHero 3BeHa B cooTBerctBuM ¢ PI'OC mo
cneruanbHocTi CIIO 09.02.02 KomnbroTepHbIE CETH B YAaCTH OCBOEHHSI OCHOBHOTO
BUJa npodeccuoHanbHoi aearensHocty (BITI):

— OpPraHu3anusA CeTeBOro aIMHUHUCTPUPOBAHUA
U COOTBETCTBYIOLIMX Mpodeccrnonanbubix komnereHuui (I11K):

— JIK 2.1. AxMHHHCTPUPOBaTh JIOKAJIbHBIE BBIYUCIMTEIIBHBIE CETU U MPUHUMATH
MEpBI 10 YCTPAHEHUIO BO3MOKHBIX COOEB.

— [IK 2.2. AAMHUHHCTPUPOBATH CETEBBIE PECYPCHI B MHPOPMAITMOHHBIX CHCTEMAX.

— IIK 2.3. OGecneuuBaTh cOOp MJaHHBIX IS aHAJIW3a MCIIOJB30BAaHUS U
(GYyHKIMOHUPOBAHUS MPOrPaMMHO-TEXHUYECKUX CPEACTB KOMIIBIOTEPHBIX CETEH.

— JIK 2.4. B3auMmopeicTBOBaTh CO CHELHAIUCTAMH CMEXKHOIO MpoQuis mpu
pa3pabOTKE  METOJOB, CpPEACTB M  TEXHOJOIM  NPUMEHEHHS  OOBEKTOB
po¢heCCUOHAIBHOU JIEATEIIbHOCTH.

1.2. eau u 3axa4um MOyl — TPeOOBAHMS K Pe3yIbTATAM OCBOCHHMS MOIYJIsl
C uenpro OBNaAeHUS yKa3aHHBIM BHIOM MPO(ECCHOHATBEHOU NEATETHHOCTH U

COOTBETCTBYIOIIMMHU TPO(HECCHOHATFHBIMA KOMITETEHIIMSIMHI OOYYaIOIINIiCs B XOJe
OCBOEHUS MPOPECCHOHATHHOTO MOIYJIS TOJIKEH:
UMeTh NPAKTHYECKU I ONbIT:

— HACTpOMlKM cepBepa U pabouyumx cTaHUMA Juist O€30MacHOM — mepenayu
uH(popmanuu;

— yCTaHOBKHM Web-cepBepa;

— OpraHu3aluy J0CTYIA K JIOKAJbHBIM U TJI00a1bHBIM CETSIM;

— COIPOBOXKJEHUS ¢ KOHTPOJS HCIOJIb30BaHMUS TIOYTOBOTO cepBepa, SQL-
cepBepa;

— pacdera CTOMMOCTH JHUIEH3MOHHOTO MPOTPAaMMHOTO OOECIEUEHHUs CETEBOM
UH(PACTPYKTYPHI;

— cbopa JaHHBIX JUId aHajdu3a MCMHOJb30BAaHUS M (PYHKIIMOHUPOBAHUS
IPOrpaMMHO-TEXHHUUYECKHUX CPEICTB KOMIbIOTEPHBIX CETEH;

yMeTb:

— aJMUHHUCTPUPOBATH JIOKAJIbHbIE BEIUNCIUTEIbHBIE CETH;

— MPUHUMATHh MEPHI TI0 yCTPAaHEHUIO BO3MOYKHBIX COOEB;

— yCTaHaBIMBaTh HHPOPMAIIMOHHYIO CHCTEMY,



— c037aBaTh U KOH(UIYpUPOBATh YYETHBIE 3aIIMCU OTAEIBHBIX IOJIb30BATEIEH U
MOJIb30BATEIBCKUX TPYII;

— PETUCTPUPOBATH MOAKIIOUEHUE K JOMEHY, BECTH OTYETHYIO TOKYMEHTAIIHIO;

— paccuuThIBaThb CTOMMOCTb JIMIIEH3MOHHOTO IPOrpaMMHOr0  oOecnedeHus
ceTeBoi UHPPACTPYKTYPHL;

— YCTaHaBIMBAaTb W  KOH(PUTYpUPOBATb  AHTHBHPYCHOE POrpaMMHOE
o0ecrniedyeHre, mporpaMMHoe obecrieueHre 0a3 JaHHBIX, MPOrpaMMHOE OOecIieUeHHe
MOHHUTOPHUHTA,

— obOecrieunBaTh 3alIMTy MpU MNOAKIIOYEHMH K MHTepHeT cpeacTBamu
OIEpalMIOHHOM CUCTEMBI;

3HATh:

— OCHOBHBIE HaIlpaBJICHUs aIMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEH;

— TUIIBI CEPBEPOB, TEXHOJIOTUIO «KJIUEHT-CEPBEPY;

— CIIOCOOBI YCTAaHOBKHU U YIIPABIICHUSI CEPBEPOM;

— YTUIUTHL, GYHKIINH, yIAJTCHHOE YIIPaBICHUE CEPBEPOM;

— TEXHOJIOTHH 0€30MacHOCTH, MPOTOKOJIBI aBTOPHU3AIMH, KOHQUICHIINAIBHOCTD U
0e30macHOCTb Ipu pabote B Web;

— HCII0JIb30BaHUE KJIACTEPOB;

— B3aMMO/ICHCTBUE PA3TUYHBIX OTIEPAI[IOHHBIX CUCTEM;

— aBTOMATH3ALMIO 3a/1a4 O0CTYKUBaHMUS;

— MOHHUTOPHHT ¥ HACTPOUKY MPOU3BOJAUTEIBHOCTH;

— TEXHOJIOTHIO BEICHUS OTYETHON JOKyMEHTAIINH;

— KJIacCU(PUKAIMIO TIPOTPAMMHOTO 00ECTIeUeHHsI CETEBbIX TEXHOJOTHH, U 001acTh
€ro MPUMEHEHHUS;

— JUICH3UPOBAHUE MPOTPAMMHOTO 00ECTICUECHNUS;

— OLIEHKY CTOMMOCTH IPOrpaMMHOr0 OOECreueHusl B 3aBUCUMOCTH OT Crocoba u
MECTa €ro UCIOJIb30BaHUS

1.3. KosinuecTBO 4acoB HA 0CBOEHHUE MPOrpaMMbl PO¢ecCHOHATBHOT0 MOAYJIA:

Bcero —864 4vac, B TOM 4HCJIE:

MaKCUMaJIbHOM y4eOHOM Harpy3ku oOyuatomierocst —576 yacoB, BKJIIOYas:
00s13aTeIBHON ayAUTOPHOUN y4eOHOM Harpy3ku oOy4arorierocs — 384 4acos;
CaMOCTOSITeNIbHOM paboThl 0Oyuaromerocs — 192yac;

yueOHOM npakTuku — 144 yaca.

[IpousBoacTBeHHas nmpakTuka- 144 yacos



2. PE3YJIBTATBI OCBOEHUS NPO®PECCUOHAJIBHOI'O MOAYJIA

PGSYJ'II)T&TOM OCBOCHH:A IIPOI'PAMMBI HpO(I)eCCHOHaJIBHOFO MOIOYJIA ABJISICTCA

OBJIaICHHUC

O6y‘IaIOHII/IMI/ICH BUI0OM HpO(bCCCPIOHElHI:HOfI ACATCIIBHOCTU I10

OpTraHM3aIMd CETEBOr0 aIMUHUCTPUPOBAHUSA, B TOM YHCIE MPOQeCcCHOHATBHBIMU
(ITK) u o6mmumu (OK) xoMneTeHIusIMHU:

Kon HauMeHoBaHMe pe3yJibTaTa 00y4eHUs

IIK 2.1. AJMUHUCTPUPOBATH JIOKAIbHBIE BHIYUCIUTEIBHBIE CETH U MPUHUMATD
MeEpHI IO YCTPAHEHHIO BO3MOXKHBIX COOEB.

[IK 2.2. AJMUHUCTPUPOBATH CETEBBIE PECYPCHI B MHDOPMAITMOHHBIX CUCTEMAX.

[IK 2.3. OGecrieunBaTh cOOp JaHHBIX JUISI aHalWd3a HCIOJIB30BAaHUS M
(GYHKIIMOHUPOBAHUS IPOrPaMMHO-TEXHUYECKUX CpEACTB
KOMIIBIOTEPHBIX CETEH.

[1IK 2.4. B3auMozeiicTBOBaTh CO CIEUUATUCTAMU CMEXHOr0O Npouis IpH
pa3paboOTKe METOJIOB, CPEACTB M TEXHOJOTUM MPUMEHEHUSI OOBEKTOB
npodeccuoHaIbHOM NeATeTbHOCTH

OK 1. [ToHuMaTh CyIIHOCTh U COLMAJIBHYIO 3HAYUMOCTh CBOEHM Oymyliein
npodeccun, MposIBIATH K HEM YCTONYHMBBIN UHTEPEC.

OK 2. Oprann3oBbIBaTh COOCTBEHHYIO JAESITEIBHOCTh, BHIOUPATh THIIOBBIE
METOJIbI W CNOCOOBI  BBHIMIOJHEHUS Mpo(ecCHOHANBHBIX —3ajad,
OLICHUBATh X 3(PPEKTUBHOCTH U KAYECTBO.

OK 3. [IpuHuMaTh pelieHrs B CTAaHAAPTHBIX U HECTAHJAPTHBIX CUTYAIUAX U
HECTHU 32 HUX OTBETCTBEHHOCTb.

OK 4. OcymiecTBIATh MOUCK M MCTOIb30BaHKE MHPOPMAILIUU, HEOOXOAMMOM
st 3((PEeKTUBHOTO  BBIMIOJHEHUA NpodecCHOHATbHBIX — 3ajad,
po(eCcCHOHATBFHOTO U JIMYHOCTHOTO Pa3BUTHSL.

OK 5. Hcrnonp3oBath HHPOPMAITMOHHO-KOMMYHHUKAITMOHHBIC TEXHOJIOTHH B
MPO(PECCUOHATIEHOM €SI TEIbHOCTH.

OK 6. PaGorate B KoJIeKTMBE W B KomaHzae, 3(P(EKTUBHO OOLIATHCS
C KOJUIEraMH, pyKOBOJICTBOM, IMOTPEOUTEIISIMHU.

OK 7. bpate Ha ce0s OTBETCTBEHHOCTh 3a Pa0OTy WIEHOB KOMaHIbI
(MOTYMHEHHBIX ), 32 PEe3YyJbTAT BHITIOJHEHUS 3aTaHHM.

OK 8. CamocTOsTeNIbHO  ONpEeACNATh  3aJauyud  NPOo(ECCHOHAIBHOTO U
JUYHOCTHOTO Pa3BUTHUS, 3aHUMAThCS CaMOOOpa30BaHHWEM, OCO3HAHHO
TUTAHWPOBATH MOBBIIICHUE KBATU(DUKAIIHH.

OK 9. OpueHTUpPOBAaTHCS B YCJIOBHUSX YacCTOM CMEHBl  TEXHOJIOTHH

B MTPO(ECCUOHAITBHOMN JCSATEIHHOCTH.




3. CTPYKTYPA U COAEP KAHUE ITPOPECCHOHAJIBHOI'O MOAYJISA
3.1. TemaTuyeckuii n1aH NpohecCHOHAJIBLHOT0 MOYJIsI

O0bem BpeMeHH, OTBeICHHbII HA 0CBOCHHE

IIpakruka
MEKIUCHUIVIMHAPHOTO Kypca (KypcoB)
CamocrosiTenbHast
Bceero Oobsi3aTenbHAs ayIMTOPHAS yuyeOHast paGora IIpoussoacrBeHHast
Konbi 4acoB HAarpyska o0y4arouerocs obyuaromerocs (o nmpodpuro
HaumenoBanus pasienon (maxc. CIEeNHATBHOCTH),
HPOq)ecc“OHam’?“X NPOeccHOHATBLHOr0 MOLYJIS yuebnas B T.4. B T.4., B T.u., VueGuas, Yacos
KOMIIETeHI MU HazpysKa u JadopaTopHbie xypcosas KypeoBas 4ACOB (ecu
NpaKmuKu) Beero, padoThI u pabora Bcero, padora npedycmompena
YacoB | MPaKTHYECKHE (npoexT), 4acoB (npoekT), paccpedomouennan
JaHsATHH, 4acoB 4acoB npakmuxa)
4acoB
1 2 3 4 5 6 7 8 9 10

NK?21-22 1IK24 | MAK02.01 HpOl"pal\jIMHe obecrieueHus 288 192 74 96

KOMIIBIOTEPHBIX CceTeit 144
K 2.3, 11K 2.4 MK 02.02 Opranusanus 144

AJIMUHUCTPUPOBAHHS KOMITBFOTEPHBIX 288 192 64 20 96 10 -

ceTell.

IIpou3BoacTBeHHAasi MPaKTUKA (110 144

NPoQUITI0 CIENUATBLHOCTH), YaCOB (ecu

npedyCMOmpeHa umoz208asi

(Konyenmpuposannas) npakmuxa)

YuyeOHasi NpaKTHKA 144

Bceero: 864 384 138 20 | 192 [ 10 144 144




3.2. Conep:xkanue o0yuenus no npodgeccuoHaibHomy moay.aro (IIM)

HaumeHoBaHue pa3jie/ioB
NnpopecCHOHATBLHOI0 MOAYJIA

(ITM), Conep:kanue y4eOHOT0 MaTepUaJia, JJa0opaTopHbie padoThl U MPAKTHYECKUE 3aAHATHS, O6nenm wacop | Y POBEHE
S d—— CaMOCTOsITeIbHasI padoTa o0yuyaoumxcs, KypcoBasi pador (IpPoeKT) OCBOCHHS
kypcoB (M/IK) u Trem
1 2 3 4
IIM 02 IIM.02.
OPI'AHM3ALIUA
CETEBOI'O 576+288/24
AIMUHUCTPUPOBAHUSA
MJIK 02.01 IIporpammHoe o0ecriedeHrne KOMIBIOTEPHBIX ceTeil 192+96//8
Conep:xanue 60
1gI,CI6op annapatHoil yactu ans OC. CereBsle onepannonsslie cucreMsl (OC): Knaccuduxanus 5 5
2/CtpykTypa ceTeBoi onepallMOHHON cucTeMsl. 3aaaun ceteBoi OC. 2 2
3|Cerenie oneparnonnbie cuctembr: Widows u Linux 4 2
4BupTyanbHble 4YaCTHBIE CETH 4 2
Tema 1.1. CepepHbie 5(Texnonorust noctpoenus VPN 4 2
OTCPAUHMOHNDIC CHCTEMBT 6|Y ctanoBka u Hactpoiika OC Windows 4 2
7|Y cranoBka u Hactpoiika OC Linux 4 2
8/CereBoii nmpotokon IPv4 2 2
9/CereBoii mpotokoi IPvV6 2 2
10|ABTomaTnueckoe Ha3HaueHue |IP agpecon 4 2
11{Posib ceTeBbIX MPOTOKOJIOB. B3auMoaencTBue Mex1y KITMEHTOM U CEPBEPOM. 4 2




12

Tpancnoptuabie npotokoisibl TCP u UDP.

13

Cny»x0a TOMEHHBIX UMeH. BeO-KIueHTsl u cepBephl

14

FTP-xmuenTs! u cepBepnl. SQL -cepBep

15

KiueHThI 1 cepBephI JIEKTPOHHOM IMOYTHI, TOJIOCOBOM CBSI3U, MTHOBEHHOI'O OOMeHa
COOOILIEHUAMA

16

Homepa nopToB ceTeBbIX Ci1y:x0

17

MOI{GJH) BSaHMOI[efICTBHﬁ OTKPBITBIX CUCTEM

18

CeTeBble YTHIIMTHI JIJIs1 TMarHoCTUKHU cetu (Ping, netstat, trceroute).

AN b~ |IMPEAIDN

JlaGopaTopHblie padoThI

1

[IpumeHeHue ceTeBbIX YTUIIMT JJIs ONpeiesieHUs] padoTOCIIOCOOHOCTH CETU

Opraamszanus ¢pynkunornuposanus JIBC na 6aze OC Windows Server 2003. Hacrpoiika
cepBepa UMEH

N

Opranusanus ynkiuonupoanus JIBC na 6aze OC Windows Server 2003. Hactpoiika
DHCP-cepBepa

VYcraHOBKa M HACTPOIKA CETeBOI omepalmoHHoi cucrembl: ycranoBka Windows Server 2003

YcranoBka u npocmotp Active Directory. [MoakiroueHne KOMIbIOTEPaA K TOMEHY

VYupasnenue cepsepom Windows Server 2003 ¢ nomomipro Microsoft Management Console

VYnpasnenue peectpom B Windows Server 2003

VYcraHoBKa M HACTPOITKa CETEBOM orepanmoHHoi cuctemsl: IP -agpecamms

O oN|OODjOT| A~ W

YcraHOBKa, HACTpOiiKa, aIMUHUCTPUPOBAHUE CETEBBIX CEPBUCOB: paboTta ¢ cepBepamu http u ftp

Koammposannue manaeix DNS Ha DNS-cepBepe Windows

11

YcraHoBKa, HACTPOiiKa, aIMHHUCTPHUPOBAHHIE CETEBBIX CEPBUCOB: HACTPOIKa MOYTOBOTO
cepsepa Ha ocHoBe Windows Server 2003

12

YcTaHoBKa, HaCTpPOMKa, aIMUHUCTPUPOBAHUE CETEBBIX CEPBUCOB: CO3JaHHUE PE3EPBHBIX KOMUN

13

yCTaHOBKa, HaCTpOﬁKa, AIMUHUCTPHUPOBAHUC CCTCBBIX CECPBHUCOB: MOHHUTOPHUHI' COCTOSIHUSA CCTU

NN N (NN IDNINIDNDNDDNDDND

NININ DN (NN

1,2




Tema 1.2. IIporpammuoe
ol0ecrneyeHue ceTeBbIX
OMePAIHOHHBIX CHCTEM

Conepxanue

a1
(o]

1

CpenctBa ynpapiaeHUs JOKAIbHBIMU peCypcaMy KOMIIBIOTEpA.

VY najieHHOE yIpaBJeHHEe CEPBEPOM C MOMOIIIBIO ITpoTokosa Telnet

VY nanenHoe ynpaBJieHHE CEpBEPOM C IMOMOIIBIO ITpoTokonaa SSH

[Tporoko:n ynpasienus cetbio - SNMP. JKypHan cucteMHbIx coObiTuii - Syslog

CpenctBa 6e3onacHocTH ceTeBbix OC

PaGoune IpYyIIIbl U JOMCHBI

Texuonorum odecreueHmst 0€30MaCHOCTH JTOKAIBHOMN CETH

Ol"paHI/I‘leHI/Ie AOCTYIIa B CCTU

OCIO|IN|OD|UO|[D|WN

AyteHntudukans, aBTopusalus, ayauT

10

[IudpoBanue B cetn

11

@unbTpanus Tpaduka B ceTH

12

[TnanupoBanue cetu WLAN

13

Ob6ecneuenne 6e3onacHoct ceth WLAN, BoccTaHOBIEHNE KOH(UTYPAIMOHHBIX (paiiioB

14

CereBble yrpo3sl

15

Metonabl aTak

[ N N Y R R R E I

JlaGopaTopHble padoThI

I
~

14

VY nanénHoe ynpaBieHHEe KOMIIBIOTEPOM

15

Hcnons3oBanue yrumtel Backup

16

VYipasneHue peectpom

17

YcraHoBKa 1 HacTpoiika Web-cepBepa, cepepa 6a3 manusix MySQL

18

praBJ'IeHI/Ie MMPHUIIOKCHUAMH, ITpoUcCCaMU U IPOU3BOANUTECIbHOCTBIO

19

Hactpoiika Touku 0€CIpoBOAHOTO 10CTYTIA

20

Hacrpoiika noautuk goctyna u Hactpoiitka DMZ

NININIEAININIDN

N ININININININININININIDNIDNIDNDND

1,2
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21

Brinmonnenue ananu3a YA3BUMOCTHU OﬂepaHHOHHOﬁ CHUCTCMBI

22

Pabora B mporpamme SMyISIUA CETH

23

CO3I[aHI/Ie IIpOTOTHUIIA CETU

24

OTcrexuBaHue IIPOXOKIACHUSA ITAKETOB YE€PE3 CETH

25

[Togxmrouenue k BeO cepBepy

26

Hactpoiika DHCP MHOrOpyHKIIMOHATBHOTO YCTPOWCTBA

27

[IpoBepka ceTeBoro mpeoOdpa3oBaHUs aPECcOB

28

N3yuenue BeO-3anpocoB

29

[IpocMoTp nHpOpMaIuu nepechiIaeMon MEXy KIMEHTOM U CEPBEPOM

30

Hcnonp3oBanne koMmanasl ipconfig

31

Hcnons30Banne KOMaH bl Ping

32

yCTpaHeHI/Ie HCIIOJaJ0K 6eCHpOBOI[HOl"O COCOAMHCHUA

33

Pa3Ouenue ceTu Ha IoaACCTH

uddepenunpoBanHblii 324€T

NININININDINDININDIEERINDNINDINIDNDIDN

CamocrosiTesibHas padoTa
npu uzyuyennu MJIK 02.01

Co3znartp npe3eHTanuio Ha TeMy «OrnepalnoHHbIE CHCTEMbI MOOMIIBHBIX YCTPOMCTB
(cMapT(hOHOB, KOMMYHHUKATOPOB U T.IT)»

(o]
(op]

[ToaroroButk coodiienue Ha TeMy «Kakue ObIBatoT (haitioBbIe CUCTEMBI ?»

[ToaroroButs Mpe3eHTanuio Ha Temy «[IporpaMMHOe obecrieueHne Uist TUCTAaHIIMOHHOTO
yIIpaBJICHUS] KOMITBIOTEPOM CTOPOHHUX mpou3Boauteneit (Radmin, TeamViewer u T.1.)»

[ToaroroButk coobmieHue «HoBBIE OneparnOHHbBIE CUCTEMBI»

[ToaroroButs cooduienue no reme «Mcropus u nepcrexktussl TCP\IPy.

[TonrotoBuTh coobienue Ha Temy «HTto Takoe SSL-cepTuukar, ero UCIoIb30BaHUEY.

~N (oo WO |DN

[ToaroroBuTh HHPOPMAIIMOHHYIO TabHILy IO TeMe «beckinaccoBasi HHTEpAOMEHHas
mapuipytuzanus (CIDR).»

11




[ToaroroBUTH KpoccBOP 10 TeMe «CeTeBbIe YyTUIUTHI KOMAHIHON CTPOKH OTIEPAIIMOHHBIX
cucteM Widows XP, Windows 7».

[ToarotoButk KpoccBopx o Teme «IIporpammHoe obecriedenue s ypasienus peecrpom OC
\Windows cTOpOHHHUX TPOU3BOU-TEICIHY.

10

HOI[FOTOBI/ITB KOHCIICKT I10 TEMC «I[OHOJ'IHI/ITeJ'IBHBIe (6) 00004041 KOH(bI/Il"ypI/IpOBaHI/ISI Web-cepBepa»

11

COCTaBI/ITb I/IHCTp}/KI_[I/II-O SaHyCKa, Hepe3anyc1<a N OCTAaHOBKH CCPBECpa 110 yr[paBJIeHI/IeM OC
Max OC

12

IToaroroBuTth COO6H.[€HI/IC 110 TEMC ((TpaCCI/IpOBKa KOMIIJICKCHBIX ITPOTOKOJIOB»

13

CocTaBuTh HUHCTPYKIHUIO ITIO YCTAHOBKC U HaCTpOﬁKe 6paHzLMay9pa

14

HOILFOTOBI/ITB COO6IIICHI/I€ mo Teme «HeratuBHbie MOCJICACTBYA IIPU COXPAHCHUHU U
BOCCTAHOBJICHHMH OOIBIINX Ha60pOB IIpaBUJI»

15

HOILFOTOBI/ITI) MPE3CHTANIO 10 TCMC «XOCTHUHT HECKOJIBKUX Web-y3JIOB>>

16

IloaroToBUTH MPE3CHTAHUIO 110 TCME «Croco0n1 Oe30macHOM nepeaaun I/IH(l)OpMaI_II/II/I))

17

[ToaroroBUTH KOHCIIEKT 1O TeMe «JlomoauTtensHbIe o DHCP ceprepay

18

HOI[FOTOBI/ITB KOHCIICKT I1O TEMC ((HOHOJ'IHI/ITCJ'II)HI)IG CpeacCTBa 3alIUTHI B JIOKAJIBHBIX U
IrI100adbHBIX CETAX)

19

CocTaBUTh CPaBHUTENIbHYIO TAOIHILY 110 TEME «AHTHUBHPYCHOE IPOTPaMMHOE 00ECIICUEHUEY.

JuppepeHupoBaHHBIN 3a4ET

2

MK 02.02 Opranu3aunusi aAMMHUCTPUPOBAHUS KOMIIbIOTEPHBIX ceTel

192+96/8

Tema 2.1. CereBoe
o0ecmeuyenue

Conepxanue

[IporpamMHOe obecriedeHrne CETEBbIX TEXHOIOTHIA

AyTteHTuduKanus noib3oBareseil B ceTu

Cepsep nonutuku cetu Radius

Cnyx6a xaraioros Active Directory

AJMHUHUCTpUpPOBaHKE CITyKObI Katajgoros Active Directory

BAINDINIDNIN

NINININIDN

12




[Monp3oBarenu u rpynmsl B Active Directory

Hcnosb30BaHmue KI1acTepoB

BsaunmoseiictBre onepannoHHbix cucreM Windows u Linux B ogHo# cetn

ABTOMaTH3aIUA YCTaHOBKH ITPOIrpaMMHOI'O obecreyeHus B CETH

MOHI/ITOpI/IHF COCTOSIHHA CETH U HaCTpOI\/JIKa MMPOU3BOAUTCIIBHOCTU CCTU

11

JIutieH3upoBaHue MPOrPaMMHOT0 o0ecrieueHrs. 3aKPBIThIA U OTKPBITHINA KoA. JInmen3us GPL.
[TpoextT GNU

12

OneHka CTOMMOCTH TPOrPaMMHOT0 00eCTIeYEHUS

13

OnepanmoHHas cCUCTeEMa Linux

14

OcHogsl padotsl B OC Linux

15

®daiinoBag cuctema Linux. Yuertnsie 3anmucu B Linux

16

ITpaBa nocrymna . Pabora c ¢aitnamu. IIponecce

17

CereBoe anmunuctpupoBanue Linux. Cereas monens OSI|

18

CerteBoe anmunucTprpoBanue Linux. IIporokoin IP CereBoe anmuHuCcTprpoBanue Linux.
ITpotokon UDP

19

CeteBoe anmunaucTpuposanue Linux. ITporokon TCP.

20

CeteBoe anmunuctpuposanue Linux. ICMP CereBoe aqmunuctpupoBanue Linux. Ip tables

NN B (BRI D (DDA IN|P>

JlabopaTopHbie padoThI

w
N

TexHoorus 3aluThl CETEBBIX KOMITIBIOTCPOB. BpaHIIMapr

YcTaHoBKa U KOH(UTYpalMs CETEBOT0 aHTUBUPYCHOTO IPOTPaMMHOT0 00eCTIeUeHUs

MOHHUTOPHHT CETEBBIX TAHHBIX C MOMOIILIO mpuiokeHus WireShark

OO0ecreueHne 0€30MaCHOCTH JIOKAIbHBIX U NnepeaaBacMbIX JaHHBIX.

Pabota ¢ daitmamu u katamoramu B OC Inux

IMporeccsr B OC Linux

NjojolbhlwIN

HACIIONB30BaHuE 00men namatu B oc linux

NINDNINDNINDNINIA~ O

NN N ININININININI DN (INDNDNINIDNIDND

2,3
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http://www.intuit.ru/studies/courses/37/37/info
http://www.intuit.ru/studies/courses/91/91/info
http://www.intuit.ru/studies/courses/23/23/lecture/376

8

Ycranoska/ynanenue [10 B Ubuntu Linux

9

TekcroBbie daiinbl u motoku B OC Linux

10

Perynspubie Beipaxxenus B OC Linux

11

Hanwucanue cuenapues Bash 8 OC Linux

12

[TpaBa goctymna B Linux

AININDINIDN

Tema 2.2. IlnannpoBanue u
OpPraHu3auMs ceTeBou

HHPPACTPYKTYPHI
npeAnpUsiTHS

Conepxanue

SN
(o))

1

Cnyx0a nmoaaep>KKu UHTEPHET MpoBaiaepa

HcnoneizoBanue moaenu OSI

[IpoTokomsl u TexHoaoruu Mozaenu OSl|

[Touck u yctpanenue HeucrpaBHocTu B Mojenu OS| Ha yposhe 1,2

[Touck u yctpanenue HeucnpaBHocTd B Mojenu OS| Ha yposue 3,4

CueHapuil ycTpaHEHUS HETIONAI0K

CO3I[aHI/Ie M UCMOJIB30BaHUE 3aIIHCEN HeHCHpaBHOCTCﬁ JJIg TIOCJICAYIOIICTO pCHICHUS np06neM

PaGora c mepconanom

2
3
4
5
6
7
8
9

OcmoTtp cetu TpeOyromiel 0OHOBICHHUS

10

dusnyeckas v JOTHUYECKas TOIOJIOTUS CETH

11

JIOKyMEHTHUPOBAHHE CETEBBIX TPEOOBAHUIA

12

OTansl IIaHUPOBAHUSA MOJACPHU3AUU CCTU

13

®dusnyeckas cpeaa

14

Bomnpocs! npoknanku kadeneit

15

CTpyKTypHpOBaHHBIN Kabemb

16

[Tpuobperenue o0opyaoBaHUs

17

Bri6op yctpoiicts LAN

18

Br160op MexceTeBbIX YCTPOMCTB

19

ITpoexTupoBanue cetu. OOGHOBIEHUE CETEBOIO 000PYIOBAHUS

BAINININ|IEAININDINIDINIBEININININDINDINDINIDN

NINININDINININDINDININDINDINDINDINDINDNINDININIDN
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JlaGopaTopHble padoThI

w
N

13

Hcnonn3oBanue HHCTPYMCHTOB JIA CO3JJaHUS KapPThL I/IHTepHeTa

14

OHGHKa IUIaHa OOHOBJIEHUS KaOEIbHOM CUCTEMBI

15

Hacrpoiika ceTeBbIX yCTpoMCTB cpeacTBamu Linux

16

Hacrpoiika cepBucoB B cetn OC Linux

17

Hacrpoiika ciyx6 ynanennoro pocrymna B OC Linux

18

Hacrpoiika ciy6oxer FTP, cepeepa Samba 8 OC Linux

19

Hacrpoiika DNS u DHCP 8 OC Linux

20

Mopuesb 0Si/iso B cetsx. [lepenaua qaHHBIX

JuppepeHpoBaAHHBIN 3a4ET

SR N NIRRT

CamocrosiTesibHast padoTa
npu usyyennu MJIK 02.02

oo ~owNE

© o~

[oaroroButs cooOuieHue no TeMe « Maccusbl JuckoB RAID»

CocTaBUTh HHCTPYKIIHIO 10 ycTaHOBKe ceTeBoro npuntepa B Windows Server 2008
CocraBuTth KpoccBop/ 1o Teme «CpencTBa CeTeBoM 0€30MacHOCTH

[ToAroTOBHUTH CpaBHHUTENbHYIO TadHILy 10 TeMe «OcHoBHbIe oTinuns Windows server 2003
u Windows Server 2008»

[ToarotoButh coobienue Ha Temy «JlomomautensHble onuun SQL — cepBepar»
[ToaroroBuTk coodIIeHNE HA TEMY «/lOMOIHUTENbHBIE ONIIIUU

Web cepsepa»

[ToaroToBuTh COOOIICHNE HA TEMY «J]OTIOTHUTENBHBIE OMITUH (HaHIIOBOTO CepBEpa»
[ToaroToBuTh cooOIIEHNE HA TeMY «JlOTOTHUTEIbHBIE OMIIUU IIOYTOBOTO CEPBEPay

[To HTEpHET - UCTOYHUKAM H y4eOHOU JUTEpaType MOMCK TOMOJHUTETFHOTO MaTepualia i
MOJITOTOBKA OTBETOB Ha BOIPOCHI, BbIIaHHBIE MPEIOIaBaTEIEM 10 TEMaM:

- nononHuUTenbHbIe onuuu DHCP cepsepa

- CpPeICTBa a/IMUHUCTPUPOBAHHUS JJOMEHA

- ciocoObl Oe3omacHoi nepegauu HHGoOpMaIH

- IPUHIIUTIB paOOTHl MAPIIPYTH3ATOPOB

- JIOTIOJTHUTEIIbHBIE CPEJICTBA 3ALIUTHI B JTOKAJIBHBIX U INI00ATBHBIX CETAX

- nononHUTeNbHBIe ontu Web cepsepa

(o]
(o]
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- ZIIONIOJTHUTEIIbHBIC ONIIMYU (paiiioBoro cepeepa
- mornoHUTENbHBIe omiu SQL — cepBepa

Oobs13aTesqbHast
ayauTopHasi yueOHas
HArpy3Ka no KypcoBoi
padote (IpoeKTy)

. ObecnieueHre BHyTpEeHHENH O0€30MaCHOCTH CETH.

. Pacripenienenue npas foctyna K BHYTPEHHUM PecypcaM CeTH Ui Pa3HbIX TPYIII [10JIb30BaTEeH.
. Opranusanus paboTsl ¢ pecypcamu BHelHel cetu (MHTepHeT).

. Pacnipegenenue npaB 10oCTyna nojib30BaTesiel K BHEITHEN CETH.

. Bb16op cpenctB oOecnieueHrs 6€301aCHOCTH MOAKIIOUEHNS K BHEIIIHEH CeTH.

. CrnocoObl MOHUTOPHHTA YCTPONCTB, MOJIb30BaTEIEH.

. TexHonoruu noucKa HENCIPABHOCTEM.

. ITog0op cOOTBETCTBYIOLIETO IPOIPAMMHOI0 00eCIeUeHHSL.

. Onucanue HacTpoek paboUrX CTAHLUN U CEPBEPOB.

10. Pacnipenienenue ceTeBbIX aJIpecoB 10 XOCTaM CeTH.

Ooo~No o WN B

TemaTuka KypcoBbIX padoT

1. BoipaboTka 1 peanu3anus CeTeBOM MOJIMTHKHU, HACTPOIKa TEIEKOMMYHHUKAIIMOHHOTO
000py10BaHUs JIOKAJIbHOW BBIUMCIUTEIBLHON CETH 00pa30BaTENbHOIO YUPEKICHHUS.

2. BripaboTka u peanu3aius ceTeBoi MOJIUTUKU, HACTPOHKA TEIEKOMMYHHKAIIHOHHOTO
000py/10BaHUs JIOKAJIbHOW BBIUMCIUTEIBLHON CETH TYPUCTUUECKON KOMIIaHHUH.

3. BeipaboTka u peanmzanus CEeTeBOM MOTUTHKH, HACTPOIMKA TEIEKOMMYHUKAITHOHHOTO
000py/I0BaHUS JIOKAJIbHOW BBIYUCIUTENLHON CETH CTPAXOBOM KOMIIAHHH.

4. BeipaboTka U peanu3alys CeTeBOW MOJUTUKU, HACTPOHKA T€IEKOMMYHUKALHOHHOTO
000py1I0BaHUS JIOKATHHON BRIYUCIUTEIHHOM CETHU CTPOUTEIHLHON KOMIIAaHUH.

5. BelpaboTka U peanuzanusi CETEBOH IMOJMTUKM, HACTPOHKAa TENIEKOMMYHHKAIIMOHHOTO)
000pyI0BaHUS TOKAJILHOW BBIYMCIUTEILHON CETH PEKIaMHONW KOMITAHUU

20

1,2

CamocrosiTesbHast padora
10 MOAr0TOBKE KYpCOBOI0
NPOeKTAa.

PaGotel mo cOopy, COPTUPOBKE U MOATOTOBKE HEOOXOAMMOIo HMH(OPMALIMOHHOTO MaTepuania,
OpraHU3aIMH OTBITHO-IKCIIEPUMEHTATBFHON M UCCIIEA0BATEIbCKOW padOThI;, aHAIHM3a U 0000IIeHN
a Takke HamMcaHue u 0popMIICHHE KypCOBOM pabOTHI.

10

16




YuyeOHast NnpaKTUKa.

Bunawbi pador:

VYcranoska WEB-cepepa

Kondurypuposanue web-cepsepa.

3aryck, nepe3alyck 1 OCTaHOB CepBepa.

B3aumoneiictBue ¢ 6azaMu 1aHHBIX

YcranoBka Opanamayspa.

CoxpaHeHHre 1 BOCCTaHOBJIEHUE OOJBIITUX HA0OPOB MpaBUJiI o0ecriedyeHue 6€30MacHOCTH

AJMUHUCTpPUPOBAHUE CEPBEPOB U PaOOUUX CTAHLIUH.

Opranu3anus 10CTyna K JOKaIbHBIM CeTSIM U MHTepHeTy.

Y cTaHOBKA B COTTPOBOXKICHUE CETEBBIX CEPBUCOB.

0. Pacuér croumocTH ceTeBoro o00py0BaHUs U IPOrPaMMHOT0 00eCIeueHHMs.

11. C6op maHHBIX 17151 aHAIKM3a UCTIOIB30BAaHUS IPOTPAMMHO-TEXHUIECKUX CPEJICTB
KOMIIBIOTEPHBIX CETEH.

BOoo~NoRAWDNE

144

[Ipou3BoACTBEeHHAs
NpaKTHKa (110 TPOPHITIO
CIeLUaTbHOCTN)

Buasb1 pador:

1. YcranoBka Ha cepBepbl M paOoune CTaHIIMU: ONIEPALIMOHHBIE CUCTEMBI U HEOOXOJMMOE [T PabOThI
MIpOrpaMMHOE 0OecrieueHHe.

2. OcymiecTBiieHUE KOH(UTYPUPOBAHHS TPOrPaMMHOT0 oOecrieueH s Ha cepBepax U pabounx
CTaHITUSX.

3. Ilognepkka B pabOTOCIOCOOHOM COCTOSIHUM ITPOrpaMMHOE 00ecrieueHre CepBepoB U pabouux
CTaHIIUH.

4. Peructpanus 1oyib30BaTesneil J0KaaIbHOM CETH U TIOYTOBOIO CepBepa, Ha3HaYaeT UJIEHTH(PUKATOPHI
1 TIapOJIH.

5. YcraHoBKa MpaB JOCTyNa U KOHTPOJIb UCIOIb30BAHUS CETEBBIX PECYPCOB.

6. ObOecrnieueHre CBOEBPEMEHHOTO KONIMPOBAHNSI, apXUBUPOBAHHS U PE3EPBUPOBAHUS TAHHBIX.

7. IlpuHsATHE MEp 1O BOCCTAHOBIIEHUIO pab0TOCIOCOOHOCTH JIOKAILHOU CETH NMPH cOO0SX I BBIXOJIE
U3 CTPOS CETEBOT0 000PYOBAHMUS.

8. BrisiBneHue omrOoK 1Mosib30BaTeNeil U porpaMMHOT0 00ecrieueH sl U IPUHITHE MEp 110 UX
UCIIPABJICHUIO.

9. IlpoBeneHrie MOHUTOPHHTA CETH, Pa3pabaThIBaTh MPEATIOKEHUS IO PA3BUTHIO MHYPACTPYKTYPHI
CeTH.

144
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10. Ob6ecnieuenue ceTeBoi 0€30MaCHOCTH (3aIUTY OT HECAHKLIIMOHUPOBAHHOT'O IOCTYIA K
UH(OpMAIHH, TPOCMOTPA WIIM U3MEHEHHUS CUCTEMHBIX (hailJIoB M JaHHBIX ), 0€30M1aCHOCTh
ME)KCETEBOI0 B3aUMOJCHCTBHUA.

11. OcymiecTBieHNe aHTUBUPYCHOM 3alllUThl JIOKAJIbHOM BBIYUCIUTEIBHOW CETH, CEPBEPOB H

paboYHX CTAHITHIA.
12. JlTokyMEeHTHUpOBaHHE BCEX MPOU3BEICHHBIX JCHCTBHIA.

BCEI'O:

900
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4. YCJIOBUSA PEAJIM3ALIMU ITPOT'PAMMBbI
MNPOPECCHUOHAJIBHOI'O MOAYJIA

4.1. Tpe6oBaHUSI K MUHUMAJILHOMY MAaTepPHAJbHO-TEXHUYECKOMY
o0ecrne4eHnIo
Peanusanus nporpaMMbl MOAYJIS IPEANOIAraeT HATMuKue
—y4eOHOTo KaOMHeTa  MaTeMaTU4YeCKUX  MPUHLHUIIOB  IOCTPOEHUS
KOMITBIOTEPHBIX CETEN;
—MaCTEPCKON MOHTa)Ka M HACTPOUKH OOBEKTOB CETEBOM MH(PPACTPYKTYPHI;
—1a0opaTopu  TPOrpaMMHOTO  OOecTeueHUs]  KOMIIBIOTEPHBIX  CETeH,
IpPOrpaMMUPOBAHUS U 033 TaHHBIX;
—IOJIMTOHOB
O aJMHUHUCTPUPOBAHMS CETEBBIX ONEPALIUOHHBIX CUCTEM;
O TEXHHUYECKOTO KOHTPOJSI U AMATHOCTUKH CETEBOM MH(PPACTPYKTYPHI,
—CTYJUU MIPOCKTUPOBAHMS U AU3aiiHA CETEBBIX ApXUTEKTYP U WHKCHEPHOU
rpaduku.

ObOopynoBanne y4eOHOro kKaOMHeTa M PpPadoYMX MeCcT KaOuHeTa
MaTeMaTHYeCKUX MPUHIIMIIOB MOCTPOEHUS KOMIILIOTEPHBIX CeTeii:

Texunueckue cpeactBa oOydeHus: IlepcoHanbHBIE  KOMIIBIOTEPHI,
MIPOEKTOP, dKpaH, HHGOPMAIIUOHHBIE CTESH/IBI.

O0opyaoBaHne MacTepcKoil 1 padoYMX MeCT MACTEPCKOM MOHTAXKAa U
HACTPOMKH 00bEKTOB CeTEeBOM MHPPACTPYKTYPHI:

OOXHMHBIE  KJICLIH, HM3MEpPUTENbHbIE MPUOOPBI, MYJIBTHUTECTEPHI,
KOHHEKTOPBI, KaOeyu, MepcoHaIbHbIE KOMIBIOTEPHI, MPOrpaMMHOE OOecreueHne
J1s1 aHanu3a paboTel cet u apyroe I10.

OoOopyaoBanue Jadopatopuu u padouyux MecT Jadoparopuu
NMPOrpaMMHOr0 obecrnevyeHnsi KOMIbLIOTEPHBIX CeTeil, MPOrpaMMHUPOBAHUA U
0a3 JaHHBIX:

[lepcoHanbHbIE  KOMIBIOTEPBI, CETEBHIE  OMNEPALMOHHBIE  CUCTEMBI,
MporpaMMbl, peayiu3yroniue (GyHKIUU Pa3IMYHbIX TUIIOB CEPBEPOB, MPOTPaMMBbI
BEJICHUS yUeTa anmnapaTHOTrO U MPOrpaMMHOTO 00ECTICUCHUS CETH.

Peanuzanus mporpaMMbl MOJyJiS TIpeArnosaraeT o0s3aTeNbHYI0 YIeOHYIO
MIPOU3BOJACTBEHHYIO ITPAKTHUKY.
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4.2. UndopMmanmoHHoe obecnieyeHne 00yueHust
Ilepeyenbr pexkoMeHAyeMbIX Y4eOHBIX wu3aaHuid, WHTepHeT-pecypcos,
JAOTOJHUTEJIbHOM JTUTEPATYPbI

OcHoBHas JuTEpaTypa:

Ucavenxo O. B. [IporpammHoe obecrieueHre KOMIbIOTEPHBIX ceTel: YueOHoe
nocodue / O.B. Ucauenko. - MockBa: HUIL] MHD®PA-M, 2014. - 117 c. // Pexxum
nocryma: http://znanium.com/catalog.php. dis CITO

Hcavenko O. B. [IporpammHoe o0ecriedeHue KOMIBIOTEPHBIX CETEN : yueo.
rmocobue / O.B. Ucauenko. — Mocksa : UTHOPA-M, 2018. — 117 c. // Pexxum
noctyna: http://znanium.com/catalog.php. dus CIIO

bapanyukoB A. U. Opranuzaiusi CETEBOr0 a/MUHUCTPUPOBaHUA: YUeOHUK / A.
. bapanunkos, I1. A. bapanunkos, A. FO. I'pomos. - Mocksa: KYPC, HUL]
NH®PA-M, 2017. - 384 c. // Pexxum moctyma: http://znanium.com/catalog.php.
s CITO

bapanyukos A. . Opranu3aiusi CETeBOro aAIMUHUCTPUPOBaHUS: YUeOHUK / A.
N. bapanuukos, I1. A. bapanuukos, A. IO. I'pomos. - Mocksa: KYPC, HHUL]
NH®PA-M, 2018. - 384 c. // Pexxum moctyma: http://znanium.com/catalog.php.
s CITO

HuTepHeT-pecypcesbi:
HNuTepHeT-pecypceni:

1. CIT-Forum: IenTp nHGOPMAIIMOHHBIX TEXHOJIOTHI: MaTEpHUAIIbI caiiTa

[DNEeKTpOHHBII
pecypc]. - Pexum nocryma: http://citforum.ru/,
CBOOO/THBIM.
MSDN mar 3a maroM  [DIEeKTpOHHBIA  pecypc]. -
Pexum

nocryma: http://www:.firststeps.ru/mfc/msdn/msdnl.html, ceoOoaHbIi.
2. bubnmoTteka yaeOHbIX KypcoB Microsoft [DnexkTpoHHbIi pecypc]. - Pexxum
nocrtyma: http://msdn.microsoft.com/ru-ru/gg638594, cBoOoaHBIiA.
3. bubmmorexka yueOHbIXx KypcoB/ HWHTepHeT-YHUBepcuTeT HWHGOPMAIIMOHHBIX
texHonorui - Uaryur (HarmonanbHbiil OTKPBITEI YHUBEPCUTET) [ DIEKTPOHHBIM
pecypc]. - Pexxum moctyma: http://old.intuit.ru/catalog/, ceodoaHbII.

4. MarepuaJbl Microsoft University [Dnexkrtponnsiii pecype]. -

Pexum
J0CTyTIA: http://www.microsoft.com/ru-ru/student/careerandstudies/default.aspx,
cBoOoaubIl. Marepuansl Microsoft Virtual Academy [DnekrponHbliii pecype]. -
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http://znanium.com/catalog.php
http://znanium.com/catalog.php
http://znanium.com/catalog.php
http://znanium.com/catalog.php
http://citforum.ru/
http://www.firststeps.ru/mfc/msdn/msdn1.html
http://msdn.microsoft.com/ru-ru/gg638594
http://old.intuit.ru/catalog/
http://www.microsoft.com/ru-ru/student/careerandstudies/default.aspx

Pexum JOCTYyIa: https://www.microsoftvirtualacademy.com/Home.aspx,
CBOOOTHBIN

5.http://habrahabr.ru

6.http://ru.wikipedia.org

7.http://www.microsoft.com

8. help.ubuntu.ru

9. http://rus-linux.net/

10.http://www:.linuxcenter.ru/

4.3. O0uue TpedGOBaHMS K OPraHU3alui 00pa3oBaTeJIbHOIO0 Mpolecca

3aHATHS TIPOBOMATCS CHAPCHHBIMU YPOKAMH MPOIOJDKATEILHOCTHIO OJHH
aKaJeMHYecKuii 4ac, oO0Ila TMPOJODKUTENBHOCTh CHApPEHHOTO ypoka — 2
akanemuyeckux 4daca (1,5 actpoHomuueckux yaca). OOpa3oBaTeNbHBIA MPOIIECC
BKJIFOYaeT B ceOS TMpOBEJACHUE JICKIMOHHBIX 3aHATHH ©  JTaOOpaTOPHO-
MPAKTUYECKUX PAOOT, UEPEAYIOMUXCS APYT C IPYTOM.

Jlnst 3akperuieHusl TOJYYEHHBIX HAaBBIKOB MPEAYyCMOTpEHa YydeOHas
MPOU3BOJICTBEHHAs] TMpPaKTHUKa, KOTOpasi MPOBOJIUTCS KOHIICHTPUPOBAHHO W
nodtanHo. [lociie n3ydeHus: Bcex pas3aesioB MOAYJSl IPEAYCMOTPEHO BBITIOJHEHUE
KypPCOBOTO TMPOEKTAa, KOHCYIbTAIIUHU JIJIT KOTOPOTO MPEATOoaraeTcsl MpoBOIUTE |
pa3 B HeZedio.

4.4, KangpoBoe o0ecnieueHue 00pa3oBaTejIbHOIO Mpolecca

TpeOoBanuss K KBaJU(UKALUM NEJATOTHYECKUX (MHIKEHEPHO-
neJIaroru4ecKmx) Ka/JIpoB, o0ecrneynBaOUIAX o0yyeHue mno
MEKIUCHUILIMHAPHOMY Kypcy (Kypcam): Ha3HayalTCs JIMIA, HMEIOIINEe
BBICIIIEE OOpa3oBaHUE MO COOTBETCTBYIOMIEMY MHPO(UI0 MO0 TOMOIHUTEIHHOES
oOpa30BaHUE WJIM MOBBIIIIEHUE KBATU(DHUKAIIUN TIO TPODUITIO MOTYJIS.

TpeGoBanuss Kk  KBaAAM(PUKALIMM  NEJATOTMYECKHX  Ka/JpoOB,
OCYLIECTBJISAINX PYKOBOACTBO NMPAKTUKOM: Ha3HAuYaloTCA JIMIA, UMEIOIINE
BbICIIEE 00pa30BaHMUE MO COOTBETCTBYIOMIEMY MPO(it0 I100 MOTMOIHUTEIHHOE
o0Opa30BaHK€ WJIM MOBBIIIEHUE KBATU(DUKALMU TTO TPOPUITIO MOAYJIS.

NuxeHepHO-TIeAATOTMYECKHUI COCTAB: JUILIOMUPOBAHHBIE CIICIMATUCTHI —
npenoaaBaTesid MEXAUCIUIIMHAPHBIX KYPCOB, a Takke 0011enpodecCuOHaIbHBIX
nuctutinH: OCHOBBI TeopuH HHGOpMaIK, TeXHOIOTUH (PU3NIECKOTO YPOBHS
nepeayu JaHHbIX, APXUTEKTYypa almapaTHbiX cpeacTB, OnepaluoOHHbIE CUCTEMBI
OcHOBBI TIporpamMmupoBaHusi U 0a3 maHHbX, KowmmbroTepHas rpaduka,
Opranuzarusi, TPUHIKIBI TIOCTPOCHUS W (PYHKITMOHUPOBAHMS KOMITBIOTEPHBIX
CETEHN.
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5. KOHTPOJIb U OHEHKA PE3YJIbTATOB OCBOEHUA _
INPOPECCHUOHAJIBHOI'O MOAYJIA (BUOA ITPOPECCHOHAJBHOUN

NESITEJBbHOCTN)

Pe3yabTaTnl
(ocBOeHHBIE MPO(ecCHOHAILHbIE
KOMIIETEHIIMH)

OcHOBHBIE MOKA3aTeJIN OLEHKH
pe3yJabrara

(I)OPMLI U ME€TO/bI
KOHTPOJIA 1 OHCHKH

[IK 2.1. AAMUHUCTPUPOBATH
JIOKAJIbHBIC BHIYMCIIUTEIBHBIE CETU U
HNPUHUMATh MEPHI 110 YCTPAHEHHIO
BO3MOXHBIX COOEB.

I1K 2.2. AIMUHUCTPUPOBATH CETEBbBIC
pecypchbl B MH(POPMAIIMOHHBIX
CUCTEMaX.

[1K 2.3. OGecnieunBaTh cOOp JaHHBIX
IUTS aHAJIN3a UCIIOIB30BAHUA U

(GyHKIIMOHUPOBAHUSI IPOIPAMMHO-
TCXHHUYCCKHUX CpeI[CTB KOMHI)IOTepHI)IX
ceTel.

IIK 2.4. B3anMoaeicTBOBATh CO
CHEIHNAINCTAMU CMEKHOTO MPOQPIIIS
npu pa3paboTKe METOOB, CPEICTB
TEXHOJIOTHI MpUMEHEeHUsI 00BEKTOB
npohecCuOHANBHOM AeSITENFHOCTH

yMeThb:

aJIMUHUCTPUPOBATD JIOKAIbHbIE
BBIYHMCIIUTEIIEHBIC CETH;

MIPUHUMATh MEPHI 110 YCTPAHEHUIO
BO3MOXXHBIX COOEB;

yCTaHaBJIMBAaTh
MH(POPMAIIMOHHYIO CUCTEMY,

cOo37aBaTh U KOH(PUTYpUPOBATH
YUYETHBIE 3aIUCH OTACTHHBIX
MOJIb30BaTENCH U MMOJIB30BATEIBCKUX
Ipynit;

PETUCTPUPOBATH MOJIKIIOYEHUE K
JIOMEHY, BECTH OTYETHYIO
JOKYMEHTAIHUIO;

paccUnTHIBATh CTOUMOCTD
JHMIIEH3UOHHOTO MTPOTPAMMHOTO
o0ecrieueHnst CEeTEeBON
UH(QPaCTPYKTYpbI;

yCTaHaBIIMBATh U
KOH(HUTYpHUPOBATh AHTUBUPYCHOE
porpaMMHoOe oOecrieueHue,
IporpaMMHoe obecrieueHue 0a3
JAHHBIX, IPOrpaMMHOE o0ecrieyeHne
MOHHUTOPHUHTA;

obecreuynBaTth 3alUTy IpU
MOJIKITIOYEeHUH K MIHTepHeT
CpeACTBaMU OIEPAIMOHHON
CHCTEMBI;

3HATh:

OCHOBHBIE HaIlPaBICHUS
aJIMUHUCTPHPOBAHUS
KOMIIBIOTEPHBIX CETEH;

THUIIBI CEPBEPOB, TEXHOJIOTHIO
«KITUEHT-CEPBEPY;

CIOCOOBI YCTAaHOBKH U
yIIpaBJIEHUS CEPBEPOM;

YTUIATHI, QYHKIINH, YIaJICHHOE
yIIpaBJIEHUE CEPBEPOM;

TEXHOJIOTHH 0€30IaCHOCTH,
MIPOTOKOJIBI aBTOPU3ALIUH,

DKCIEepTHAs OLIEHKA
pPE3YIbTATOB AEATEIBLHOCTH
o0yJaronmxcs B poriecce
OCBOCHHMS 00pa30BaTEIIbHON
IIpOrpaMMmBl IIpU
BBITIOJTHCHUH PabOT Ha
Pa3IMYHBIX dTanax
MIPOU3BOCTBCHHOM

IIPaKTHKH.

DKcnepTHas OlLleHKa
PE3YNIBTaTOB JESTEIbHOCTH
o0ydJaromuxcs B Iporecce
OCBOEHUS 00pa30BaTEIHLHON
pOrpaMMbl npu
BBITTOJTHEHUH u
3alIiTe KypCOBOH PabOTHI
(mpoexTa)

DKcnepTHas OleHKa
Pe3ynbTaToB neqarenbHOCTH
o0yyJaromuxcs B porecce
OCBOCHUS
o0pa3oBaTenbHOM
MPOrpaMMBbI Ha
MPAKTUYCCKUX 3aHATHIX
(pu BBIMOJIHEHUH U
3amuTe J1ab0paTOPHBIX
pabor,
npu
pereHuH
CUTYaIlMOHHBIX 33134,
[IpY y4acTHHU B
JICTIOBBIX UTPax, MPU
MOJITOTOBKE U
y4acTUHU B
CeMHHAapax, Mpu
MOJrOTOBKE pedeparos,
JOKJIQ/I0B U T.1.)
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KOH(HUICHIINATILHOCTh U
0e30macHOCTh IIpH paboTe B Web;

HCIIOJIb30BaHUE KIIACTEPOB;

B3aMMOJICHCTBHE PA3ITUIHBIX
OTICPAITMOHHBIX CUCTEM;

AaBTOMATH3AIIHIO 32,124
00CITy)KUBaHUS;

MOHUTOPHUHT U HACTPOHKY
MIPOU3BOIUTEIILHOCTH;

TEXHOJIOTUIO BEJICHHS OTYCTHOM
JOKYMCHTAIIHH;

KJIACCU(UKALUIO TIPOTPAMMHOTO
00ECIIeYeHHsI CETEBBIX TEXHOJIOTHIA,
1 00J1acTh €ro NPUMEHEHUS;

JUIICH3UPOBAHUE MPOTPAMMHOTO
o0ecIIeUeHUS;

OLIEHKY CTOMMOCTH IPOTPaMMHOIO
obOecrieueHUsT B 3aBUCUMOCTH OT
croco0a U MecTa ero MCIoIb30BaHUS

®opmBl U1 METOABI KOHTPOJISI M OLEHKU PE3yIbTaTOB OOYYECHHS IOJKHBI
MO3BOJIATH TMPOBEPATH y OOydalomuUXcsi HE TOJIBKO CHOPMUPOBAHHOCTH
npo(heCCHOHANBHBIX KOMIIETCHIIMM, HO W pPa3BUTHE OOMIMX KOMIICTCHIIMA W
00€eCIeynBaOIINX UX YMEHUH.

OK1 TTOHMMATh CYIIHOCTb U COLMATBHYIO JemoHcTpanss uHTepeca K Oyaymeil mnpodeccun.
AKTHBHOE M CHUCTEMAaTHYeCKOe  y4JacTHe B

MpoeCCHOHATEHO 3HAYUMBIX MEPONPHATHUSIX (KPYKKaX,
KOH(EpEeHIIUX, HEJCTSIX CIeUATbHOCTH).

3HAYMMOCTh CBOEi Oyayieit mpodeccuu,

IIPOSIBJISITh K HEM YCTOMUYMBBIN UHTEPEC

OK 2 OpraHH30BBIBATH COOCTBEHHYIO Bei6op u npumeHeHne (GOpM M METOJOB BBIMOJHEHUS
po(heCCHOHATIBHBIX 3a/1ad. JemoHcTparus
3¢ (HEeKTUBHOCTH u KadecTBa BBITIOJTHCHUS
po(heCCUOHAIBHBIX 33]1a4.

JIeATeNIbHOCTh, BBIOMpATh THUIIOBBIE
METOABI M CIOCOOBI BBIOJTHEHUS
npodeccnoHambHBIX 33/1ad,

OIIEHUBATH MX 3()(HEKTUBHOCTH U KAYECTBO

OK 3 HpHHHMaTL peLICHMs B CTAHAAPTHBIX U I[eMOHCTpaI_II/IH CIIOCOOHOCTH nNpuHUMAaThb PCHICHUSA B
CTaHIAPTHBIX U HECTAHAAPTHBIX CUTyalluAX W HECTHU 3a
HHUX OTBETCTBECHHOCTbD.

HECTAHAAPTHBIX CUTyalUAdX U
HCCTH 3a HUX OTBCTCTBCHHOCTDH

OK 4 OCYIIECTBIISTH TIONCK W HCITOB30BAHNE O¢ddexkTuBHBI TOUCK HEOOXOIUMON WHPOPMAIHH.
Hcnonb3oBaHue pa3inuvHbIX HCTOYHUKOB MH(OPMALHH,

UHQOpMAIUK, HEOOXOAUMON
BKJTIOYas JJIEKTPOHHBIE.

st 9(Q(EKTUBHOTO  BBIMOJIHEHHUS
npodecCHOHaNBHBIX  3a/1ad,
po(heCCHOHATBHOTO M JIMYHOCTHOT'O Pa3BUTHSA

OK 5 VYmenne wucnomb3zoBath WKT  texHomornu TS
Vcnionp3oBath MHGbOPMAIHOHHO- 00paboTkn nH(GOpManum, 0GOPMIIATH PE3YIBTATHI CBOEH
KOMMYHHMKAIIlHOHHBIC TCXHOJIOTHH B nestenbHocTd Ha TIK myrém cosmanus rpaduyeckux u
po(heCCHOHANBHOM JIeATENILHOCTH MYJbTUMEIUHHBIX ~ OOBEKTOB. 3HAHME  OCHOBHBIX
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METOAOB U CpeACcTB 00pabOTKH, XpaHEHHs], Iepeadn 1
HaKoIJICHUs MH(oOpMaIMy, B TOM 4YHCJIE C MOMOIIBIO
HNutepuer—pecypcos.

OK 6 YMmeHnne 3¢ QGeKTHBHO B3aWMOJEHCTBOBATH B KOMaHJE
Ul JTOCTYDKEHMsI ITIOCTAaBICHHOW Leiau paboTate B
KOJIJIGKTHBE M KOMaHzEe, 00ecIeyuBaTh €€ CIUIOYEHHE,

Paborarh B KOIEKTHBE 1 B KOMAHTE, 3¢ (deKTHBHO O0IMATHCS C KOJUIETaMH, PYKOBOJICTBOM,

3¢ ekTuBHO 00mATHCS C TIOTPEOHTEIISIMA.

KOJIJIETaMH, pPYKOBOJICTBOM, IOTPEOUTEISIMU 3HaHWE OCHOB OpPraHU3aIlIOHHO-  YIPaBIEHYECKON
palboThl ¢ MalbIMH KOJJIEKTMBAMH, NPOU3BOJICTBEHHON
3THUKU, croco0oB MUCbMEHHOU u YCTHOU
KOMMYHHKAaLIUH.

OK7 YMeHue CUCTEMHO aHAJIU3UPOBATH MPOU3BOJICTBEHHYIO
BpaTL Ha ce0s OTBETCTBEHHOCTD 3a pa6OTy CUTyalul1o, BI)I6I/IpaTI) ONTUMAJILHBIN BapUaHT PCUICHHUA
YJIEHOB KOMAaH/IbI MpOOIEMBL.

3HaTh  METOAbl  OpraHu3alud W  IUIAHUPOBAHUS

(HOXMHEHHEIX), 32 PE3YIBTAT BEINOMHEHHA MIPOU3BOCTBEHHOMN JIesITeIbHOCTH CTPYKTYpPHOTO

3aJlaHu’ NOAPAa3AEICHUSL.

OK 8 YMenue pabotaTte ¢ uWHPOpMAIMeH W3 Pa3TUYHBIX
CaMOCTOSTENIbHO ONPEENSATh 3a1a4H UCTOYHUKOB NI TNPHOOPETEHUs HOBBIX 3HAHMHA H
poheCCHOHATBHOTO H YMEHHUIl,  CaMOCTOSITETIbHO  ONpEeAeIATh  3aJauu
JIMYHOCTHOTO Pa3BUTHS, 3aHAMATHCS CcOOCTBEHHOTO TPOPECCHOHAIBHOTO W JIMYHOCTHOTO
caM000pa30BaHHEM, OCO3HAHHO Pa3BUTHA.

3HaHWe  myTed  TOBBIMICHHS  caMOOOpa3oBaHM,

IUTAHUPOBATH MOBBIIEHNE KB (DUKALN
KBaJM(PHUKALK, CIIOCOOBI MOMYYCHUSI U UCTIOJNB30BAHHUS
HOBBIX 3HAaHUM M yMEHUU i1 NPo(eCcCUOHATHLHOIO
CaMOpa3BUTHSI.

OK 9 OpHEHTHPOBATECS B YCIOBUSAX YaCTOH Ucnons3oBanue MEPEIOBBIX TEXHOJOTHUI u

IUIaHUPOBAHUE MPUMEHEHUS ux B cBoei

CMEHBI TE€XHOJIOTHH B

HpO(i)eCCHOHaHBHOf/'I ACATCIbHOCTH

HpO(i)eCCPIOHaJ'IBHOfI ACATCIIBHOCTH.
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