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INOACHUTEJIBHAA 3ATINCKA

Pabovas TeTpaab 1Mo BBHIMOJHEHHIO MPAKTHUYECKHX PA0OT NpeAHa3Ha4YeHa Il OpraHU3aIliH
paboTel Ha npaktuueckux 3aHsaTusax 1o MJK.05.01 «TexHomoruu BuUpTyanu3auud U
aBTOMAaTH3allMM», KOTOpas SBISETCS BAXXHOW COCTAaBHOM YacThbl0 B CHCTEME IOATOTOBKH
CHELHATNCTOB CpeaHero mpodeccuoHanbHOro o0pasoBanus no creruansHocTi 09.02.06 «CeteBoe
U CUCTEMHOE a]MUHUCTPUPOBAHUEY.

[TpakTHYeckue 3aHATUS SBISIOTCS HEOTHEMIIEMBIM ATAIIOM M3Y4YEHUS! yU4eOHOM TUCIMITIIMHBI 1
IPOBOJATCS C LIEIIBIO:

o (dbopMHUpOBaHUS TPAKTUYECKUX YMEHUH B COOTBETCTBUU C TPEOOBAHUSMH K YPOBHIO

MOJArOTOBKH 00yYaromuXCs, yCTAHOBJICHHBIMU paboyeil mporpaMMoil yaeOHON AUCIUILTUHEI;

. 0000IIIeHNS, CHCTeMAaTU3alUN, YIITYOJICHUS, 3aKPETICHUS TTOMyYEHHBIX TEOPETHUCCKHUX
3HAHHM;
. FOTOBHOCTH HUCMOJIb30BATh TEOPETUUYECKNE 3HAHMS HA TPAKTUKE.

[Ipaktuueckue 3ansatus no MJIK.05.01 «TexHonoruu BUpTyanu3aluyd U aBTOMaTU3AL[UN»
CHOCOOCTBYIOT (DOPMHUPOBAHHIO B JAJbHEHIIEM NpPU HM3YYEHUH NPOPECCHOHATIBHBIX MOJYIIEH,
CJICAYIOMIMX 00IUX U MPO(hecCHOHATBHBIX KOMITETCHIINH:

OK 1. BsiOupaTts crocoOsl pemeHus 3agad npo(ecCHOHAIBHON JIEeSTETFHOCTH PUMEHH-
TEJIbHO K Pa3IMYHBIM KOHTEKCTaM;

OK 2. Hcmonp30BaTh COBPEMEHHBIE CPECTBA TIOMCKA, aHAIN3a U UHTEPIIpEeTaii HHPOP-
Maluy ¥ WHPOPMAIMOHHBIE TEXHOJIOTHH JJISl BHIIOJTHEHHUS 3a/1a4 POPECCHOHATTLHON NI TeNbHO-
CTH,

OK 3. TIlnanupoBaTh M pPEaIU30BBIBATH COOCTBEHHOE MPO(GECCHOHAIBLHOE M JIUYHOCTHOE
pa3BUTHE, NPEANPUHUMATENBCKYIO JESATENIbHOCTh B IMpodeccrnoHalbHON cdepe, HCIoIb30BaTh
3HaHMS 110 MPABOBOM U (PMHAHCOBOW I'PaMOTHOCTH B Pa3JIMYHbIX KU3HEHHBIX CUTYaIlUsIX;

OK 4. DddexTuBHO B3aMMOICHCTBOBATh M padOTaTh B KOJUIEKTHUBE U KOMaH/IE;

OK 5. OcymiecTBasTh YCTHYIO U TUCBMEHHYIO KOMMYHMKAIIMIO HAa TOCYAAPCTBEHHOM $I3bI-
ke Poccuiickoit deneparuu ¢ yueroMm 0COOEHHOCTENW COLMABHOTO U KYJIbTYPHOI'O KOHTEKCTA;

OK 6. TlposiBisTh Ipa)AaHCKO-NATPUOTHYECKYIO MO3HUIUIO, JIEMOHCTPUPOBATH OCO3HAH-
HOE TOBEJICHNE Ha OCHOBE TPAJAUIIMOHHBIX POCCUIICKUX TyXOBHO-HPaBCTBEHHBIX IIEHHOCTEHN, B TOM
YHCJIe C YYETOM rapMOHHU3ALNN MEKHAIMOHAIBHBIX U MEXPETUTHO3HbIX OTHOIIEHUH, IPUMEHSTh
CTaH/apThl aHTUKOPPYINIIMOHHOTO TIOBE/ICHUS;

OK 7. CopnelicTBOBaTh COXpaHEHHUIO OKpPYXKAIOIIEH Cpelbl, pecypcocOepekeHnIo, npume-
HATH 3HAHUS 00 M3MEHEHUU KJIMMaTa, IPUHLHUIBI OepexXIMBOro MPOU3BOACTBA, Y3PPEKTUBHO JIEH-
CTBOBATh B UpPE3BbIUAHBIX CUTYaAIUAX;

OK 8. MHcnonb3oBarh cpenctBa (pU3NYECKOW KYIbTYpPbI JUISl COXPAHEHUS U YKpEIUICHHS
3JI0pOBBS B Mpoliecce NpopecCHOHATBHON JeSATeIbHOCTH U MOJEpKaHUS HEOOXOAUMOIO YpOBHS
¢bu3nyecKoil MoAroTOBIEHHOCTH;

OK 9. Tlonb3oBaThes mpodeccnoHanbHOM AOKYMEHTalle Ha rocyJapCTBEHHOM U HHO-
CTPaHHOM SI3bIKaX.

[1K 5.1. Ocy1iecTBasTh pa3BepThIBaHUE 00J1a4HON HH(PACTPYKTYPHI

[1K 5.2. [IpoBoauTh TOKyMEHTHpPOBaHHE TPEOOBAHUN U TEXHUYECKUX BO3MOXKHOCTEH 00Jay-

HBIX HHPPACTPYKTYP



IIK 5.3. [IpoBOaUTH HACTPONKY BUPTYaJbHBIX MAIIUH C MCIOJIb30BAaHUEM MEXAHU3MOB aBTO-
MaTHUYECKOI0 MacCIITaOUPOBAaHUS U pacIpe/ie]IeHHs] Harpy3KH.

B paboueii TeTpanu npeajgaraoTcs K BBIINOJIHEHUIO MPAKTUYECKUE pabOThI, MPEAYCMOTPEHHbBIE
yaeOHoi paboueit mporpammoit M/IK.05.01 «TexHooruu BUPTYyaIu3allii U aBTOMATH3AIAN .

[Tpu pa3paboTke coaep>KaHusl IPAKTUUECKUX pabOT yYUTHIBAJICS YPOBEHb CIOKHOCTH OCBOE-
HUS CTYACHTaMU COOTBETCTBYIOIIEH TEMbl, OOIMIMX M MPOPECCUOHANBHBIX KOMIIETEHIIHH, Ha (op-
MHpPOBaHUE KOTOPHIX HANPABJIEHA JUCLHUILINHA.

Brimonaenue npaktuueckux padot B pamkax M/IK.05.01 «TexHonoruu BUpTyaIu3auy 1 aB-
TOMAaTHU3AI1I» TO3BOJIIET OCBOUTh KOMIUIEKC pa0dOT MO BBIMOJHEHUIO MPAKTHYECKUX 3aJaHUM 10
BceM TeMaMm MJIK.05.01 «TexHonoruu BUpTyaiu3alii 1 aBTOMATH3ALI .

Pa6ouas terpane mo MJIK.05.01 «TexHosoruu BUpPTyalu3allid W aBTOMAaTH3AI[MH» HMEIOT
MIPAaKTUYECKYI0 HAlpPaBICHHOCTh M 3HAYUMOCTh. PopMHpyeMble B IpPOLECCE MPAKTUYECKUX
3aHATUA yMEHHUS MOTYT OBITh HCIOJB30BaHBl CTyJAEHTaMH B Oyaymieid npodeccuoHanbHON
JIeATEIbHOCTH.

Pabouas TeTpanas mpenHasHaueHa Ui CTYACHTOB Koiuiemka, uzydaromux MJIK.05.01 «Tex-
HOJIOTMHM BUPTYaJU3alU U aBTOMATH3aLUN.

OneHky 32 BBINOJIHEHUE MPAKTUYECKUX PAOOT BBICTABISAIOTCA MO MATUOAIUILHOW CHCTEME.
OneHkH 3a MpakTUYecKue padoOThl SBISIFOTCS 00s3aTeIbHBIMU TEKYIIMMHU OIICHKAMHU M BBICTaBIIS-

HOTCA B XKXYypHAJIC TCOPETHUICCKOI'O O6y‘ICHI/I$I.



1. [lepeuenb npakTuyeckux padoor no MIK.05.01 «TexHosioruu BUPTYaJIM3alMU U aB-

TOMATHU3AIN I
Dop-
No paznena, te- OcBoeHuEe yMEHHUI B MPO- MHPY= Tema npakTUYECKOTO 3aHs- Koa-
eMble BO Ya-
MBI 1[ecce 3aHATHS OK u THUS coB
MK
Tema 1.1. IInat- | — Omnpenenars o6iue Mo- IIK [Ipaktuueckoe 3ansitue 1. 2
GopmbI BUpTYya- nenu passepreiBanus 00- | 5.1-IIK | Pabora ¢ Hypervisor: Ycra-
JM3aIMU Ha OC- JavyHOW  MH(QPACTPYKTY- 5.3 HOBKa M HacTpoiika hosted
HOBC KJIacTep- pHI, OK 1-9 | IlpakTryeckoe 3ausitue 2.
HOro moaxoxa | — TlomumepkuBaTh  00Ja4- Pa6ora ¢ Hypervisor: ¥Ycra- 9
HbIC KOHPUTYpALIUU B aK- HOBKa M HACTPOWKA HATUBHO-
TyaJlbHOM COCTOSIHUU H ro Hypervisor.
BECTH y4€T KOHTPOJIA IIpakTryeckoe 3ansrue 3.
BEPCHI; Pab6ota ¢ Hypervisor: Ycra- 2
— Onpenenstb, HACKOJBKO HOBKA U HACTPOWKa BUPTY-
JTAHHBIE MOJIENIN COOTBET- aJIbHBIX MAIIMH.
CTBYIOT  TpeOOBaHUSM, [IpakTuueckoe 3anstue 4.
CrenupUIHBIM IS Opra- Pa6ora ¢ Hypervisor: 5
HU3al1H; Hacrpoiika BupTyansHOn
— llonb3oBaTbcs  mpeumy- MapIIpyTU3aluu
HIECTBAMHU OOJAYHOU WH- [IpakTrueckoe 3ansTue S.
(GpacTpyKTyphl ISl CHH- Pa6ora ¢ Hypervisor: ABTo- 5
KEHHMs  ONEPALMOHHBIX MaTHU3LUUS Pa3BEPTHIBAHUS
HArpy30K MpH pa3BepThI- BUPTYaJIbHBIX MAIlIUH
BaHUH CITYXO; [IpakTuueckoe 3anstue 6.
— JIOKyMEHTUpPOBaTh  KJIIO- Pabora c Hypervisor: Kon- 9
4yeBble TpeOoBaHUsS OU3- ¢urypans pecypcoB BUPTY-
HEC-TIPWIOKEHUNH U  TO, aJbHBIX MAlIMH
KaK OHM COOTHOCSITCSI MU- [IpakTuueckoe 3andarue 7.
rpaquel B 00Ja4HYIO Pabora ¢ Hypervisor: Pas-
UHPPACTPYKTYPY; BEPTHIBAHUE CEPBUCOB IS
— IlepeBoguts Ou3HEC-LIETH KOHEYHOTI'O TI0JIb30BaTEI 2
W 3a1a4d B crenuduka- (bassr nannwix, HostePanel,
LUK, a TaKXKe MpPe3eHTO- CepBepoB cepTudukanmu u
BATh HX 3aMHTEPECOBaH- ayTeHTU(UKALN)
HBIM CTOPOHAaM; [IpakTnueckoe 3anarue 8.
— IIpoBOoAHTH OLIEHKY, BBI- Ycranoska Kubernetes B 2
0Op W BHEIpEHHUE IIEpe- cpene Proxmox VE
JIOBBIX OOJIAUHBIX CEPBH- ITpaxTnueckoe 3ansaTue 9.
COB, TaKMX KaK CEPBHCHI Hacrpoiika Kubernetes B 2
yIpaBJICHUS]  JIaHHBIMH, cpene Proxmox VE
CEPBHUCHI KAIIUPOBAHUS U IIpakTnueckoe 3ansarue 10.
CEPBHCH aBTOMATHYECKO- Pabota ¢ koHTeliHEpaMu 5
ro MacImTa0MpOBaHHs | Kubernetes B cpene Proxmox
o0ecreueHus JIOCTYIHO- VE
CTH; [TpakTnueckoe 3austue 11.
— Co3naBaTth  BHYTPEHHHE Opxkectpanuus Kubernetes B 2
PYKOBOJSIIIUE JOKYMEH- cpene Proxmox VE
Tbl ¥ TpeOOBaHUS K IpPO- IIpakTryeckoe 3ansaTue 12.
Hneaypam, HeoOXOTUMBIM Hacrpolika norupoBanust 2

KOHTENHEPOB.




Dop-

N MUPY- Kou-
Ne paznena, Te- OcBoeHne ymeHul B Mpo- eMbLe Tema nmpakTH4YeCcKOro 3aHs- BO -
MBI 1ecce 3aHsATus OK u TUSA .
MK

IUIS CO3JaHus, OOHOBIIE- [IpakTuueckoe 3austue 13.

HUS, yJAJICHUA U TMONy- HacTtpoiika BupTyanbHbIX 5

YeHHsl JOCTymna K uHpa- MaIIUH JJIs IUTI03a YAaJIEH-

CTPYKType U pecypcam HOro paboyero crosa

obmenocTynHoro  obma- [Ipaktuueckoe 3anstue 14.

Ka; Hactpoiika mexmiatdop-

[IpoBOIUTH OLICHKY, BBI- MEHHBIN OECKINEHTCKUI 2

Oupath U BHEAPSTH 0a3o0- ITI03 YAAJIEHHOTO pabovero

Bble OOJIaYHBIE CEPBUCHI, cToJa

TaKUX KaK BBIUYHCIUTEIb- [Ipaktuueckoe 3ansitue 15.

Has cpefa, CeThb U XpaHu- Pa6ota ¢ O6naunbiMu OU3- 5

JINIIE; Hec-moenamu laaS: Ycra-

PazpabGarbiBath U BHEI- HOBKa.

PATH TIPOLIECCHI TPOBEPKHU [IpakTuueckoe 3ansitue 16.

MOJJMHHOCTU Ha YpPOBHE Pabora ¢ O6naunsIMu OU3-

MOApa3/ICJICHUs] U KOMIIa- Hec-monensimu laaS: ABTo- 2

HUU B I1IEJIOM, KOHTPOJIH- MaTH3alus. pa3BEPTHIBAaHHE

pOBaTh JOCTYI K CUCTEME BUPTYAJIbHOW MaIlTUHBI.

yIpaBIeHUS o0mieno- [Ipaktrueckoe 3ansatue 17.

CTYITHBIM 00JIaKOM; Pa6ora ¢ O6naunbiMu OU3-

AHanu3upoBath M UH- Hec-mozensmu laaS: banan-

TepIpeTUpoOBaTh IMOKa3a- CHUPOBIIHMK HAarpy3Ku BUPTY-

TETU TPOU3BOAUTEIIHHO- QJIbHBIX MAIIWH.

CTU BBIYMCIICHH, XpaHe-

HUS JIaHHBIX, YPOBHSI Ce-

TH W TPWIOKEHUU IS

UCTIOJI30BAaHUA B JH- 9

3aiiHe  OOIIEeOCTYIHOM

o0nauyHoil umH(pacTpyk-

TYpE;

Hcnonp30BaTh METOIBI U
MIaKeTbl HACTPOMKH MpO-
HW3BOJIUTEILHOCTH IS
o0ecIleyeHnsT ONTHMAJIb-
HOTO MCHOJB30BAHUS pe-
CypCOB;




2. Onucanue NOPsiAKA BbHITOJHEHHS MPAKTHYECKUX PadoT

Ilpakmuueckaa paooma Nel Paboma ¢ Hypervisor: Ycmanoeka u nacmpoiika hosted

3amanmue:

1. Ckauaiite opunmanbHyI0 Bepcrto Proxmox https:// www.proxmox.com/en/proxmox-
virtual-environment/overview

2. CwmoHTHpYiTE 00pa3, MOJyYUB CMEHHBIN JIHUCK.

3. Pemure, Ha Kakoii TUCK OyeTe yCTaHABIMBAaTh Proxmox.

4. Ecnu HyHO U3MEHUTH MapaMeTpbl, 3TO MOXKHO cenath B pazzaene Option. Eciu B
9TOM HET HEOOXOAMUMOCTH, OCTaBbTE HACTPOUKH 110 YMOIYAHHUIO.

5. TlocraBbTe permoHagbHbIe HACTPOIKHU, HYKHO BbIOpaTh Poccuto.

6. 3anaiite ceTeBble HacTpouku: IP-anpec, Macky mojaceTH u Ipyrue.

7. Tlepesarpy3ute ycTpOHCTBO.

8. 3amycture BeO-uHTEpdEiic ¢ MOMOIIBI0 KOMaHAbl B TAKOM (hopmare, yka3zaB aKTyallb-

HBIC 3HA4YCHU .

Ilpakmuueckaa paooma Ne 2 Paooma c Hypervisor: Ycmanoeka u Hacmpouka HamueHozo

Hypervisor.

3aganue:

1. VYcranosuts runepsuzop VMware Player 16. CkauaTh HHCTAJUIALUM MOKHO IO CCHLIKE
https://yadi.sk/d/J70iVaTwiPJJ1w

r VMware Workstation 16 Player (Non-commercial use only) = o x|

—

i=h

| I weicome to e

Workstation 16 Player

Player «

Create a New Virtual Machine

Create a new virtual machine, which will then be added to the
top of your library.

Open a Virtual Machine

Open an existing virtual machine, which will then be added to
the top of your library.

Upgrade to VMware Workstation Pro

Get advanced features such as snapshots, virtual network
management, and more.

Help

View online help.

This product is not licensed and is authorized for non-
commerdial use only. For commercial use, purchase a license.
Buy now.

2. YcraHoBuTh cucteMy BupTyanmsanuun VMware ESXi 6.7. CkauaTh HHCTaJUIAIMKE MOKHO 10
cepuike https://yadi.sk/d/1CqbT5_7m8g0pQ

a. Bwiopars nynkt Create a New Virtual Machine
b. Bri6pars BTopoit mynkr Installer disc image file (iso)


https://yadi.sk/d/J70iVaTwiPJJ1w
https://yadi.sk/d/1CqbT5_7m8g0pQ

Mew Virtual Machine Wizard pd

Welcome to the New Virtual Machine Wizard

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
() Installer disc:

= DVD RW gmokoson (E:)

\@ Installer disc image file (iso):
| D:\Download\WMware-vMyisor-Installer-6, 7.0-816992 V| \ﬁ‘;owse...
[11 ¥Mware ESXi 6.x detected.

()1 will install the operating system later.
The virtual machine will be created with a blank hard disk.

Help = Back \ ext > | Cancel

C. VYkazaTh UMS U MECTO XPpaHCHUA (I)aﬁHOB BHpTyaHBHOﬁ MalllMHBbI U1K OCTAaBUTH I10
YMOJTYaHUIO.



Mew Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

\PJMwarE ES¥i 6.%] |

Location:

Y| D:\dokymerTelWirtual MachinesivMware ESXi 6.x | Browse. ., h

< Back “ Cancel

d. YkazaTth pasMCp JuCKa I BHpTyaHLHOﬁ MalIWHBI. 3,[[605 H606XOI[I/IMO YKa3aTb
MaKCHMaJIbHO BO3MOKHBIN pasMmep, KOTOpLIfI IIO3BOJIACT Ballla CUCTCEMaA.

Mew Virtual Machine Wizard >

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

\ﬁa}dmum disk size (GB): 0.0 =

Recommended size for YMware ESXi 6.x: 40 GB

() Store virtual disk as a single file
J@ Split virtual digk into multiple files 1

Splitting the disk makes it easier to move the virtual machine to another computer |
but may reduce performance with very large disks,

Help < Back Cancel




€. IlpoBecTu HacTpOHKY MapamMeTpPOB BUPTYaJIbHOW MAIIMHBI, HAKAB KHOMKY
Customize Hardware

Mew Virtual Machine Wizard *

Ready to Create Virtual Machine [

Click Finish to create the virtual machine and start installing YMware ESXi
6.3,

The wirtual machine will be created with the following settings:

Mame: WMware ESXi 6.x A
Location: D:\owymerteWirtual Machines\WMware ESXi 6.x
Version: Workstation 16.x

Operating System: VMware ESXi 6.x

Hard Disk: 100 GB, Split

Memory: 4096 MB

Metwark Adapter:  MAT ]
Other Devices: 2 CPU cores, CO/OVD, USE Controller ¥ b

\ﬁustornize Hardware...

Power on this virtual machine after creation

= e

VYka3aTh MaKCUMaJIbHO BO3MOKHOE KomndecTBO O3Y 1 KOJIMYecTBO MPOLECCOPOB, KO-
TOpOE TIO3BOJISIET BBIOPATh Bama cucrtema. Konuuecmeo O3V 01 supmyanvHou Mawiu-
Hbl O0JIIHCHO DbIMb MEeHbUUe UMeIoWelicsl PU3UYecKoU NaMAMU 6 cucmeme unaie npo-
uzoudem nadetue NPoU3800UMENbHOCHU CUCTNEMbL 8 YELOM.

Hardware X
Device Summary Processors
= Memory \/ 6.1GB Mumber of processor cores:
rOCESSOrS V' L )
) New CD/DVD (IDE) Using file D:\Download\WMw... Virtualization engine
55 Network Adapter MAT Virtualize Intel VT-x/EPT or AMD-V/RVI
E| USE Controller Present [Jvirtualize CPU performance counters
[ Ipisplay Auto detect [ virtualize TOMMU (IO memory management unit)
Add... Remove
e

f. Haxars xronky Finish. 3amycTurtcs nporece ycTaHOBKH



[ Wiware ESXi 6.x - ViMware Workstation 16 Player (Mon-commercial use only) - o xy
Player - = [EE |

Loading ESKi installer
L}
Loading /b.bBO
Loading / jumpstrt.gz
Loading /useropts.gz
Loading /features.gz
Loading /k.bBO
Loading /chardevs.b0B
Loading /user.bdd
Loading /procfs.bO0B
Loading /uc_intel.bBB
Loading /uc_and.bOB
Loading /umx.v00
Loading /vin.w00
Loading /sb.v08

Click in the virtual screen | Install VMware ESXi 6.x as you would on a physical computer. When you are done and the operating system boots

ez

0 send keystrokes up, click " Finshed Instaling”. SimineE o | Gl =T

[ WMware ESXi 6.x - VMware Workstation 16 Player (Mon-commercial use only) -8 %z

Player = SO
VMuare ESXi 6.7.0 Installer

Helcome to the VMuare ESXi 6.7.0 Installation

VMuare ESXi 6.7.0 installs on most systems but only
systens on YHMuware’s Compatibility Guide are supported.

Consult the YMware Compatibility Guide at:
http://uuu.vnuare. con/resources/conpat ibility

Select the operation to perform.

Click in the virtual screen | Install VMware ESXi 6.x as you would on a physical computer. When you are done and the operating system boots
~ to send keystrokes up, dlick I Finished Installing™.

IFinished Instaling | | Change Disc Help

VYkazare napoib aIMHUHUCTPATOPa



{ VMware ESXi 6.x - VMware Workstation 16 Player (Non-commercial use only) -

Player + SO N
VMuare ESXi 6.7.0 Installer

Enter a root passuord

Root passuord:
Conf irn passuord:

Click in the virtual screen | Install VMware ESXi 6.x as you would on a physical computer. When you are done and the operating system boots = =
& to send keystrokes up, click "I Finished Installing” I Finished Instaling | | Change Disc Help
{ VMware ESXi 6. - VMware Workstation 18 Player (Mon-commercial use only) - oox,

Player + S oo N
VYMuare ESKi 6.7.0 Installer

Installing ESXi 6.7.0

53 Cickin the virtual screen | Install VMware ESX 6.5 a5 you would on a physical computer. When you are done and the operating system boots

£o send keystrokes up, dlick "I Finished Tnstaling™. IFinished Instaling | | Change Disc Help

[Tocne nepesarpy3ku cucremMa rotosa K padore




[ Wiware ESXi 6.x - VMware Warkstation 16 Player (Non-commercial use anly) - o
Player ~ || ~ & O 35 «

VHuare ESXi 6.7.08 (VMKernel Release Build 8169922)

VHuare, Inc. YMuare?,l

4 x Intel(R) Core(TH) i5-4570 CPU @ 3.20GHz
6.1 GiB Memory

To manage this host go to:
http://192.168.174.128/ (DHCP)
http://[fe80: :20c:29ff :fead:646b1/ (STATIC)

<F2> Customize System/View Logs <F12> Shut Doun/Restart
Click in the virtual screen | Install VMware ESXi 6.x as you would on a physical computer. When you are done and the operating system boots
o send keystrakes up, dick " Fished Instaling™. Eriehed iy [[Charociec) [IHED

3. JlocTyn K cHCTeMe OCyIIECTBIIsIeTCs ¢ momolisio Web-6paysepa. B agpecHoii cpoke HE0OX0-
oMo ykasath I[P aapec, yka3zaHHBIN Ha 9KpaHe TUIIEPBU30PA

[ WMware ESXi 6.x - VMware Workstation 16 Player (Non-commercial use only) - 0o x
Player ~ " - @ [Dj & £

VHuare ESXi 6.7.0 (VMKernel Release Build 8169922)
VMuare, Inc. YMuare?.l

4 x Intel(R) Core(TH) i5-4570 CPU @ 3.20GHz
6.1 GiB Memory

is host go to:

http? oo T29fffeadTb4obl/ (STATIC)

<{F2> Customize Systen/¥ieu Logs <F12> Shut Doun/Restart

=

Click in the virtual screen | Install VMware E5i 6.x as you would on a physical computer. When you are done and the operating system boots

to send keystrokes up, dick "I Finished Installing”, CErEsiEs T ) SErs T F5x



4. Bo3MOKHO cOOOLIEHNE AHTUBHUPYCA O HEGE30IIACHOM HCIIOIb30BaHUM TOH BeO CTPAaHUIIBI

= m} X
@ ObHapyxena npobnevanpunp X =+

& 5 C @ 192168174128 * & 0 » B :

kaspersky

/\ OcraHOB/IeH Nepexo Ha He,OBEPEHHbIN caiT

\
/£ LN\
. Opun unn 6onee cepTUdUKATOB 3TOTO CalTa HEAEWCTBUTENbHDI, U Mbl
HE MOXeM rapaHTMpoeBaTs ero NOANMHHOCTb. Takoe GbiBaer, Korga
Bnajeney caiita BOBpeMA He OGHOBUA cepTUWKAT MW KOTAa CaIT
noaaensHbii. NoceuwteHve Takux caiToe Aenaet eac Gonee
YA3BUMBIMY ANA aTak.
“labopatopua Kacnepckoro” salinTina Bac OT Nepexoaa Ha 3ToT
caiT. MoxeTe 3aKkpeiTh ero 6es pucka.
O6HapyxeHo: 01.02.2021 0:04:30 [okazate AeTanu
N
= =) X
@ Obhapyxena npobremanpung X+
€« C @ 192168.174128/% * B O B :

lkaspersky

OcTtaHoBnEeH nepexoj Ha HeAOBepeHHblﬁ caut

Oaux uam Gonee cepTUGUKATOR ITOTO CaiiTa HEAGWCTBUTEbHD, U Mbl
HE MOXEM rapaHTMpOBaTe Er0 NOANMHHOCTL, Takoe GbiBaeT, Koraa
Bnajeney caiita BOBpeMA He 0OHOBMA cepTUdUKAT MK KOrAa cait
noaaensHsli. NMoceweHue Takux caifTos Aenaet eac Gonee
YASBUMbLIMU ANA aTak.

“Nlabopatopus Kacnepckoro" 3aliutvna eac oT Nepexoaa Ha 3ToT
caiiT. MoxeTe 3akpeiTe ero 6e3 pucka.

O6HapyxeHo: 01.02.2021 0:04:30  CkpbiTe AeTanu 1

Be6-agpec: 192.168.174.128
Mpuunna: Llenouka cepTdUKATOB He ABNRETCA 33BEPLUEHHON.
Mocmortpets ceprudukat 1

Vﬂ MOHVMAID PUCK W XOUY. MEePeViTU Ha caiT




5. BBecTy JIOTUH ¥ IAPOITh

Log in - VMware ESXi X +

< C & 192.168.174.128/ui/#/login * & @ B :

o o
oot

vmware ESXi

€« C @ 192168174128 /ui/#/host ox O NG
vmware ESXi ro0t@192 168.174.128 ~

| Tz Navigator focalhostlocaidomain
Manage ) Got vCenter Sever | 5 CroateRegister W | [fy Shut down (B3 Reboot | @ Refresn | £ Acsons 28
Mantor ,  localnostiocaldomain
Version 7.0 (Bu 3169622
Vitual Machines § State Normal (ot connected o any <Center Server
a5 7y ﬂ ustmme 01am
= rorace
Q Networki =
@ You are currently using ESXI i evaluation mode. This Hicense will xpire in 60 day's.
~ Hardware - Configuration
Manutacturer Vidware, Inc image promie ESXH5.7.0-8169922-standard (VMwire, lnc
Model Vitware? 1 VSphere HA state
» @ ceu 4 CPUS X IntekR) Core(TM) 15-4570 CPU @ 3 20Hz » vMation Supported
Memory 60508
L = System Information
Persistent Memory L -
IS Eoieiont Mguscs; i Dateime on host Sunday. January 31, 2021, 21.08:52 UTC 1
» G Vit fash 0Bused 08 capacty . 5
( Vita Bused, 08 capax Install date Sunday, January 31, 2021, 205155 UTC
- @, Natworking
= el a2 Assettag No Asset Tag
Kostname locainost localdoman
Serat numoer None
P acdresses 1. VkD: 192168 174,124 A .
92,168 174.428. BIOS version VMW7 100V 16722696 B64 2008100651
2 vk 1250206 201 09 6460
BIOS release date Monday, August 10. 2020, 03:00:00 +0300
DNS servers 1.182.168.1742
Default gateway 192.168.1742 Y PRIOMENCS Sy et how
1Pv6 enadled Yes @ Consumed host CPU @ Consumed host memory.
100,
Host adapters 1
| Recent tasks
Task <} Taoget Intitor v Queued v Starod v Resulla v Compisted v v
ocarestiescoman o o @ Compiesed succasety




Co3nanue ceTeBoil MHHPPACTPYKTYPbI

Jlyist mpoBeieHust JTabOpaTOPHBIX paboOT OYIET MCIOIB30BaHA CXEMa CETH, IPEIICTaB-
JICHHAsI Ha PUCYHKE

ouT-Cul

[ethil.] [eth2](]
L-SRV

Pucynok 1. Tononorus cetu

Kaxxnoe «obiakoy» Ha cxeme MpeAcTaBiseT co00i OTAETbHYIO MOACETh CO CBOUM aJI-
pecHbIM TpocTpancTBOM. B cucreme VMware ESXi peanu3zoBaTh Takyr TOMOJIOTHIO

BO3MOXHO C UCIIOJIb30BaHUEM MeXaHH3Ma BupTyajabHbIX KoMMyTaTOpoB 1 ['pynn
MOPTOB.

I[J'I}I CO3aaHNs BUPTYAJIbHOI'O KOMMYTATOpPA U I'PYIIIIBI TIOPTOB HGO6XOIII/IMOZ

1. Haxars na mynxt Networking B IpeBOBHIHOM CIHCKE CII€Ba



vmware ESXi- r0ot@192.168.174.128 v | Help ~

[l Q Search

‘ €3 localhost.localdomain - Networking

';E' Navigator

X Host ‘ Port groups Virtual switches Physical NICs VMkemel NICs TCP/IP stacks Firewall rules
| Manage

Monitor { %9 Add port group Edit settings | (¥ Refresh | 4F Actions (Q searcn

(%1 Virtual Machines m Name ~ | Activ... v~ | VLA.. v | Type ~ | vSwitch v | VMs
B Storage € VM Network 0 0 Standard port group vSwitch0 0
§ Networking Q Management Network 1 0 Standard port group &8 vSwitch0 NIA

2 items

vmware ESXi’ r00t@192.168.174.128 v | Help v |

Q Search

°T% Navigator €3 localhost.localdomain - Networking
-2 @ Host Port groups |q;irtual switches | Physical NICs VMkernel NICs TCP/IP stacks Firewall rules
Manage
Monitor \/& Add standard virtual switch 22, Editsetings | € Refresh |
(Q search )
(51 Virtual Machines m —
B storage m Name v Port groups ~ | Uplinks v Type v
® Networking &8 vSwitch0 2 1 Standard vSwitch
1items
&
3. VYka3ars UM HOBOT'O KOMMYTAaTopa, HalipuMep, |-C0re-SW, " HaXXaTb KHOIIKY
Add
E Add standard wvirtual switch - l-core-sw
=5 Add uplink
I
vSwitch Name \A |_C0re_5|.l‘-|
MTU 1500
¥ Link discovery Click to expand
» Security Click to expand
[
\Jadd || cancel
3

4. OrxkpeiTs BKaaky Port groups u naxars Add port group

vmware ESXi r00t@192.168.174.128 ~ | Help ~ | ((CREEE

“I% Navigator || € localhost.ocaldomain - Networking l
b ﬂ Host ‘ \( Port groups Virtual switches Physical NICs VMkemel NICs TCP/IP stacks Firewall rules
Manage
Monitor /g Add port group E | @ Refresh | (@ search
&1 Virtual Machines [ o] Name v Adiv.. v VLA v Type ~ | vSwitch v/ Ws v ‘

= storage [ @ VM Network 0 0 Standard port group & vSwitchd 0 |
® Networking M| @ management Network 1 0 Standard port group & vSwitch0 NA ﬁ

2 items 4




5. VYKasaTh UMs HOBO# TPYIIIIEI IOPTOB, HATIPUMED, L-COre-gr, u BLIOPATh U3 CIIMCKA BUPTY-
JIBHBIX KOMMYTaTOPOB HYXHBIH, B HaIlleM cllyyae — 3T0 L- COre-sw, 1 HakaTh KHOIIKY

Add

ﬁ Add port group - l-core-gr
MName
VLAN ID

Virtual switch

» Security

N | l-core-gr
0
Lf |-core-sw v

Click to expand

N/ Add

Cancel

)

Takum 00pa3oM, ¢ TOMOIIBIO YKa3aHHOTO MEXaHW3Ma Pean3yeTcs Ceayomee mpa-
BWJIO: TPyIIa HOPTOB NOAKIKYAECTCS TOJIBKO K OJHOMY BUPTYaJIbHOMY KOMMYTaTOpY,
a OJJMH BUPTYAJIbHBIM KOMMYTAaTOP MOXKET COJIEP>KATh HECKOJIBKO I'PYIII IOPTOB.

[TonkaroueHne BUPTYAIbHBIX MAlIMH K BUPTYaJIbHBIM KOMMYTATOpaMm, T.€. CO3aHHe
noJceTei, OCyIECTBISAETCS ¢ TOMOLIbIO NPUCOEIUHEHHUSI CeTeBOro ajanTepa BUP-
TyaJbHOI MAIIMHBI K HYKHOH rpyIie nopTos.

Ilpakmuueckasa paooma Ne 3 Paboma c Hypervisor: Ycmanoeka u nacmpoiika eupmyano-

3ananmue:

HbIX MAWIUH.

1. Vcranosure B 11000M I'MIIEPBU30PE CIAEAYIOUINE BUPTYaIbHbIE MAIIMHBIL:

Windows 10 RPO

Astra Linux SE

Ubuntu 22.04

Windows Server 2019

2. 3aduxcupyiTe Mpolecc yCTaHOBKH CKPUHIIOTAMHU.

Ilpakmuueckasa paooma Ne 4 Paboma c Hypervisor: Hacmpoiika eupmyanbnoii mapuipy-

3aganme:

muszauuu
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1. Hacrpoiika BupryainsHoi ceru B runepsuszope ESXI 6.0 | &% [Toauron 218
(poligon218.ru)

Ilpakmuueckasa paooma Ne 5 Paboma c Hypervisor: Aemomamu3yuus pazeépmuléanus
GUPMYATIbHBIX MAUIUH

3aganmue:

1. Co3maeM IpoeKT TECTOBOH JIabopaTopuu U (HOpMHUPYEM HIDKEYKa3aHHYIO CTPYKTYPY
narok u ¢aios, rae:

®| AB — Ha3BaHUE KOPHEBOM MAIlKK MIPOEKTA.

®\Vagrantfile — ¢aiin (mogpobHee naipliie) ¢ yka3aHUSIMU 110 Pa3BOPAYMBAHUIO BUPTYaTbHBIX
MaIITHH.

®provision — manka, rae oyayt jexars cueHapuu DSC (0yayT HCIOIb30BaThCS /151 KOHPHTY-
paluy BUPTYaTbHBIX MAIIKH).

O @ajiuibl ¢ pacimpenneM .psl — HenocpeacTBeHHo cueHapun DSC ans koHburypupoBaHus
OC.

Hwke onpenesinmM Ha3HAuCHUE KaXKAOTO CleHapus .psl

@ ConfigureRebootOnNode.psl — koHpuUryprpyeT nepe3anyck XocTa, €CJid 3T0 He00X0AMMO.
®DSClInstalDHCP.psl — ycranasnuBaer poas DHCP, RSAT-DHCP, aBropusyer DHCP cep-
Bep B AD mociie ycTaHOBKH M KOHPUTYPUPYET 00J1acTh.

®DSClnstallDomain.psl — ycranasnuBaet poiab AD DS, RSAT-ADDS, koudurypupyert m10-
MeH PARTY.HARD.

®DSCJoinDomain.psl — nob6asinser xoct B jomen Active Directory.

®PreDSClnstall.psl — ycranaBnuBaet HeoOXxoaumble 1iist padbotel Moaysu DSC.

Huxe mpukperisito BU3yain3aiuio CTPyKTYpHI.
LAB

‘ Vagrantfile
provision
ConfigureRebootOnNode.psl
DSClinstalIDHCP.ps1
DSClnstallDomain.psl

DSCJoinDomain.psl
PreDSClnstall.psl

Komupyem o¢aiin Vagrantfile 8 manky ¢ npoekrom.
Vagrantfile

# -*- mode: ruby -*-

# # vi: set ft=ruby :

Vagrant.configure("2") do |config|
config.vagrant.plugins = "vagrant-reload"
config.vm.define "lab-dc1" do |subconfig|
subconfig.vm.box = "gusztavvargadr/windows-server
subconfig.vm.hostname = "lab-dc1"

20


https://poligon218.ru/2019/09/10/настройка-виртуальной-сети-в-гиперви/?ysclid=lvqhe9oag932672540
https://poligon218.ru/2019/09/10/настройка-виртуальной-сети-в-гиперви/?ysclid=lvqhe9oag932672540

subconfig.vm.provider :virtualbox do |vb|

vb.gui = false

end

subconfig.vm.network "private_network", ip: "192.168.11.2",
virtualbox__intnet: true

subconfig.winrm.username = "vagrant"
subconfig.winrm.password = "vagrant"
subconfig.winrm.transport = :plaintext
subconfig.winrm.basic_auth_only = true

#Install DSC Modules

subconfig.vm.provision "shell",

path: "provision\\PreDSClnstall.ps1"
#https://github.com/dsccommunity/ActiveDirectoryDsc
subconfig.vm.provision "shell",

path: "provision\DSCInstallDomain.ps1"

#Restart VM to finish Active Directory Domain Services installation
subconfig.vm.provision :reload
#https://github.com/dsccommunity/xDhcpServer
subconfig.vm.provision "shell",

path: "provision\DSCInstalDHCP.ps1"

end

config.vm.define "lab-test" do |subconfig|
subconfig.vm.box = "gusztavvargadr/windows-server"
subconfig.vm.hostname = "lab-test"
subconfig.vm.provider :virtualbox do |vb|

vb.gui = false

end

subconfig.vm.network "private_network", ip: "127.0.0.2",
auto_config: false,

virtualbox__intnet: true

subconfig.winrm.username = "vagrant"
subconfig.winrm.password = "vagrant"
subconfig.winrm.transport = :plaintext
subconfig.winrm.basic_auth_only = true
subconfig.vm.provision "shell",

path: "provision\\ConfigureRebootOnNode.ps1"
subconfig.vm.provision "shell",

path: "provision\\PreDSClnstall.ps1"
subconfig.vm.provision "shell",

path: "provision\DSCJoinDomain.ps1"

end

end

Komupyem oaiin PreDSClnstall.psl B manky provision
PreDSClnstall.psl
Install-Module -Name ActiveDirectoryDsc -Force

21



Install-Module -Name PSDscResources -Force
Install-Module -Name ComputerManagementDsc -Force
Install-Module -Name xDhcpServer -Force

Konupyewm ¢aitn DSClnstallDomain.psl B manky provision
DSClinstallDomain.psl
Configuration ADDomain_NewForest_Config

{

param
(

[Parameter(Mandatory = $true)]

[ValidateNotNullOrEmpty()]

[System.Management. Automation.PSCredential]

$Credential,

[Parameter(Mandatory = $true)]

[\ValidateNotNullOrEmpty()]

[System.Management. Automation.PSCredential]
$SafeModePassword

)

Import-DscResource -ModuleName PSDscResources
Import-DscResource -ModuleName ActiveDirectoryDsc
Import-DscResource -ModuleName ComputerManagementDsc
Node 'localhost'

{

WindowsFeature 'Active Directory Domain Services'
{

Name ="'AD-Domain-Services'

Ensure = 'Present’

}
WindowsFeature 'RSAT-ADDS'

{
Name = 'RSAT-ADDS'
Ensure = 'Present’

¥
ADDomain 'party.hard'

{

DomainName = 'party.hard’

Credential = $Credential
SafemodeAdministratorPassword = $SafeModePassword
ForestMode = 'WinThreshold'

}

}

}

#Next block is using to allow password as plain text
$cd = @{

AllNodes = @(

22



@{
NodeName = 'localhost'
PSDscAllowPlainTextPassword = $true

k
)
k

#Define user and password for ADDomain deployment (also used for restore).

$password = ConvertTo-SecureString "RestorePassword123$" -AsPlainText -Force

$cred = New-Object System.Management. Automation.PSCredential (‘vagrant',$password)
#Create MOF

ADDomain_NewForest_Config -Credential $cred -SafeModePassword $cred -ConfigurationData
$cd

#Execute MOF

Start-DscConfiguration -Path \ADDomain_NewForest_Config -Force -Wait -Verbose

Komupyem ¢aiin DSCInstalDHCP.psl B mamky provision

Configuration xDhcpsServerScope_NewScope

{

Import-DscResource -ModuleName xDHCpServer

#Define NIC IP

$IP = Get-NetIPAddress -InterfaceAlias "Ethernet 2" | Where-Object {$_.IPAddress -notlike "*:*"
} | select -ExpandProperty IPAddress

Node 'localhost’

{
WindowsFeature 'RSAT-DHCP'

{
Name = 'RSAT-DHCP'

Ensure = 'Present'

}

WindowsFeature 'DHCP'

{

Name = 'DHCP’

Ensure = 'Present’

}

xDhcpServerAuthorization RemoteServerActivation
{

Ensure = 'Present’

DnsName = $env:COMPUTERNAME + '.party.hard’
IPAddress = $IP

}

xDhcpServerScope Scope
{
Scopeld ='192.168.11.0°
Ensure = 'Present’
IPEndRange = '192.168.11.254'
IPStartRange = '192.168.11.10'
23



Name ='11.0/24'

SubnetMask = '255.255.255.0'

LeaseDuration = ((New-TimeSpan -Hours 8 ).ToString())
State = 'Active'

AddressFamily = 'IPv4'

}
xDhcpServerOption Option

{

Ensure = 'Present’

ScopelD ='192.168.11.0'
DnsDomain = 'party.hard'
DnsServerlPAddress = '192.168.11.2'
AddressFamily = 'IPv4'

Router ='192.168.11.1'

¥
¥
¥

xDhcpsServerScope_NewScope
Start-DscConfiguration -Path .\xDhcpsServerScope_NewScope -Force -Wait -Verbose

Komupyem ¢aitn DSCJoinDomain.psl B manky provision
DSCJoinDomain.psl
Configuration JoinDomainConfiguration

{

param

(

[Parameter(Mandatory = $true)]
[ValidateNotNullorEmpty()]

[System.Management. Automation.PSCredential]
$Credential

)

Import-DscResource -Module ComputerManagementDsc
Node 'localhost'

{

Computer JoinDomain

{

Name = $env:COMPUTERNAME

DomainName = 'PARTY"

Credential = $Credential # Credential to join to domain

k
k
k

#Next block is using to allow password as plain text
$cd = @{
AllNodes = @(
@{
24



NodeName = 'localhost'
PSDscAllowPlainTextPassword = $true

k
)
¥

#Define user and password for ADDomain deployment (also used for restore).
$password = ConvertTo-SecureString "vagrant” -AsPlainText -Force

$cred = New-Object Sys-

tem.Management. Automation.PSCredential('party.hard\vagrant’,$password)
#Create MOF

JoinDomainConfiguration -Credential $cred -ConfigurationData $cd

#Execute MOF

Start-DscConfiguration -Path .\JoinDomainConfiguration -Force -Wait -Verbose

Konmpyewm daitn ConfigureRebootOnNode.psl B manky provision
Configuration ConfigureRebootOnNode
{

Node 'localhost'

{

LocalConfigurationManager

{
RebootNodelfNeeded = $true
}
}

}
#Create MOF

ConfigureRebootOnNode
Set-DscLocalConfigurationManager .\ConfigureRebootOnNode -Verbose
Get-DscLocalConfigurationManager

CrpykTypa npoekrta chopMHUpOBaHa, YTO JajbIIe?
MBI ¢ BaMU BBITIOJHUJIHU, TIOKATyi, CAMYIO CIIOKHYIO YacCTh, MO3/IPaBisito. Teneps, 9ToO0bl aBTO-

MaTUYECKH Pa3BEPHYTH HaIly HEOOJBIIYIO TECTOBYIO JaOOPATOPUIO TOCTATOUYHO BHITIOJHUTH KO-
MaHJy:
vagrant up

Bce. I/I,HeM nuTh Yaii. B 3aBUCUMOCTH OT MMPONU3BOAUTCIILHOCTHU Balllei MalIuHbI U CKOpPOCTH HH-
L ]

TCPHET, BO3MOXKHO, ITPUACTCSA BBIIIUTH HC OAHY KPYIKKY

ITo BO3BpalICHUIO Bor O6Hapy)I(I/ITe MaJICHBKOC BUPTYAJIbHOC OKPYKCHUC, KOTOPOC COCTOUT U3

ABYX Y3JIOB. MEI MOkeM y6e}11/ITBC${ B OTOM BEBIIIOJTHUB KOMAaHY:

vagrant status

Mpgb1 YBUJUM CITHCOK 3allYIICHHBIX BUPTYAJIbHBIX MAalllUH
Current machine states:

lab-dcl running (virtualbox)

lab-test running (virtualbox)
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This environment represents multiple VMs. The VMs are all listed
above with their current state. For more information about a specific
VM, run “vagrant status NAME".

JIn6o, OTKPBIB MEHEKEP YIIPaBIICHUs BUPTYalbHbIMU MaluHaMu VirtualBox. Mbl yBugum te xe
BM wu ToT ke cTatyc.

64) . windows2019_lab-dc1_1578427757162_30861
'(]TOU =, Pabotaer

64 . windows2019_lab-test_1578428927702_24730
(JTO‘ =, Pabotaer

Ilpakmuueckasa paooma Ne 6 Paboma c Hypervisor: Konghuzypauysa pecypcos eupmyanpHvix
MawiuH

3ananue:
1. WMsmenwure pecypcsl co3nanHbix BM:
JNlo6aBbTe 8'b O3Y
VYBenuubTe auck Ha 100I'b
Co3naiite 001IyIO MKy JJIs BCEX MAIIWH U MOJIKII0UUTE ee.

Jlo6aBbTe BTOpO# cereBoil nuTepgeiic NAT

Ilpakmuueckasa paooma Ne 7 Paboma ¢ Hypervisor: Pazeépmoieanue cepeucos 011 Koneu-
H020 nonvzoeamens (baszovt oannvix, HostePanel, Cepsepoe cepmuuxayuu u aymenmugpuka-

yuu)
3aganue:

1. PaBBCpHI/ITe CCPBUCHI KOHCUYHOT'O IMOJIL30BATCIIA:

— ba3sl manHbIX,
— HostePanel,
— CepBepoB cepTuhUKAIUN U ayTeHTUPUKAITNH
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Ilpakmuueckan paboma Ne 8 Ycmanoexa Kubernetes é cpede Proxmox VE

3aganue:

Tak kak mo YMOJIYaHUTO KOHTeﬁHepaM HC Pa3spCUICHO CaMOCTOATCIIbHO 3arpyxaTb MOAYJIN
AApa, Bbl JOJKHBI HACTPOUTH UX 3arpy3Ky HEIIOCPEACTBEHHO Ha I'MIIEPBU30pax.

Mpe1 Oynem ucnonb3oBath Overlay apaiisep mis docker, Tak 94TO 3TO BCE YTO HAM HYXHO:

echo overlay >> /etc/modules

Teneps HaM HYKHO JOOABUTH OOJIbINIE PUBUIICTHH JIJIS1 HALIETO KOHTEHHEPa, YTO ObI pa3peunTh
€My 3aIyCKaTh Ipyrue KOHTeHHEPhl BHYTPH, J00aBbTE 3TH CTPOKH B KOH(UT BaIllero KOHTEHHepa:

Ixc.apparmor.profile: unconfined
Ixc.cap.drop:
Ixc.cgroup.devices.allow: a
Ixc.mount.auto: proc:rw sys:rw

Hauunas ¢ Bepcun v11.0 kubelet TpeGyet shared mode 151 Bcex mounts ¢ xocra.

DTOT TPSA3HBIA XaK MO3BOJIUT BaM JOCTHYb 3TOTO, BHYTpU LXC-KOHTEHHEpa 3ayCTUTE:

echo '#!/bin/sh -e
mount --make-rshared /' > /etc/rc.local

D10 neiictBue 106aBUT KoMaH Iy mount --make-rshared / B /etc/rc.local u Oyner 3anmyckaThb ee
Ka)KJIbIM pa3 IIpU 3arpy3Ke KOHTEHEPA.

Takske ecnu Bbl IIIAHUPYETE UCIIOIB30BaTh HA-manager B proxmox, 3HaiTe 4TO Ha JaHHBINA MO-
MEHT €CTh HeNPUATHBINA DUg#1842, KOTOPHIN MPUHYIUTEIEHO YOMBAET MPOIECCHl KOHTEHHEPA BO
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https://bugzilla.proxmox.com/show_bug.cgi?id=1842

BpEMSI MUTPAIMH, YTO MOKET MOPOIUTH 30MOU-TIPOLIECCHI WIIH JJaxke 3a0J0KMPOBATh Ballle XpaHu-
R107000 (CH

9TO HE eCTh XO0po1mo, K CHaCTbIO €CTh IIPOCTOC PCHICHUEC!

sed -1 's/forceStop => 1/forceStop => 0/' /usr/share/perl5/PVE/HA/Resources/PVECT.pm

B nomonHeHne MOKHO 100aBHUTH CIEIYIOIIHE oMK Jtst Bamero docker:

--storage-driver overlay2
--iptables=false
--ip-masq=false

Ckonmpyiite docker.service us /lib B /etc mist nepeomnpeeieHus ero napaMeTpoB:

cp /{lib,etc}/systemd/system/docker.service

Teneps no6aBbTe 3TN omuuu B EXecStart cexuuro.

Ilpakmuueckan paboma Ne9 Hacmpoiika Kubernetes ¢ cpede Proxmox VE
Har 1: IToaroroBsTe XOCT Proxmox

VYbenureck, uTO 3arpyKEHBbI CIEAYIOIINE MOAYIIH:

# cat /proc/sys/net/bridge/bridge-nf-call-iptables

Teneps yOenutech, 4TO BO3MOKHOCTh MOJKAaukHu paBHA (), 4TOOBI Swap HE MCHOIB30BajCs,
nHaue kubernetes He 3amyCTHTCS:
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# cat /proc/sys/vm/swappiness
[should be 0]

Ornpenenure HOBBIM

# sysctl vm.swappiness=0

Otkimounte SWAP, nist ounctku o6nactu SWAP norpedyercst HEKOTOpoe BpeMst

#s wapoff -a

Tenepp 10XKIUTECH, IOKA SWap OIYCTEET.

[ar 1: Co3nanue konTeliHepa kubernetes

CoznaiiTe HOBBIN KOHTEIHEpP B proxmox, yoeauBIINCh, YTO eMy IpucBoeH 0 swap, u cienaii-
T€ €ro NMPUBWIETUPOBAHHBIM KOHTEHHEPOM

Otpenaktupyiite koHuUrypauonnsiid ¢aiin /etc/pve/lxc/$ID.conf u no6aBbTe CienyrONIyO
4acTh:

Ixc.apparmor.profile: unconfined
Ixc.cgroup.devices.allow: a
Ixc.cap.drop:

Ixc.mount.auto: "proc:rw sys:rw"

Ecnu Bl ucnonb3yere zfs B proxmos, 00si3aTeNbHO co3naiTe ToM ext4d, mockonbKy zfs He
noaepkuBaetcst kubeadm See: https://github.com/corneliusweig/kubernetes-Ixd

zfs create -V 50G mypool/my-dockervol
zfs create -V 5G mypool/my-kubeletvol
mkfs.ext4 /dev/zvol/mypool/my-dockervol
mkfs.ext4 /dev/zvol/mypool/my-kubeletvol

3aTem 00s3aTeIbHO CMOHTUPYWUTE €r0 BHYTPH KOHTEHHEpa:
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mpO: /dev/zvol/mypool/my-dockervol,mp=/var/lib/docker,backup=0
mp1: /dev/zvol/mypool/my-kubeletvol,mp=/var/lib/kubelet,backup=0

3aTem yoeauTech, uTo conntrack pabotaer B KOHTEHHEpE

$ sudo conntrack -L

Teneps MBI MOXEM HACTPOUTH HEOOX0AUMBIH HaM VPN, cMOTpHUTEe HJOKYMEHTAIUIO 110 YCTa-
HOBKe wireguard

$ sudo add-apt-repository ppa:wireguard/wireguard
$ sudo apt-get update
$ sudo apt-get install wireguard

Cozpaiite KOHQUrypauIo:

$ cat > /etc/wireguard/wg0.conf
[Interface]

Address = 10.0.0.1/32
ListenPort = 55555

PostUp = iptables -A FORWARD -i wg0 -j ACCEPT; iptables -t nat -A POSTROUTING -0
eth0 -] MASQUERADE

PostDown = iptables -D FORWARD -i wg0 -j ACCEPT; iptables -t nat -D POSTROUTING -
0 eth0 -j MASQUERADE

PrivateKey = WNealBT40mN/asu9zXrPeSY A+4pFmZA9IUBVHTXx+TG8=

MTU = 1500

[Peer]

# server2
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PublicKey = NSWzZOIUHPgRxOxUmB/A7+Gs60ECY GojREVGS/ZEi20=

AllowedIPs = 10.0.0.2/32

[Peer]

# server3

PublicKey = JhT41s02SilTMe2ugqPoNB40kkwxRqykIWilLyhT1uVY=
AllowedIPs = 10.0.0.3/32

W 3amycrture vpn:

$ wg-quick up wg0
$ wg show

YroObl yOSTUTHCSA, YTO MBI 3allyCKaeM VPN TPH 3arpy3ke, ¥ MCHOPABUTh HEKOTOPBIE JAPYIUE
MeJIKHe TPoOJIeMBbI, co3/1aiiTe cienyromui dain rc.local:

$ cat > /etc/rc.local

#1/bin/sh -e

# Kubeadm 1.15 needs /dev/ikmsg to be there, but it's not in Ixc, but we can just use
/dev/console instead

# see: https://github.com/kubernetes-sigs/kind/issues/662
if [ ! -e /dev/kmsg ]; then
In -s /dev/console /dev/kmsg

fi

# Make sure our VPN is setup so we can connect to the other nodes

wg-quick up wg0
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# https://medium.com/@kvaps/run-kubernetes-in-Ixc-container-f04aa94b6c9c

mount --make-rshared /' > /etc/rc.local

exit 0

YcTaHoBUTE pa3pelIeHHs U Iepe3arpy3uTe KOMIIbIOTep.

$ chmod +x /etc/rc.local
# sudo reboot

Teneps yoeauTech, 4TO MBI 3arpy3UITUCH TOJDKHBIM 00pa3oMm:

$ Is -1 /dev/ikmsg

[this should exist]

$ wg show

[this should show wireguard is started]

Tereps MBI MOKEM MPHUCTYNHUTH K yCTaHOBKE kubernetes:

$ apt-get update && apt-get install -y apt-transport-https curl

$ curl -s https://packages.cloud.google.com/apt/doc/apt-key.gpg | apt-key add -
$ cat <<EOF >/etc/apt/sources.list.d/kubernetes.list

deb https://apt.kubernetes.io/ kubernetes-xenial main

EOF

$ apt-get update

$ apt-get install -y kubelet kubeadm kubectl

$ apt-mark hold kubelet kubeadm kubectl

UtoOw1 yoenuthest, uto kubernets moakirouaeTcsi ¢ mpaBuwibHBIM [P 1 Oynmer mcmonb30BaTh
VPN 1 oAKIII0OueHus1, Mbl IOJKHBI cooOuTh kubelet, 4ToObI OH MCTIOIB30BAI ip Vpn-cepBepa:
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$ echo "KUBELET_EXTRA_ARGS=--node-ip=10.0.0.1" >> /etc/default/kubelet

Teneps MbI MOKeM HacTpouTh kubeadm:

Obs3arenpHo ykaxute pod-network-cidr u service-cidr, €Clid OHU TEPEKPHIBAIOTCS C BaIllei
OOBIYHOM JIOKATBHON CEThIO, KaK 3TO U €CTh B MOEM CITydae, MOCKOJIBKY s 3amyckaio 192.168.x.x B
CBOCH JOKalbHOM ceTH proxmox. OOparuTe BHUMaHHE, YTO s AO00ABISIO JIOMOJHUTENIbHBIH
apiserver-cert-extra-sans, mo3ToMy s MOT'Y TIPOCTO MOJKIIOYUTLCSA K CEPBEPY api ¢ ero ip-aapeca
JIOKaJIbHOM CETH.

UYroObl yOemuThCs, 4TO 3TO cpaboTaeT, HaM HY)KHO UTHOPHUPOBATh BCE MPEIOIETHBIC OMINO-
KM, HO 3TO JJOJDKHO paboTaTh NPOCTO OTIMYHO.

$ kubeadm init --pod-network-cidr=10.250.0.0/16 --service-cidr=172.31.0.0/16 --apiserver-
advertise-address 10.0.0.1 --apiserver-cert-extra-sans k8s.mydomain.com --apiserver-cert-extra-
sans 192.168.1.13 --apiserver-cert-extra-sans 10.0.0.1 --ignore-preflight-errors=all

Janee ckonupyiite koudurypamuto kubectl:

$ mkdir -p SHOME/.kube
$ sudo cp -i /etc/kubernetes/admin.conf SHOME/.kube/config
$ sudo chown $(id -u):$(id -g) SHOME!/.kube/config

U npumenure koHpurypauuto calico

$ curl https://docs.projectcalico.org/v3.8/manifests/calico.yaml -O

$ vim calico.yaml

Change:
IP_AUTODETECTION_METHOD: "interface=wg*"

CALICO_IPV4POOL_CIDR: "10.250.0.0/16"
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3nayenue [P AUTODETECTION METHOD nomxHo 6b1Th Wg0, 4TOOBI BCE Y3JIbI TOIKIIIO-
yaiuch yepe3 VPN, 310 rapantupoBaio, yTo oH HopMaiabHO paboTtaeT 6e3 NAT, u Bce Oyner B
0€30MaCHOCTH.

CALICO_IPV4POOL CIDR Heo6xonum, 4ToObl YOOUTHCS, YTO BCE MOIYJIHM CO3IAaHBI B
MPaBUJILHON CETH.

Kor Aa 9TO paBUJIbHO, Mbl MOXXEM IPUMCHUTDb KOH(bI/II‘ypaI_[I/IIO CCTHU.

$ kubectl apply -f calico.yaml

OOpaTtuTe BHUMaHKHE HA KOMaH]y join, YTOOBI MbI MOTJIM JOOABUTH €I1Ie OJUH Yy3€Il.

Msue HpaButcs, uTo k8s Takxke MiIaHUPYeT MOAYIIH HA TIIABHOM CEpBEpE, Yero 10 yMOITYAHUIO
HE MPOUCXOAUT, TI03TOMY MHE HYXHO 3aIlyCTHTh:

$ kubectl taint nodes --all node-role.kubernetes.io/master-

Ilpakmuueckan paboma Ne 10 Paboma c konmennepamu Kubernetes ¢ cpede Proxmox VE

3aganue:
¥YcranoBka Toro, ¢ kakuM Kubernetes-knactepom B3anMoaerictsyet kubectl u uamensier

KOH(pUryparuonnyto napopmanuio. [lonpodbryro napopmaimio o KOHPUTyparmoHHoM (aitie
cMmoTpuTte Ha crpanuue Authenticating Across Clusters with kubeconfig.

kubectl config view # nokazare 00beJUHEHHBIE HacTpoiiku kubeconfig

# ucronb3oBaTh HECKOJIBbKO (aitioB kubeconfig oqHOBpeMEHHO U TOCMOTPETh O0BEAUHEH-
HYI0 KOHQUTypaIuo U3 3THX ¢aiinos

KUBECONFIG=~/.kube/config:~/.kube/kubconfig2

kubectl config view
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# MONy4nTh MAPOJb IS OJB30BaTENs €2

kubectl config view -0 jsonpath="{.users[?(@.name == "e2e")].user.password}'

# moxasarhb ICPBOT'O MOJIB30BATCIIA

kubectl config view -0 jsonpath="{.users[].name}'

# NOJIYYUTH CIIMCOK I10JIb30BaTENIEN

kubectl config view -0 jsonpath="{.users[*].name}'

# IOKAa3aTh CIIMCOK KOHTEKCTOB

kubectl config get-contexts

# mokaszaTh TEKYIIUi KOHTEKCT (current-context)

kubectl config current-context

# YCTaAaHOBUTH my-ClUSter-name KaK KOHTCKCT 110 YMOJIYaHUIO

kubectl config use-context my-cluster-name

# no6aBUTH HOBYIO KOH(pHTyparuio 1 kinactepa B kubeconf ¢ 6a30Boit ayreHTuhMKanuen

kubectl config set-credentials kubeuser/foo.kubernetes.com --username=kubeuser --
password=kubepassword

# COXPAHUTH MMPOCTPAHCTBO UMCH JISI BCCX TMOCICAYIOIMIUX KOMAaH/ kubectl B 5TOM KOHTEKCTE.

kubectl config set-context --current --namespace=ggckad-s2

# YCTAHOBUTBH KOHTCKCT, UCITIOJIb3Yyd UMS MTOJIB30BATCIIA U MPOCTPAHCTBO UMCH.
kubectl config set-context gce --user=cluster-admin --namespace=foo \

&& kubectl config use-context gce
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# ynanute noss3oBaress f00
kubectl config unset users.foo

Ilpakmuueckasa paooma Ne 11 Opkecmpayuun Kubernetes ¢ cpeoe Proxmox VE

3aganue:

1 Pa3zBopaunBanue mactep-Ho bl Kubernetes

CoOcTBEHHO MacTep-HOJA MAJIO YEM OTJIMYAETCS OT BOPKEPOB B IIPOLECCE YCTAHOBKH, 10
3TOMY NOCJI€ HA4aJIbHON YCTAaHOBKH BCEX HEOOXOIMMBIX MAKETOB €€ MOXKHO OyJIeT UCIIOIh30BATh
KaK 11a0JI0H 7151 BOPKEp-HOJ,.

B nanHoit ctaTee HE OyAeT onucanus TOro Kak padorars ¢ Proxmox, nmoapasymeBaeTcst 4To y
BaC y>K€ €CTh ONBIT Pa0OTHI C TAHHBIM MTPOTYKTOM

1.1 Co3mauue ma6nona CloudInit ¢ Ubuntu 20.04

UrtoObl HE 3aMOpaYMBaThCS KaX/IbIi pa3 ¢ JOIToi ycTaHOBKOHM cuctembl coznaanM CloudInit-
mrabson Ubuntu 20.04

# CxaumBaeM o0pa3

wget https://cloud-images.ubuntu.com/focal/current/focal-server-cloudimg-amd64.img

# Co3naem HOByr0o BM

gm create 9000 --memory 2048 --cores 4 --net0 virtio,bridge=vmbr0 --name Ubuntu-20.04-
CloudInit-template

# NmMnopTrpyeM 3arpyXeHHbIH 00pa3 aucka B xpanunuiie local-lvm

gm importdisk 9000 focal-server-cloudimg-amd64.img local-lvm

# IlogkroyaeM BHOBBL CO3aHHLIN AUCK K BM

gm set 9000 --scsihw virtio-scsi-pci --scsi0 local-lvm:vm-9000-disk-0

# ITonximrouaeM CloudInit CD-ROM auck k BM
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gm set 9000 --ide2 local-lvm:cloudinit

# JlonoiaHUTENbHBIE TAPAMETPBI
gm set 9000 --boot ¢ --bootdisk scsiO

gm set 9000 --serial0 socket --vga serial0

# IIpeoOpa3yem B m1abIiIoH
gm template 9000
1.2 Co3panue mabiaona s Kubernetes HOJt

Tenepsb co3maem nepryro BM, B koTopoii Oyzer Bce He0OOX0MMOE [T pa3BOpauynuBaHUsI HO-
1wl Kebernetes, KOTOpYIO MbI 3aTeM Tak ke mpeoOpa3yem B mabdiIoH

1

gm clone 9000 9001 --name kube-template --full --storage local-lvm
gm set 9001 --memory 4096 --agent enabled=1

gm resize 9001 scsi0 3G

3amyckaeM MalluHy KioHa - MaHuHy 9001 1 ycranaBiuBaeM Bc€ HE0OXOAMMA0€e, @ UMEHHO -
docker u kubernetes:

Qemu-agent:

sudo apt-get install gemu-guest-agent

Docker:

sudo apt-get remove docker docker-engine docker.io containerd runc
sudo apt-get update

sudo apt-get install ca-certificates curl gnupg Isbh-release

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -0
lusr/share/keyrings/docker-archive-keyring.gpg

echo "deb [arch=3(dpkg --print-architecture) signed-by=/usr/share/keyrings/docker-archive-
keyring.gpg] https://download.docker.com/linux/ubuntu $(Isb_release -cs) stable” | sudo tee
[etc/apt/sources.list.d/docker.list > /dev/null

sudo apt-get update
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sudo apt-get install docker-ce docker-ce-cli containerd.io

Kubernetes:

sudo apt-get update

sudo apt-get install -y apt-transport-https ca-certificates curl open-iscsi nfs-common

sudo curl -fsSLo /usr/share/keyrings/kubernetes-archive-keyring.gpg
https://packages.cloud.google.com/apt/doc/apt-key.gpg

echo "deb [signed-by=/usr/share/keyrings/kubernetes-archive-keyring.gpg]
https://apt.kubernetes.io/ kubernetes-xenial main" | sudo tee /etc/apt/sources.list.d/kubernetes.list

sudo apt-get update

sudo apt-get install kubeadm=1.23.0-00 kubelet=1.23.0-00 kubectl=1.23.0-00 kubernetes-
cni=0.8.7-00

sudo apt-mark hold kubeadm kubectl kubelet kubernetes-cni
Brikirouaem Hally MalivHy M JI€JaeM U3 Hee 11a0JIoH:

gm template 9001

1.3 Co3nanue u HacTpoitka Master-HO b

Teneps mpucTynaem K co3ganuio Mactep-Hoabl Kubernetes:

gm clone 9001 100 --name kube-master --full --storage local-lvm
gm resize 100 scsi0 15G

Nuannmanusanus kiacrepa:

Coznaem (aiin mapameTpoB, 3aMeHUB <server ip address> Ha CBOIi:
cat <<EOF >kubeadm-config-master.yaml
# kubeadm-config-master.yaml
apiVersion: kubelet.config.k8s.io/v1betal
kind: KubeletConfiguration
cgroupDriver: cgroupfs
featureGates:
NodeSwap: true
failSwapOn: false

memorySwap:
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SwapBehavior: LimitedSwap
apiVersion: kubeadm.k8s.io/v1beta2
kind: ClusterConfiguration
api:
advertiseAddress: <server_ip_address>
networking:
podSubnet: 10.244.0.0/16
EOF
3aHy0Ka€M mponecc Co3aaHusA KiacTepa:
sudo kubeadm init --config kubeadm-config-master.yaml --ignore-preflight-errors=swap

[Tocre ycrenHoi HHUITHATH3AINH BBIMTOJIHACM PEKOMEHIAIMH 110 100aBICHIIO KOH(UTa ISt
kubectl B kOH1IE BBIBOAA

VYcranasnuaem CNI (Container Network Interface):

kubectl apply -f
https://raw.githubusercontent.com/coreos/flannel/master/Documentation/kube-flannel.yml

N ybexxmaeMcs uTo Halla MacTep-HOJla TOTOBA:

kubectl get nodes

MacTtep-Hoaa 10oKHA UMETh cTaTyc Ready

Z[J'ISI TOTO YTOOBI pa60TaJ10 ABTOJOIIOJITHEHUEC BBIITOJIHACM:

kubectl completion bash >/etc/bash_completion.d/kubectl

1.4 Co3panue u noakiaroueHue Worker-nog k Master-aome
C03)1aeM COOTBCTCTBYIOIINEC BUPTYAJIbHBIC MAIlIMHBI:

gm clone 9001 101 --name kube-workerl --full --storage local-lvm

gm resize 101 scsi0 40G

gm clone 9001 102 --name kube-worker2 --full --storage local-lvm

gm resize 102 scsi0 40G
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gm clone 9001 103 --name kube-worker3 --full --storage local-lvm

gm resize 103 scsi0 40G

ITocie 3aI1yCKa Ka)KHOﬁ 13 IOCTCBLIX MAllIMH BBIIMIOJHACM CJICAYIOLINC ILGfICTBI/ISIZ
sudo rm /etc/machine-id

sudo systemd-machine-id-setup

sudo reboot now

Ha MacCTCp HOAC IMOJIydaCM KOMMAHAY JJIA IMMOAKIFOYCHH A BBIITOJIHUB:

sudo kubeadm token create --print-join-command

W 3arem ucnoiab3yeM MoIy4eHHYI0 KOMaHa1y Ha BOPKEpax:

1

sudo kubeadm join <ip_macrep_Hoasr>:6443 --token m2aw6a.czbgzvd4bqy2p3ed --
discovery-token-ca-cert-hash
sha256:537b55a1a82596580ddfcbh0a9511b0ae3795e0a2ecfa6f8dad4ac24f4da61553

2 Hacrpoiika kiactepa
2.1 YcranoBka MetalLB

MetalLB Hy>eH 4ToOBI ingress-KOHTpOJUIEp 3HaJ B KakoM auana3one IP-agpecoB o MoxkeT
pabotats. B MoeMm citydae 310 OyaeT JauIb OJUH aApec, HO TEM HU MEHHUE - Ha BCSKUI ciaydai,
Jydiie yToObl OH ObUIL. J{J1s €ero yCTaHOBKHM, CHavasla, HaM MOHa00uTCs co3Aath ¢aiin KoHdury-
pauuu, rae Bmecto <IP_ingress-node> yka3zats IP macTep-HOAbI:

cat <<EOF > metallb-values.yaml
# metallb-values.yaml
configinline:
address-pools:
- name: default
protocol: layer2
addresses:
- <IP_ingress-node>/32

EOF
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3aTeM HEMHOT'0 M3MEHUTh KOH(purypanuio ceprca kube-proxy
kubectl get configmap kube-proxy -n kube-system -o yaml |\
sed -e "s/strictARP: false/strictARP: true/" |\

kubectl apply -f - -n kube-system

MOCJIe 4ero MOKHO ycTaHoBUTH caM MetalLB no cpenctBam helm. [{ns atoro nenaem cinyny-
IoLEee:

helm repo add metallb https://metallb.github.io/metallb

helm install metallb metallb/metallb -f metallb-values.yaml --namespace metallb-system --
create-namespace

2.2 YcraHoBka ingress-kontposiepa Nginx

helm upgrade --install ingress-nginx ingress-nginx \
--repo https://kubernetes.github.io/ingress-nginx \
--namespace ingress-nginx --create-namespace

2.3 YcraHOBUTH MEHEDKepa ceptudukaToB Cert-manager

JlaHHBIN MEHEIDKED YNPOILAeT, KaK ClIeNyeT U3 Ha3BaHus, npouecc co3nanusa TLS-
cepTudukaToB. 1 Ha MO B3I, IPOCTO HEOOXOAUM, €CIIH BbI IJITAHUPYETE MMyOIMKALUIO CEPBU-
COB B MHTEPHETE C UCIOJIb30BaHUEM LICHTPOB cepTU(UKALUK, Haripumep - LetsEncrypt.

helm repo add jetstack https://charts.jetstack.io
helm repo update

kubectl apply -f https://github.com/jetstack/cert-manager/releases/download/v1.6.1/cert-
manager.crds.yaml

helm install \
cert-manager jetstack/cert-manager \
--namespace cert-manager \
--create-namespace \

--version v1.6.1

Tax ’ke MO’KHO cpa3y CO3/1aTh SMUTEHT ISl KJIacTepa, KOTOPBINA OyeT MOANKUCHIBATh HAILIN

ceprudukarsl, Ha mpumepe Let’s Encrypt. J{ns aToro co3gaem manudect mpuMepHO TaKOTo CO-
JepKaHUS:

cat <<EOF > letsencrypt-issuer.yaml
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apiVersion: cert-manager.io/vl
kind: Clusterlssuer
metadata:
name: letsencrypt
spec:
acme:
# URL ACME cepBepa
server: https://acme-v02.api.letsencrypt.org/directory
# Email agpec ucnons3yemsriii st ACME perucrpanuun
email: your@mail.com
# VMst cekpeTa MCIIONb3yeMOro AJisl XpaHeHus npuBatHoro kioya ACME-akkayHTa
privateKeySecretRef:
name: letsencrypt
# Jlo6asnenue HTTP-01 challenge provider
solvers:
- http01:
ingress:
class: nginx
EOF
kubectl apply -f letsencrypt-issuer.yaml

[IpoBepuTh CicOK SMUTEHTOB MOKHO BhINOIHUB kubectl get clusterissuers. Pe3ynbTaT BbI-
BOJ1a IPUMEPHO TaKOM:

NAME READY AGE
letsencrypt True 1h
2.4 YcranoBka Rancher
helm repo add rancher-latest https://releases.rancher.com/server-charts/latest
helm install rancher rancher-latest/rancher \
--namespace cattle-system \

--set hostname=rancher.my.org \
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--set replicas=3 \
--create-namespace

Kak mony4uuts moponb OyeT HamMcaHo MOCe YCTAaHOBKU

2.5 YcranoBka Longhorn

VYcranoBka Longhorn ocymectBisiercss B camoM Rancher’e Haxkatuem o1HO#M KHOTIKH
“Install”

Ha stom ycranoBky MVP Kubernetes kinactepa MOXHO CYMTATh 3aKOHYSCHHON

Oo6uoBnena 2022-06-27

Ilpakmuueckasa paooma Ne 12 Hacmpoiika 102upoeanus KOHmeHepos.

3aganue:

Dokku — 3TO JIerKOBECHBI MHCTPYMEHT yIpaBiieHHs KoHTelHepamu Docker, KOTOpBIii
YIIpOIIAeT pa3BepThIBAHUE U YIpaBIeHHE MpuiIokeHusmMu. s Hagana padotsl ¢ Dokku Beimon-
HUTE CJEAYIOLIME Iaru:

Wuctpykuus no ycranoke Dokku:

1. 3arpy3ka ckpunTa yCcTaHOBKH:
wget -NP . https://dokku.com/bootstrap.sh
2. 3ammycK yCTaHOBIIIHKA!
sudo DOKKU_TAG=v0.32.3 bash bootstrap.sh
3. Hactpoiika qomena:
dokku domains:set-global dokku.me

4. lobanenne SSH-kiroua: 3amenwure "your-public-key-contents-here™ na Bamr myGinunsiii SSH-
KJIFOY.

echo "your-public-key-contents-here" | dokku ssh-keys:add admin
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Ilpakmuueckas pavoma Ne 13 Hacmpoiika supmyanpoHoIX MaAwun 014 wii03a yOaiéHHo2o
paobouezo cmona

3aganue:

OtkpsiBaecM /ucneryep cepBepoB:

[lepexoaum B YnpasJienue - /[00aBUTH POJIM 1 KOMIIOHEHTBI:

¥npasnenwe Cpeacrea Bug Cnpaska

JobasuTb ponu ¥ KOMNOHEHTBI

YaanuTe ponv vl KOMNOHEHTHI

Jobasnerve cepeepos

| CO3AaHHE rpynnbl CEPEEPOE

[Ipu nosiBneHUM OKHa NpUBETCTBUS HaxxumaeM /lasee (1ipu sxenaHuM, MOKHO OCTaBUTh Tajoy-
Ky [IpomyckaTh 3Ty CTpaHHILy 110 YMOJTYAHHIO):

Mponyckate 3Ty CTPEHKALY NO YMOMYEHUD

< Hazag Hdanee =

Ha ctpanuisl BEIOOpa THIIA yCTAHOBKU OCTaBIsieM BbIOOp HA Y CTAHOBKA PoJieil WM KOMIIOHEH-
TOB:

Bbibop TMna ycTaHoBKM

A ssu 2 - /CT . A T AT k
1_3':";:'9,'.. H3U2NOM paf-o Bl Bu6epwre THN YCTaHOBKWU Bt moxe € YCTAHOEBWTb PO U KOMNO

KOMMNBHOTEDE, Ha BMpT)‘aJ’IbHOﬁ MalWwwWHe “An Ha a8TOHOMHOM BUPT
Tvn YCTaHOBKK

LB MU (®) YcraHoBKa poneii MM KOMMOHEHTOB
BbiOop cepeepa ¢ 3 %
Hactporite oguH cepsep nytem gobasnenua ponen, cayxb pon

() Ycranoska cnyx6 yaanentbix pabounx cronos

Ycranosute cnyx6oi poneit Ans HGPaCTPYKTy Pl EUPTYaAbHbIX
CO3AaTh PasEepTLIBAHNE Ha OCHOBE BUPTYanbHbIX KOMNBIOTEPO

BriOupaem 1eneBoii cepBep — €Clid YCTaHOBKA BBITOJIHAETCS HA CepBepe JIOKAIBHO, TO Mbl
JOJKHBI YBUJIETh OJIUH CepBep IS BhIOOpa:
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Bbibop uenesoro cepsepa

Mepes Hauyancn patoTs
TUM YCTZHOBKA
Poau cepsepa

KomnoHesTe

Buibepute cepeep UK BUPTYaNbHBIW XKECTKWA J
KOMMOHEHTDL.

(® Buibepute cepeep U3 Nyna CEpEEpPoE

() Buibepute BMpTYaNbHBIN XeCTKUIT AncK

[Myn cepeepoe

DuneTp:

Wnsr IP-agpec

RDG.dmosk.local 10.10.10.105

CraBum ranouxy Ciry:k0bl y1aJeHHbIX PA004nX CTOJIOB!

[] Cayx6ei noauruxu cetus u goctyna

[] Cayxbu passeproisarus Windows

[] Cayxbui ceprudukaros Active Directory

[] Cayx6ul ynpasnerus npasamu Active Directory
[] Cayxbul degepaumnn Active Directory

[ Vonammriin ol noee o

I[OHOJIHI/ITGJ'IBHBIC KOMITOHCHTBI HaM HC HY>XHBbI:

BbibOp KOMMOHEHTOB

Mepea Hayanowm padotl
TUM YCT2HOBKK
Beifop cepeepa
PoAv cepsena
... TpocTo HaxuMaeM Jlanee.

Buéepwre OAWH UK HECKONBKO KOMNOHEHTC

KomnoxeHTbi

[lE anchCache

[] Containers

Ha cTpanure ciyx6 ynaneHHbIX pabodnx CTOJIOB UAEM JaJbIIIe:

Cnyx0bl yaaneHHbIx pabounx CToNoB

Mepsa Hauanon patotel
THN YCT2HOBKA

Buifop cepeepa

Ponw cepsspna

KoMnoHe=Ts

CnyxBhl yaaneHHbIx pabo...

Cnyx6bl yaanerHbix paboyux CTONCE NPEAOCTABAROT T¢
NOAKNIOHATECA K BUPTYanbHEIM pabounm cTonam, yaane
OCHOBaHHBIM Ha cearcax pabounm ctonam. C nomoubic
NoNbL3OEATENW MOFYT NOAYYaTk AOCTYN K YAaNEHHbIM NO
WHrepHera.

Bri6upaem konkpeTHbie ponn — HaMm HykeH L3 ynajsennbix pa6ounx crosos. [locne ycra-
HOBKH TaJIOUKH MOSBUTCS MPEAYPEKIECHUE O HEOOXOUMOCTH TTOCTABUTH JIOMOIHUTENBHBIE Ma-
KeTbl — KJIMKaeM 110 JI00aBUTh KOMIIOHEHTHI:
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Boibop ciyx6 ponei

Buibepute cnyxbbl poneit Ana yCTaHOBKY AN

Cnyx6bi poneit

| Remote Desktop Session Host
Beb-goctyn k yaanerHbiM pabouunm
Nuuensuposarie yaaneHHbix paboy
MocpeaHuk NoAKAO4EHWIA K yAaneH

Y3en evpryanusaumm YAaNEeHHEIX Pa
Linto3 yaanerHbix paboumx cTonos]

OTKpOCTCSI OKHO JJI1 HACTPOCK MOJHUTHUK:

Cnyx6bl NOAUTUKM CETU U AOCTYNa

Mepsa Hauanow patotsl
TN YCT2HOBKMU

BHOOR ceperps Ha yto 0oBpatnTe BHUMaHUE!
Poau cepsepa
KOMMOHEHTE!

CayxBel yaaneHHsix pabo... korcons NPS.

Cnyx8bl poneh

Cﬂ}'X6bI NONMUTHUKHN CETU U...

... HokumaeM Jladee.
Ortkpoercs okHo ponu IIS:

Ponb Beb-cepaepa (IIS)

Mepsa Hauanck patotsl

y"p,‘a/lcn‘n OIA PauuU9vix C1unuo:

Bei He moxeTe ycranosuTe W3 yaane
TAIOKE HE YCTAaHOBAEHbI CEAYIOWME CNy
KOMMOHEHTBI,

RPC uepes HTTP-npokcu
4 Beb-cepsep (lIS)
4 CpepcTea ynpasaeHWU|
4 YnpaeneHwe COBMECTUMOCT
Merabasa cosmecTumoc
[Cpeacrea] KoHconb ynpaen
4 Beb-cepeep
4 PaszpaboTtka NpUAOKEHWIA
Pacwupenus ISAPI
4 Obwwme dyrxkumm HTTP
JoxkyMeHT Mo yMOAYaHM
<

Bknrounts cpeacTea ynpasneHus (e

Oobasutt

Cﬂy)KGbl NOANTHKK CETK 1 A0CTYNa NOSBONAKOT BaM =
NPoEEPKX NOANWMHHOCTK ¥ GETOPU3SaUMKM C NCNONb30

* Bui moxerte passepHyTo NPS & kauectse RADIUS-¢
NOMOLBIO 3TOTO MACTEPa, Bbl MOXKETE HACTPOUTL

Be6-cep5epbl YCTAaHAENMBAHOTCA Ha KOMMBHOTEPAX, KOTOPLIE |

uHGopMauuto B VIHTepHeTe, 3 Takke NoAy4YaTe A0CTYN HYepe:

TUN YCT2HOBKH
BriBop cepeepa

RACREER naatpopmy WCF.
Ponu cepsepa

... TaKKe HaxkuMmaem Jlajiee.
ITpu BeIOOpE ciyx0 poseii BeO-cepBepa HUUEro HE MEHSIEM:
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Bbibop cnyx6 ponei

Nepes Hauanom paboTs! Bribepute cnyxbSei poneit gns ycTaHoBKM anAa Be

TR YCT2HOBKM Cayx6b1 poneit
Beifop cepeepa [

PR y
Ponu cepsepns 4 BesonacHoCTs

OUNLTPaLMA 3aNPOCOE

KOMMOHEHTE
> [] IP-aapec » orpanuuesns aomeH

... U IJIEM JTaJIbIIIE.

B nocneanem okHe cTaBUM rajioyky ABTOMATHUYECKHUIl Nepe3anycKk KOHeYHOro cepBepa, ecjin
TpeldyeTcs:

[ToaTBEPXAEHME YCTAaHOBKM KOMIMOHEHTOB

Nepes Hauanom pabors| Yrobbl yCcTaHOBUTL Ha BbIDpaHHOM cepeepe cnegyroume ponv, cayxbb
‘ HaKMUTE KHOMKY "YcTaHOBUTL".
TUN YCT2HOBKM

Buibop cepeepa ABTOMaTU4ECKUA nepesanyck KOHEYHOro Cepsepa, ecnn Tpe6yeTc
100D <0

Ha 31o# cTpanuue mMoryT HeiTe 0TOOpaXeHb! AONOAHWUTENBHBIE KOMMOH
3AMUHWUCTPVPOBAHWA), TaK KaK OHU Bbinu BuibpaHbl asTomaTndeckw, Ec
KOMMOHEHTE 3TV AONOAHNTENBHBIE KOMMOHEHTLI, HaXMIUTE kHonky "Hasaa", urobbl ¢

Poau cepeepa

HaxxumaeMm Y CTaHOBHTD.

SafIe -
< Ha Nanee » ¥cranoenTe CrmeHa

[lomnnaeMcx OKOHYaHHUA YCTAHOBKH POJIU:

ﬂpocmo*rp X042 YyCTaHOBKU

o YcraHosKa KOMNOHEHTa

Ycranoska ewvinonHesa Ha RDG.dmosklocal.

CepBep MOXET YHTH B Ilepe3arpysKy.

Hactpoiika RDG

st HacTpoitku Microsoft Remote Desktop Gateway MbI co3aaIuM rpyMITy KOMITBIOTEPOB B
Active Directory, Hactpoum noautuky uist RDG u coznanum ceptudukar.

Co3maHue rpyni Ui TepMUHATBHBIX CEPBEPOB

[TonmuTHKa pecypcoB MO3BOJIUT 3a/1aTh HAM KOHKPETHbIE CEpPBEPHI, HA KOTOPbIE TEPMUHAIbHBIN
IIUTIO3 TTO3BOJIUT HAM IMOKIII0YaThes. J{ist 3Toro Mel oTkpoeM koHcous Active Directory - Users
and computers (IToap3oBaTenu U KOMIbIOTEPHI Active Directory) u co3maem rpymmy:
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e | 2F 8 XEBo= HE P RETES

1 Active Directory Users and Computers [AD.dmosk.local] Name Type Descriptic
| Saved Queries
v e dmosk.local New Object - Group X
| Builtin
| Computers
5| Domain Controllers y Createin: dmosk.local/Servers Group
Domain Users b
ForeignSecurityPrincipals
| Managed Service Accounts Group name:
| Users I Al terminals ‘
| Servers Group

*d

[

[ B

L&p

Group name (pre-Windows 2000):

| All terminals |
Group scope Group type
(® Domain local (®) Security
(O Global (O Distribution
(O Universal

coce

* ¢ 0annom npumepe mui cozoaem 2pynny All terminals ¢ opeanuszayuonnom ronume Servers
Group. Dmo epynna 6ezonacnocmu (Security), roxanvnas ¢ domene (Domain local).
JloGaBKM B HaIly IPYIITY TEPMUHAIBHBIE CEPBEPHI:

All terminals Properties

General Members Member Of Managed By

Members:

Name Active Directory Domain Services Folder

(& TERMINAL-T  dmosk local/Computers
1% TERMINAL-2  dmosk local/Computers

* 6 danHom npumepe y Hac ucnoivsylomes 06a cepeepa — Terminal-1 u Terminal-2.

3akpeiBacM KoHCOb Active Directory - Users and computers.

Hacrpolika monutuk

JIn1st ipeIoCTaBIeHHS JOCTYIA K HALTMM TEPMUHAILHBIM CEPBEPaM, CO3J1aIUM TIOJTUTUKHU JIJISI
MOJKJIFOYEHU U PECYPCOB.

B nucneryepe cepsepa nepexoaum B Cpeacrea - Remote Desktop Services - lucneruep nuiro-
3a y/aJIeHHBIX Pa004YUX CTOJIOB:

ODBC Data Sources (32-bit)
: , l
“ | Aucnetyep warosa yaaneHHsix paboumx cTonos l l Remote Desktop Services
" Windows PowerShell

PackpriBaem cepBep - kiukaem mpapoid kKHOMKO# mo [MoauTukm - Beioupaem Co3naHue HOBBIX
NOJIMTHK 0e30MaCHOCTH:
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(£ Ancnetuep wntoza yaaneHHbix pabounx cTonos
v & RDG (/lokanbHbiii)
v | Monutukn

1 MNc Co34aHWE HOBbIX NOAUTUK 3BTOPU3aLMK
£ Ne
| Ha6nar Bua

YcTanaBnuBaeM nepexiovarenb B moinoxeHnn Co3aaTh NOJUTHKY AaBTOPU3ALMHU MOAKJII0Ye-
HHMi K yI1aJIeHHBIM Pa00YHM CT0JIaM U ABTOPU3AIUM PECYPCOB yAaJeHHbIX Pa00YHX CTOJIOB
(pexoMeHayeTCs1):

YKaxuTe, Kakue nonuTikn aBTOpM3aU CnegyeT Co343Th:

(® Co3aaTs MONMTUKY aBTOPUSALIAW MOAKMIOYEHMN K YAaNeHHbIM pabounm cTonam
1 3BTOPU33LMM PECYPCOB yAaneHHbix paboyux cTonos (pekomeHayeTcs)

O Cozpate TOnBKO NONMTUKY 3BTOPM3aLMM NOAKNIOYEHWIA K yAaneHHbIM paﬁoun cTOnam

(O CosnaTs TOALKO NONMTUKY SBTOPU3ELIM PECYPCOB YAaNEHHbIX pabounx CTONOS

/1, Toka He GyayT cosaaHbl NONMTUKKM 3BTOPM3ALMM NOAKNIOYEHWIA K yAaneHHbIM pabouum
CTONaM W 3BTOPU3aLIM MX PECYPCOB, NONL30BATENM HE CMOTYT NOAKMIOYETECA K CETEBLIM
pecypcam Yepes AaHHbIit CEPBED WND3a yAaneHHbIX paboynx CTONOB.

JlaeM Ha3BaHUE MOJUTHUKE:

MonuTika 3BTOPUZELMKM NOOKMIOHYEHWI K YOSNEHHEIM Pa6o4MM CTONaM NO3BONAET BLIBUPaTE
NONb30BATENEN, KOTOPLIE MOTYT NOAKNIOYATLCA K YA3NEHHOMY KOMNBIOTEPY C NOMOLLBID
[L3HHOTO CEPBEPa WNI033 YASNEHHLIX paboyi CTONOE.

Beequte UMA NONMTHKYK 3BTOPUSALMM NOAKMIOYEHWI K YASNEKKEIM PatoqKM CTONaM.

II'Iepaaﬂ MONWTUKE aBTOPU3aLMN NOAKMOYEHA

3azaeM napaMeTpbl aBTOPU3ALIAHN:
BeiGepuTe He MeHee 0AHOr0 NoAASPXMBAEMOro METOAE NPpoBeEpKM noanmHHocTM Windows.
Ecnu BbiBpaHbl 06a MeToAa, NONb30B3TENM CMOTYT NOAKNIOYETECA C NOMOLLBIO NIOBOro U3 HUX.

Mapons [] Cmapt«apta

[o6aBsTe rpynnel Nonb30BaTeneit, KoTopbie GyayT CBA3aHb! C 3TOM NONMTUKOI 3B TOPU3aLym
MOAKNIOYEHWIA K yAaneHHbIM pabouum ctonam. [onb3oBaTeny, BXOAAWME B 3TV Mpynnbl, CMOryT
NOAKMIOY3TLECA K 3TOMY CEPBEPY LUMI03a yAaneHHbIX paboyux CTonos.

YneHcTBo B rpynne nonb3oBaTteneit (06a3aTensHo):

DMOSK\Domain Users [obasuts rpynny... ‘

* Ml yKkazanu, ymo noib308amenu 00JIHCHbL NOOMBEPHCOAmb NPABO 66000M NAPOJIS, MAKHCE Mbl
YKa3aau, ymo OJisi NPUMEHEHUst NOTUMUKU OHU 00JIJICHbL npuHadnedxcams epynne Domain Users.
B cienyromnem okHE €CTh BO3MOXKHOCTD HACTPOUTH OTPAHUYCHHS HCITOJIB30BAHUS YIAJICHHOTO
pabouero crona. [Ipu xenanuu, MOXKHO UX HACTPOUTE:
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Ykaxure, cneayeTt N B paMKax yaaneHHoro CeaHca npeaoCTaBnTe KNIMEeHTaM,
noaxnioyarWmMMca C NOMOLLBIO WN03a yAaneHHbIX paﬁoqnx CTONOB, A0CTYN K NOKanbHbIM
KNMEHTCKUM YCTPOMCTBaM U pecypcam.

MNepeHanpaBneHue YCTPOICTE W03a yAaneHHbIx paboyux CTONOB cneayeT UCnonb30BaTh
TONBKO ANA HAAEXHBIX KNMEHTOB, Ha KOTOPLIX MCMONb3YETCA NOAKNIOYEHME K yAaNneHHOMY
pabouemy cTony.

(® BkniouiTs NepeHanpaBneHue YCTPOIMCTE ANA BCEX KNMEHTCKMX YCTPOUCTE

(O OmxniounTs NepeHanpasneHue AnA CReayioLWX THMOB KIMEHTCKUX YCTPOINCTS:

[[] Paspewuts knueHTam noaxknioyatsCa TONBKO K TEM CEPBEPaM y3N0B CEaHCOB
yAaneHHbIx pabouux CTONOB, KOTOPLIE B MPUHYBMTENBHOM NOPAAKE UCMONb3YIOT
nepeHanpasneHe YCTPOCTS WD308 YAaneHHbIX paboyux CTON0B.

* 6 nawem cnyuae ozpanuuenuti nem. Ilpu neobxooumocmu, ycmanagiueaem nepexiouamend 6
nonodcernue OmKnOUUmMy nepeHanpasienue 01 ciedyruux munoe KiueHmcKux
yempoiicme u ocmasisiem 2aniouKu NYHKmbl 015l 02paHU4eHUl.

Jlanee HacTpauBaeM BPEMEHHbIE OIPAaHUYEHUSI UCII0JIb30BAHNS YIAJI€HHOI 0 oIKItoueHus. Eciu
B 3TOM €CTh HEOOXOIMMOCTb, OCTABJISIEM T'aJIOYKH B COCTOSIHMM BKIIOYMTB U yKa3blBaeM KoJUue-
CTBO MUHYT, IO NIPOILIECTBUU KOTOPBIX CEAHC OYAET OTKIIOUEH:

YiaxuTe napaMeTpbl BpEMEHK 0XMOAHMA M NOBTOPHOM D NOOKNKNYEHMA OANA ¥AanEHHbEX
CEgaHCOE.

BrniouiTe BpEMA 0XMLEHWA NPOCTOA

O oy Te ceaHc nocne 3 Yackl 180
MPOCTOR B TEYEHWE

BrniounTe BpeMAa oXMIAHMA CeaHoa

Bpema oxuparnna 10 Yack 600 e
CeaHca

Mo ncTeueHM BpeMeHd 0XWMOAHWA CeaHca:

(®) OmkniounTs ceanc

() BeINONHWTE MOBTOPHYK SSTOPWSALMID W MPOBEPKY NOANMHHOCTY ceaHca Bes

B CJICOYIOUIEM OKHE Mbl YBUJIUM BHC BBCICHHBLIC H&CT‘pOﬁKHI
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ByneT cosnaHa NonMTMKa asTopM3aLmmn NoaK NioYeHWid K yaaneHHsiM paboyrm cTonam co
CneayloWmMMi NapaMeTpamu:

[Ecrm nonbsosarens sBnsercs uneHom moGoi Us NEpPeYMCneHHbIX HUXE NPy
NoNbL30BATENEeN:

DMOSK\Domain Users

Ecnm KnueHTCKWiA KOMNLIOTEP ABNAETCH YneHoM moboii Us cneaywMx rpynn
KOMIMbLIO TEPOB:

Henpumerimo (He 3aaaHa HKU 0aHa rpynna KOMNBITEPOB)

Ecnm nonbsoBartenb UCNonbsyeT CneayiolimMe NoAepPXMBIEMbIE METO b
nposepku noanmaHoc™ Windows:

MNapone

Paspeuwm s nonb3oBaremo NoOAKMOYEHUE K 3TOMY CEPBEPY LUM03a yAANEHHbIX
pabouvx CTONOB ¥ OTKIMOYTL NEpPEeHaNpaBneHne YCTPOWUCTE AN Cneayolmx
KIMEHTCKMX YCTPOWCTB:

Henpumermo (nepeHanpasneHne yCTPOMCTE BKNIOYEHO ANA BCEX KNMEHTCKUX YCTPONCTB)
o ucreuerm BpeMeHn OXMAIHUA B PEXUME NPOCTONA:

- Otk noyerme nocne 180 MunyT

Mo ucreuetinm BpeMeHn OXMASHUA CEaHCa:

- Ot ntouerve nocne600 MunyT

WUnem naiee.
OTKpoeTcst CTpaHHIla CO3/IaHMs TIOTUTUKH JIJIs1 aBTOPU3AIIMU pecypca — 3a/1aeM ISl Hee Ha3Ba-
HUE:

MonuTika SETOPKU3aLIM PECYPCOE YAaNeHHBIX paSo4mX CTONCE NO3BONAET BLIOUPaTL
CETEBLIE PECYPCH!, K KOTOPbIM NONb30B3TENN MOTYT YASNEHHO NOSKMIOYATECA YEPES 3TOT
CEPBEP N33 YAZNEHHBIX PaSouix CTONOE.

Beepute MMSa NONWTHKK SETOPU3ELMM DECYPCOE YAANEHHBIX PASOYUX CTONOS.

Il'lepaan NONMTVUKE aBTOPU3aLn pecypcos

Vka3piBaeM rpyniy HOJ'IB3OB3TCJ'I€I>1, JJIA KOTOpOﬁ 6y,ueT MMPUMCHATBHCS ITOJIUTUKA:

[oBasbTe rpynnki Nonb30BaTENE, KOTOpLIE ByAyT CBA3aHLI C 3TOM NONMTUKOI aBTOPU3aLLM
pECYPCOB yaaneHHbIx paboumx cTonos. Monb30BaTeny, BXOAAWMNE B 3TV rpynnbl, CMOryT
NOAKMIOY3TLECA K CETEBLIM PECYPCAM YAaNEHHO YEPES WN03 yAaneHHbIX paBoynx CTONos.

Ecnu nonumika aBTopr3aLym pecypcoB yaaneHHbix pabounx cTonos Bbina TONeKOo Y4To
HacTpOeHa C NOMOLLBIO 3Toro MacTepa, OyAeT 3aaaHa Ta rpynna nonb3oBaTeneil, KoTopas
Obina cBA3aHa ¢ 3ToM NonMTUKoi. YToBbl 33aaTe Apyryto rpynny, BbiGepuTe rpynny, KOTOpYO
Bbl XOTMTE YAANWUTL, M HEXMKUTE KHOMKY ""Yaanuts", a 3atem HaxmuTe kHonky " obasunte
rpynny”.

UneHcTBo B rpynne nonb3osateneit (o6asatensHo):

DMOSK\Domain Users [oBasuTe rpynny...

* Kaxk u npu co30anuu nepeol noaumuxu, mvl 0obasuiu epynny Domain Users.

Teneps BbIOMpaeM rpymnmny pecypcoB, Ha KOTOPYIO OyJeT pa3pelieH JOCTYII CO MITI03a TepMUHA-
JIOB:
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Monb30BaTENM MOrYT NOAKNIOYATECA K CETEBLIM PECYPCAM C MOMOLLBIO W33 YA3NEHHbIX
pabounx ctonos. CeTeBbIMIM pECYPCaMM MOTYT ABNATECA KOMMbIOTEPL! B rpynne Be3onacHoCTM
pomenHbix cnyx6 Active Directory unu epme cepeepoB yaaneHHbix pabounx CTONos.

YKaxuTe ceTesoit pecypc, AOCTYNHbIA yAaneHHbIM NoNb30BaTENAM, OAHUM W3 CNe Ayl
cnocoboB:

(® BuibepuTe rpynny CeTEBLIX PECYPCOB AOMEHHBIX cnyx6 Active Directory

[DMOSK\All terminals | [ Ossop... |

®) BeiBpaTte cywecTByLYIO YPaBNAEMYIO WND30M yaaneHHbIX pabounx CTONoB rpynny
KOMMBOTEPOB UMW CO3A3TE HOBYIO

(O PaspewnTs NoaknioyeH1e nonb30BaTeneil K NioGoMy CeTEBOMY pecypcy (KoMmbioTepy)

* Mol gblOpanu epynny, co30anHyio Hamu pauee 8 AD.
VYka3biBaeM pa3pelieHHbIN )15l HOAKIIOUECHUS TOPT WM IUANAa30H MOPTOB:
Mo ymonuyaHuio KnueHTsl cnyx6 yaaneHHsx pabourx CTONOB NOAKNIOYAITCA K CETEBBIM

pecypcam yaaneHHo yepes nopT 3389, KoTopbiit MICNONE3YETCA ANA NOAKNIOYEHWIA N0 NPOTOKONY
yaanerHoro paboyero ctona (RDP). Ykaxure, cneayet ucnone3osats 3383 unu apyroit nopT.

(® PaspelwnTs NOAKNIOYEHNSA TONBKO K nopTy 3389

(O PaspewnTs noaxmioueHns K
CneayowmuM NopTam:

Yro6bl 33aaTe HECKONEKO NOPTOB, Pa3AEnANTE Ux HOMEPa TOYKOM ¢ 3anaToil. Hanpumep:
3389:3390

(O PaspewwnTs NoaxnioyeHns K nioGomy nopTy

* 6 daHHOM npumepe mul paspewum nookouenue no nopmy 3389, komopwiii ucnorvzyemcs no
ymonyanuio 0nsi RDP.
Haxxumaem I'oToBo:

< Hazan [anee CmaeHa

[Tonutuku 6yayT CO3AaHBI.

Hacrpoiika ceprudukara

Jl11s paboTHI CUCTEMBI HAM HEOOXOAUM CepTU(UKAT, KOTOPHIM MOKHO KYIHUTh UITH TOTY-

yuTh OecruiatHo oT Let's Encrypt. OnmHako, ¢ HEKOTOpBIMU HEy100cTBaMHu, OyeT paboTath U ca-
MOTOMUCAHHBINA. MBI paCCMOTPUM BapUaHT HACTPOUKHU C HUM.

3amyckaeMm «/lucrerdep nurro3a yajieHHbIX padOvYHX CTOJIOBY - KIIMKAeM MPaBOW KHOIKOH 110
Ha3BaHMIO HAIIETO cepBepa - Beioupaem CBoiicTBa:

f@ Aucnetuep winosa yaaneHHelx pabounx cTonos ‘ m
v 7 RDG (JlokaneHbiii} I
v [ Monw BeIKNHOYNTD YNPaBAEHNE 3TUM CEPBEPOM
1 Me 3KCnopT NapaMeTpoB NOAUTUKN U KOHPUrypaumm
=
ey { WmnopT napameTpos NOAUTUKK 1 KOHPUIypaLum
| Habme
CeoiicTea
Bug

Ilepexonum Ha Bkinaaxky Ceprugukar SSL:
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Ceoictea RDG

XpaHumuLLE NONMTUKKM 3BTOPM3ALYM NOAKMIOYEHMIA K yAaNEHHBIM paboum cTonam
Pepma cepeepos Ayant MocTt SSL O6meH coobuieHnamm
OBuwwe Cepmdmrar SSL MapameTpb! TpaHcnopTa

Yrobbi o6ecneunTs GesonacHoe ceTeB0E B3aUMOASCTBME ANS NpoCyWMBaTENE
HPTTP 1 UDP 1 coobutenmit NAP, tpeGyetca cepmpukat. Cepmmdukar
3BTOMaTMYECKM NpUBA3LIBaETCA K HacTpoerHsiM HTTP-u UDP-noptam.

Bribupaem Bapuant Co3aaTs coMo3aBepsouii cepruukat u kiukaem rmno Co3aaTs U UM-
MOPTHUPOBATH cepTUPUKAT:

Yiaxute n SSL-cepmmdukaTa, KoTopbiit CneayeT MMNOPTMPOBaTE Ha CEpBEp
WN03a yAaneHHbIx paboyunx CTONOB, BbINONHWE 0AHO M3 CREAYIOLMX ASACTBMIA:

(® Cosnats camMo3aBEpADLLIMIA CEPTUDMKAT

Co3paTts M MMNOPTMPOBATL CEPTURMKAT. ..

3az[aeM HJIN OCTAaBJIACM UM JJIA CepTI/ICbI/IKaTa - HaxkumaeMm OK:

COBABHME CaMO33BEPANOLLErD cepmdauxara

Co3aaTe CaMo3aBEPALMIA CEPTUDMKAET, COOTBETCTEYIOLLMIA NONHOMY AOMEHHOMY MMEHH N33
yAaneHHbIx pabounx cTonos

Wma cepmupukara: ]RDG.dmosk local

XpaHUTL KOPHEBOI CEpTUDMKAT

Yokl KNMEHTL! MOr N NOAKMIDYETECA K 3TOMY CEpPBEpY WMD30B yAaneHHbIx pabounx cTonos,
HEoBX0AMMO BPY4HYIO PACNpEeasnnTE ero KOPHEBOW CEpTUMMKAT ro KnueHTam. PekomenayeTca
XPaHUTL KOpHEBOWM cepTMdMKaT B cneayowem katanore: C:\Users\kdo\Documents

Paiin: C:\Users‘\kdo\Documents\RDG.cer 0O630p...

[Noppofkee 0 CEPTUDMKETEX ANA WNKS3 VASNEHHBIX Pafoumx CTON0s.

T

X

MpsI yBUIMM HH(GOPMAIIHIO O CO3JIaHUU CepTH(HKAaTa:

LWnto3 yaaneHHbix pabounx cTonoe

LLInt03 yaaneHHbIX paboymnx CTOA0E YCNEWHOo co3aan
CaMO033BepaAWMI CepTUUMKAT. 3TOT CepTUUMKAT COXPAHEH B

aegyowem danne: C\Users\kdo\Documents\RDG.cer

Ilpakmuueckasa paooma Ne 14 Hacmpoiika mexcniamepopmennulii OecKiuenHmcKuil w3
yoanennozo padouezo cmona

3amanme:

Ortkpotite [Ilucnerdep cepBepos 1 BeiOepute myHkT Add roles and features.
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[ Server Manager

Server Manager * Dashboard Meonage  Took  View

% Dashboard WELCOME TO SERVER MANAGER

i Local Server
-i All Servers . .
0 Configure this local server
§l AD DS i
& DNS [ QUICK START
& File and Storage Services > | 2 Add roles and features
3 Add other servers to manage
el 4 Create a server group
5 Connect this server ta cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:3 | Servergroups:1 | Servers total: 1
il ADDS 1 £ DNs 1
@ Manageability @ Manageability
Events Events
B kauectBe Tuna ycranoBku ykaxxute Role-based or feature-based installation.
- [m| X

Fﬁ Add Roles and Features Wizard

DESTINATION SERVER

Select installation type WinSen2016.nstructions.tcour

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(®) Role-based or feature-based installation

Server Szlection X X X
Configure a single server by adding roles, role services, and features.

Server Roles
) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Features

| < Previous | | Next > Install

BriGepuTe Bamr cepsep u3 myna.
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-ﬁi Add Roles and Features Wizard

Before You Begin

Installation Type

Server Roles

Features

Select destination server

- O X

DESTIMATION SERVER
WinSen2016.instructions. 1cloud.ru

Select a server or a virtual hard disk on which to install roles and features,

(@) Select a server from the server pool

() Select a virtual hard disk

Server Pool

Filter: |

Name IP Address

Operating System

WinServ2016.instruction...  10.0.0.2,5.200.4... Microsoft Window:

s Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,

| < Previous | | Next =

B cnenyromem okae otmersTe Remote Desktop Services.

-& Add Reoles and Features Wizard

Select server roles

Before You Begin

Installaticn Type

Server Selection

Features
Remote Desktop Services

Role Services

Select one or more roles to install on the selected server.

Roles

[[] Active Directory Certificate Services
+f| Active Directory Domain Services (Installed)
[ Active Directory Federation Services

[] Active Directory Rights Management Services
[] Device Health Attestation

[] DHCP Server

+| DNS Server (Installed)

] Fax Server

[m] File and Storage Services (4 of 12 installed)
[] Host Guardian Service

[ Hyper-V

] MultiPoint Services

] Network Policy and Access Services

[] Print and Document Services

] Remote Access

] Valume Activation Services

] Web Server (lIS)

[] Windows Deployment Services

[] Active Directory Lightweight Directory Services

- a X

DESTIMATION SERVER
WinServ2016.instructions. 1 cloud.ru

Description

Remote Desktop Services enables
users to access virtual desktops,
session-based desktops, and
RemoteApp programs. Use the
Remote Desktop Services installation
to configure a Virtual machine-
based or a Session-based desktop
deployment.

| < Previous | | Mext »

Jlanee Bbl YBUANUTE KPATKYIO HH(OPMAIIHIO O POJIH.
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[ Add Roles and Features Wizard — O e

DESTINATIOM SERVER

Remote Desktop Services Winsen2016instructions fckoudu

Remote Desktop Services provides technelogies that enable users to connect to virtual desktops,
RemoteApp programs, and session-based desktops. With Remote Desktop Services, users can access
Installation Type remote connections from within a corporate network or from the Internet.

Before You Begin

Server Selection

Server Rolas

Features

Role Services

| < Previous | | MNext » Install

Janee nobasbre ceppuc Remote Desktop Gateway.

= Add Roles and Features Wizard - O X
. DESTINATIOM SERVER
Select role services WinSer2015 nstructions.fclous.u

Before You Begin Select the role services to install for Remote Desktop Services

Installation Type Role services Description
Sevegselaciion [] Remote Desktop Connection Broker Remote Desktop Gatawa?’ (RD
Server Roles Remote Desktop Gateway Gateway) enabl_es Suthonzedlusers
fant ] Remote Desktap Licensing to connect to virtual desktops, 7
st [] Remote Desktop Session Host RemoteApp programs, and session-
Remote Desktop Services ] Remate Desktop Virtualization Host based desktops on the corporate
] Remote Desktop Web Access network or over the Internet.

Network Policy and Acces...

Web Server Role (IIS)

Role Services

Confirmation

Jliis paboThl 3TOTO cepBrca HeoOxoauMo BeO-cepep IIS u gononHUTENbHBIE aIMUHUCTPATHBHbBIE
MHCTPYMEHTBI, OHU OYyT MPEeASIOKEHbI aBTOMATUYECKH, €CITU HE OBUIM YCTAHOBJICHBI paHee.
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Fh Add Roles and Features Wizard

Select role services

Before You Begin Select the role services to install for Web Server (IIS)

Installation Type Role services
Server Selection P
Server Roles 4 Common HTTP Features

Default Document
Directory Browsing
HTTP Errors
Static Content
HTTP Redirection
[] WebDav Publishing
4 Health and Diagnostics
HTTP Logging
[1 Custom Logging
Logging Tools
[] ODBC Logging
Request Monitor
Tracing
4 Performance
Static Content Compression
[1 Dynamic Content Compression
4 [V Security

Features
Remote Desktop Services
Role Services

MNetwork Policy and Acces...

Web Server Role {IIS)

Confirmation

- O

DESTINATION SERVER
WinServ2016.instructions. 1cloud.ru

Description

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

< Previous ‘ | Mext »

‘ | Install | | Cancel

JloGaBbTe nanHble PYHKIUU.

& Add Roles and Features Wizard

Gateway?

rale services or features are also installed.

Metwork Policy and Access Services
4 Remote Server Administration Tools
4 Rpole Administration Tools

4 Remote Desktop Services Tools

RPC over HTTP Proxy
4 Web Server (115)
4 Management Tools
4 |5 6 Management Compatibility
15 & Metabase Compatibility
[Tools] 1S Management Conscle

Include management tocls (if applicable)

Add features that are required for Remote Desktop

You cannot install Remote Desktop Gateway unless the following

[Tools] Network Policy and Access Services Tools

[Tools] Remote Desktop Gateway Tools

Cancel

YcraHoBuTe BCe BhIOpaHHbBIC KOMIIOHEHTHI Ha VPS ¢ momormipio kaonku Install.
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&= Add Roles and Features Wizard — O >

DESTINATION SERVER

Confirm installation selections ST S et o

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [1 Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically, if you do not want to install these optional features, click Previous to clear
Server Roles their check boxes.

Features

Remote Deskiop Services Network Policy and Access Services
Remote Desktop Services

Remote Desktop Gateway

Role Services

MNetwork Policy and Accas...

e - Remate Server Administration Tools
Web Server Role (l15) . .
o JLE Role Administration Tools

Role services Metwork Policy and Access Services Tools

Remote Desktop Services Tools

Remote Desktop Gateway Tools
RPC aver HTTP Proxy
Web Server ([15)

Export configuration settings
Specify an alternate source path

< Previous MNext > | Install | | Cancel |

Co3znanue MOMTUKY aBTOPHU3AINH ITOAKITFOUCHUS U PeCypCOB
YroOwr oTkphITE Remote Desktop Gateway Manager, B /[ucnerdepe cepBepoB Bbioepute Tools u
B oTKphIBIIeMCs criiicke Remote Desktop Services — Remote Desktop Gateway Manager.

) Manage Tools View Help
Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell

Active Directory Sites and Services

Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

DFS Management

Disk Cleanup

DNS

Event Viewer

Group Policy Management

Internet Information Services (IIS) Manager

iSCSI Initiator

Local Security Policy
Microsoft Azure Services
Network Policy Server
ODBC Data Sources (32-bit)

™ NPAS 1 ® Re  opecData Sources (64-biy
Se Performance Monitor
@ Manageability (‘D M Print Management
| Remote Desktop Gateway Manager | Remote Desktop Services 3

| | Resource Monitor

Ilepen BaMu OTKpOETCS MEHEAKEDP ILIT03A.
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% RD Gateway Manager

Eile Action View Help
==\

f@ RD Gateway Manager
> & WINSERV2016 (Local)

RD Gateway Manager
q RD Gateway enables authorized remote users to connect to
resources on an intemal corporate or private network from any
Intemet-connected device.

Managed RD Gateway Servers =

The following RD Gateway servers are being managed by this snap-in
console. To configure or manage a remote RD Gateway server, in the
Actions pane, click Connect to RD Gateway Server.

Name
WINSERVZ016

- X
Actions
RD Gateway Manager -
ﬂ Connect to RD Gateway Server
View 4

ﬂ Help

JJis co31aHuMsl MOJIMTHK aBTOPHU3AIMH B IPEBOBHIHOM CTPYKType oTKpoiiTe RD Gateway
Manager — <HUms cepBepa> — Policies — Connection Authorization Policies. B Beptukaib-

HOM MeHI0 Actions cripaBa BeiOepute Create New Policy — Wizard.

62 RD Gateway Manager

file Action View Help

=[5

iy RD Gateway Manager

v 5 WINSERV2016 (Local)
v [ Policies

|| Connection Authorizatien Policies|
[ Resource Authorization Policies

‘Connection Authorization Policies

A Remete Desktop cannection authorization policy (RD CAF) allows you to specily the users whe can connect tathis

RD Gateway server.

Actions

Connectien Authorization Palicies

3¢ Create New Policy
Configure Central RD CAP

] Monitoring

Order  Policy (Appliedin Order Listed)  Uiser Groups Cliert Computer Groups

<

Statu
View

Refresh

BE

Help

< >

Create a new connection authorization policy (CAP).

/i, No cennection autherization policies currently exist. To create @ policy. in the Action pane, click Create New

" Palicy.

-

Wizard

Custom

B otkpsiBiiemcs okue Boioepute Create RD CAP and RD RAP (recommended), yto6s1 ¢ momo-
IO OJIHOTO IPOLIECCa HACTPOUTh 00€ MOJTUTHUKH.
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Create New Authorization Policies Wizard x
.
Create Authonzation Policies for RD Gateway
L
You can use this wizard to create new authorization policies. A Remote Desktop connection
= = authorization policy (RD CAP) allows users to access the RD Gateway server. A Remote
Connection Authorization Policy Desktop resource authorization pelicy (RD RAP) allows users to connect to remote computers
Requirements on the network by using RD Gateway. You can use this wizard to create both types of
authorization policies.
Device Redirection
Session Timeout
RD CAP Summary
Resource Authorization Policy Select the types of authorization policies to create:
User Groups (® Create a RD CAP and a RD RAP {recommended)
Network Resource (O Create only a RD CAP
Allowed Ports () Create orly a RD RAP
RD RAP Summary
ot R S /v, Until you create both a RD CAP and a RD RAP, users cannot connect to network resources
~ through this RD Gateway server.
< Previous Next > Finish Cancel
Beenure y1oOHOE MMsI JUISI IOJTMTUKKM aBTOPH3AIMH TTOAKITFOUCHHS.
Create New Authorization Policies Wizard X
.
Create an RD CAP
L
AL PR An RD CAP allows you to select the users that can connect to a remote computer by using
Connection Authorization Policy this RD Gateway server.
FrreE Type a name for the BD CAP.
Bores Fevieei allowedo-use-RDGateway| |
Session Timeout
RD CAP Summary
Resource Authorization Policy
User Groups
Network Resource
Allowed Ports
RD RAP Summary
Corfirm Policy Creation
< Previous Next > Finish Cancel

Ha cnenyromem mare BeiOepute Haubosee ya00HbIH METO] ayTeHTU(PUKALIMU: TTapOJib

wim sSmartcard. Janee go6aBbTe IPYIIIbI MOJIB30BaTENEH KOTOPHIE CMOTYT TTOAKIFOYATHCS K 3TOMY
RD Gateway cepsepy, ais ato Haxkmute Add Group.
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Create New Authorization Policies Wizard X

a
% Select Requirements
~

Authorization Policies Select at least one supported Windows authentication method. If you select both methods, users
. - that use ether method will be allowed to connect.
Connection Authorization Policy

Device Redirection
Session Timeout

RD CAP Summary Add the user groups that will be associated with this RD CAP. Users who are members of these

Resource Authorization Policy groups can connect to this RD Gateway server.
User Groups User group membership (required):
Network Resource I Add Group...
Allowed Ports
RD RAP Summary Remove

Confirm Palicy Creation

Optionally, you can add computer groups that will be associzted with this RD CAP. Client
computers that are members of these groups can connect to this RD Gateway server.

Client computer group membership (optional):

Add Group...

Remove

< Previous Next Finish Cancel

Bribeprre HYKHYIO TPYIIIY, HAIPUMEP aAMHHHUCTPATOPOB AOMEHA WIIM KOHTPOJUIEPHI TOMEHA.
BrImosHATE OMCK MOKHO ¢ ToMonbio kHonkn Check Names.

Select Groups >

Select this object type:
|Gmups | Object Types...

From this location:

|instn_|c:tiuns.'|duud.n.| | Locations. ..

Erterthe object names to select (xamples):
Domain Admins Check Mames

Advanced... QK Cancel

[Tocne no6aBieHus rpynn MOXKHO NEPEXOUTH K CIEAYIOIEMY JIEHCTBUIO.
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Create Mew Authorization Policies Wizard *

.

Select Requirements

Authorization Policies Select at least one supported Windows authentication method. F you select both methods, users
) o ) that use either method will be allowed to connect.
Connection Authorization Palicy

Device Redirection
Session Timeout

RD CAP Summary Add the user groups that will be associated with this RD CAP. Users who are members of these

Resource Authorization Policy groups can connect to this RD Gateway server.
User Groups User group membership (required):
Network Resource INSTRUCTIONS \Domain Admins | Add Group...
Allowed Forts

RD RAP Summary
Corfirm Policy Creation

Optionally. you can add computer groups that will be associated with this RD CAP. Client
computers that are members of these groups can connect to this RD Gateway server.

Client computer group membership {optional):

Add Group...

< Previous Next =

Im
il

nish Cancel

Bribepute ycTpoiCcTBa U pecypchl yIaJeHHONW CECCHH, KOTOpPbIe OyayT JOCTYIHBI KJIMEHTaM HC-
I10JIb3YIOLIUE IILJTIO3.

Create New Authorization Policies Wizard X

o
% Enable or Disable Device Redirection

Authorization Policies Specify whether to enable or disable access to local client devices and resources in your remote
Connection Auhozaion Foicy session for clients that connect by using RD Gateway.

Requirements

RID Gateway device redrection shouid onfy be used fortrusted clents running Remte Desktop
=
Session Timeout
RD CAP S
Dy @ Enable device redrection for al client devices
Resource Authorzation Folcy
e O Digable devics redrection forthe following client devics types

Network Resource

Allowed Ports

RD RAP Summary
Confirm Policy Creation

[ Qrly allow client connections to Remote Desktop Session Host servers that enforce RD
Gateway device redrection

< Previous Newt > Finish Cancel

BLI6epI/ITC HYXXHBIC JJI BAC 3HAYCHUA TaﬁMayTOBZ BPCMCHHU ITPOCTOA U BPEMCHU pa6OTBI CECCHHU.
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Create New Authorization Pelicies Wizard X
.
Set Session Timeouts
Authorization Policies Specify timeout and reconnection ssttings for remote sessions
Connection Authorization Policy
Requirements Enable idle timeout
Device Redirection
e T Disconnect session afteridle for 2 Hounls) 120 =
RD CAP Summary
Resource Autharization Palicy Enable session timeout
User Groups
Network Resource Time out session after 8 Hour(s) 480 =
bl Feie After session time out is reached
RD RAP Summary
Confirm Policy Creation (®) Disconnect session
(O Silently re-authenticate and reauthorize after session
< Previous Mext > Ei Cancel
[TepenpoBepbTe BHIOpaHHBIC HACTPONKH.
Create New Authorization Policies Wizard *
o
RD CAP Settings Summary
Authorization Policies
Connection Authorization Policy You have specified that an RD CAP with the following settings be created:
Requiremerts If the member of of the foll
. S the useris a any of 1 lowing user groups:
Penz FEveaiar INSTRUCTIONS\Domain Adrmins
Session Timeout ; the ‘I:hal;l‘ ({:omder isa menber('!ff ?}w of the following computer groups:
—= = . ot applicable {no computer group is speciie
RD CAP Summary ¥ the the following supp 1 Wind btk ok ethods:
Resource Authorization Policy Password
User Groups Allow the user to connect to this RD G y server and disable device
direction for the following cli devices:
Network Resource Mot applicable {device redirection is allowed for all client devices)
Allowed Port: After the idle timeout is :
owed rors - Disconnect after120 Minute(s)
RD RAP Summary After the session timeout is reached:
Corfimm Policy Creation - Disconnect after480 Minute(s)
< Previous Next = Cancel

I[anee BbI HCpCﬁHCTC K HaCTpOIL/'IKC IMOJIMTUKH aBTOpHU3allUN PECYPCOB. Benute y,HO6HO€ UM 110-
JIUTUKH.
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Create Mew Authorization Policies Wizard X

e

Create an RD RAP

Authorization Pol
onzstion Foleies An RD RAP allows you to select the network resources that users can connect to remotely by
Connection Authorization Policy using this RD Gateway server.

Requirements Type & name for the RD RAP.
Device Redirection
Session Timeout

RD CAP Summary

|Servers| |

Resource Authorization Policy

User Groups

Network Resource

Allowed Ports

RD RAP Summary
Corfim Policy Creation

< Previous Nexdt > nish Cancel

Taxxe I[O6aBBTe I'PYIIIbI HOHLSOB&TGJ’IGI\/'I, KOTOPBIC CMOTI'YT ITOAKJIFOYATHCA K CCTCBBIM PCCypCaM.

Create New Authorization Pelicies Wizard >

.

Select User Groups

Muthorization Policies Add the user groups that will be associated with this RD RAP. Users who are members of these
Connection Athorization Policy groups can connect to network resources remotely through RD Gateway.
Requirements
Device Redirection if you have just corfigured a RD CAP by using this wizard, the same user group that you
i associated with the RD CAP will be specified. To specify another group, click the group that you
Session Timeout want to remove, click Remove, and then click Add Group.
RD CAP Summary

Resource Authorization Policy

- User group membership {required):
Network Resource INSTRUCTIONS\Domain Admins
Allowed Ports

RD RAP Summarny
Confirm Policy Creation

< Previous Meat > Finish Cancel

BriOepure rpymimy, copepiKaliyo cepBepbl, Ha KOTOPHIX YKa3aHHBIE TPYIIIbI TOJIb30BaTEICH MOT-
7 Ob1 paboTaTh ¢ yadeHHbIM pabournM cTojoM. [ aToro Haxxmute Browse.
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Create New Authorization Policies Wizard

% Select Network Resources
[

Authorization Policies Users can connect to network resources by using RD Gateway. Network resources can include

) computers in an Active Directory Domain Services securiy group or a Remote Desktop server famn
Connection Authorization Policy Speciy the network resource available to remote users by doing one of the following:
Requirements

Device Redirection
Session Timeout

(® Select an Active Directory Domain Services network resource group
RD CAP Summary
Resaurce Authorization Policy [ | [ Browse..
User Groups
Network Resource (O Select an existing RD Gateway-managed group or create a new one
Alowed Ports

(O Mllow users to connect to any network resource (computer)
RD RAP Summary

Confimm Policy Creation

Ned > Eirish Cancel

B sToM npumepe ucnosab3yeTcst BCTpOeHHas rpynna noj Hazsanuem Domain Controllers. Bel Mo-
KETe CO3/1aBaTh JOMOJHUTEIbHbBIE TPYIIIbI, COAEPIKAILUE CEPBEPHI, KOTOPbIE CBA3AHBI UM MTPU-
HaJJIeXkaT K OIpe/IeJICHHbIM OT/eNIaM WIN COTpyIHUKaM. TakuM o0Opa3om, Ha IMPEbIIyIUX arax

BbI MOXKCTC Ha3Ha4aThb I'PYIIIIbLI HA OCHOBC HOTpC6HOCTeﬁ MoJab30BaTeNeh 1 pa3peuiatb UM JOCTYII
TOJIBKO K OIIPCACJICHHBIM CCPBCPAM.

Select Group >

Select this object type:
|Group

| | Object Types... |

From this location:
|instn_|c:tinns.1duud.n.|

| | Locations. .. |
Enter the object name to select (zxamples):
Domain Controllers | Check Mames

ok ][ coea |

Y6enureck, utTo 100aBIEHA HYKHas IpyMIa.
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Create Mew Authorization Policies Wizard X

~

Select Network Resources

Authorization Policies Users can connect to network resources by using RD Gateway. Network resources can include
) . ) computers in an Active Directory Domain Services security group or a Remote Desktop server fam.
Connection Athorization Policy Specify the network resource available to remote users by doing one of the following
Requirements

Device Redirection

et Timeout
ession fimeo! (® Select an Active Directory Domain Services network resource group

RD CAP Summary

Resource Authorization Policy [INSTRUCTIONS\Domain Controllers | [ Browss. |
User Groups
Network Resource () Select an existing RD Gatewaymanaged group or create a new one

Allowed Ports
RD RAP Summary
Confirm Policy Creation

() Mlow users to connect to any network resource (computer)

< Previous Next > Cancel

Ecnu mopt 1o ymo4aHuio yiajJeHHOro pabodero cTojia Ha cepBepax ObLI U3MEHEH, UCIIOIb3YITe

ATy CTPaHHUILY JUIs yKa3aHus MopTa. B mpoTHBHOM ciydae BHIOEpUTE pa3pelieHHEe O IKITFYCHUS
TOJIBKO K TIopTy 3389.

Create New Authorization Policies Wizard x

.

Select Allowed Poris

Authorization Policies By default, Remote Diesktop Services cienits connect to network resources remately through port
° ) 3388, the port used for Remote Deskiop Protocal (RDP) connections. Specify whether to use port
Connection Authorization Policy 3389 or anather port
Requirements
Device Redirection
Session Timeout ® Allow connections only to port 3389

RD CAP Summary
Resource Athorization Policy O Alow connections to these ports:
User Groups
Network Resource
Allowed Ports To specify more than one pot, type the port numbers separated by a semi-colon. For example:
3389:3390
RD RAP Summary

Confimn Folicy Creation () Alow connections to any port

< Previous Next > Finish Cancel

[IpoBepbTe yKa3aHHBIE HACTPONKH JJISI HOJIUTHKH.
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Create New Authaorization Policies Wizard

A

RD RAP Settings Summary

Authorization Policies
Connection Authorization Policy
Requiremerts

You have specified that an RD RAP with the following settings be created:

of any of the following user groups-

N " the user is a member
e INSTRUCTIONS\Domain Admins

Session Timeaut
RD CAP Summary
Resource Autharization Flicy

a
INSTRUCTIONS\Domain Controllers
he user can

following ports:
User Groups Default port: 3389
Network Resource:
Alowed Ports

Confirm Policy Creation

to these network resources (computers) through the

< Previous

Cancel

Jlaniee oToOpa3uTcs pe3ysbTaT CO3aHUs TTOJIUTHK.

Create New Authorization Policies Wizard

a

Confirm Creation of Authorization Policies

Authorization Policies
Cornection Authorzation Policy J

Confirm Policy Creation
The RD CAP "allowed4o-use-RDGateway" has been successfully created
Requirsments i The RD RAP "Servers" has been successfully created.
Device Redirection
Session Timeout
RD CAP Summary
Resource Authorzation Policy
User Groups
Network Resource
Allowed Ports
RD RAP Summary
rfim Policy

Close

[Tocne co3nanus MONUTUK MEHEKep OyIeT BHITIISAETh CIeIYIOIMIMM 00pazoMm.

% RD Gateway Manager
File Action View Help

L ARealleas I 7]
(T RD Gateway Manager

Connection Authorization Policies

~ 3 WINSERV2016 {Local)
~ [ Policies A Remote Desktop connection authorization policy (RD CAF) allows you to specify the users who can connect to this
- RD Gateway server.
| Connection Autherization Policies)
"] Resource Authorization Palicies
[ Monitoring Order Palicy (Applied in Order Listed) User Groups Client Computer Groups Statu
51 allowed to-use-RDGateway INSTRUCTIONS \Domain Admi... Not applicable {no computer gr. Enab
< >
" allowed-to-use-RDGateway
G Policy Status: Enabled
Apply this pelicy when a user attempts to connect to the RD Gateway server:
If the user is a member of any of the following user groups: ~
INSTRUCTIONS\Domain Admins
If the client computer is a member of any of the following computer groups:
Not applicable (no computer group is specified)
= > If the user uses the ing supported Wit hentication method: v

Actions

Connection Authorization Policies

Create Mew Policy

[E] Configure Central RD CAP
View

|G Refresh

H Hep

allowed-to-use-RDGateway

@ Disable

K Delete

El Properties

H Hep

VYcranoBka SSL-cepTudukara
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Jlnst 1uTr03a yAajaeHHOTo paboyero croia 10JkeH ObITh yecTanoBieH SSL-ceprugukar. UtoOs!
ycTaHOBUTH SSL-cepTuduKaT, METKHUTE UM CepBepa YAAICHHOT0 paboyero cToia B KOHCOIU
yIIpaBJIeHUs yaleHHbIM pabounM croiioM u Beioepute View or modify certificate properties.

£ RD Gateway Manager - m] X

File Action View Help

a5 | nE BE

f@ RD Gateway Manager WINSERV2016 (Local) Actions
v WINSERV2016 (Local) ~ e N
~ [ Policies RD Server Status: WINSERV2016 -
|| Connection Authorization Policies x Do not manage this server
- WINSERV2016 is nat yet fully configured as a RD Gateway server. To access the seffings required to
. ‘a Riso.urce Authorization Policies & complete RD Gateway configuration. click the link provided in each corfiguration task. Export policy and configuration se..
@ Monitaring . . Import policy and configuration ...
Configuration Status Configuration Tasks
Properties
@ A server certificate is not yet installed or View or modify certificate properties .E‘l
selected View 4
|G Refresh
RD Server Status: WINSERV2016 =
Help
‘Connection Status
Total number of connections o Monitor active connections
Number of users connected to this 0
server
Number of resources that users are 0
connected to
Configuration Status
i Connection authorization policies 1 View connection authorization
policies
‘fzd Resource authorization policies 1 View resource authorization policies
< > EIE a [ T hé

Bo3morkHo 3 cniocoba nmmopra cepTudukaTos:

CO3/IaHH€ CaMOTIOANMCAHHOTO cepTU(dUKaTa U €T0 UMIIOPT;

MMIIOPT paHee 3arpyKeHHOTo cepThu(uKaTa (CaMOIOIMICAHHOTO WIA CTOPOHHETO);

3arpyska cTopoHHero ceptudukara (Hanpumep, Comodo) u ero umMnopr;

Bri6epute noaxoasiuii BaMm crioco0, B HallleM MpUMeEPe Mbl PACCMOTPHUM IEPBBIN CiTy4ail C reHe-
parueit 1 UMIIOPTOM CaMOTIOIIMCAHHOTO cepTU(dUKara.
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WIMSERY2016 Properties >

Server Fam Auditing 551 Bridging Messaging
General S5L Certfficate Transport Settings RO CAP Store

Certificate is needed for secure communication of HTTPS/UDP listeners and for NAP
messaging. Certificate is automatically bound to the configured HTTP and UDP ports.

1" For RO Gateway to function comecthy, you must select an existing 551 cedificate or
create a seff-signed certfficate.

l=sued to: Mot available
lssued by: Mot available
Bxpiration date: Mot available

Specify the type of 551 cerficate to import for the RD Gateway server by doing one of
the following:

(®) Create a seff-signed certificate
Create and Import Certificate. ..

() Select an existing cerificate from the RD Gateway WINSERV2016
Cerfficates (Local Computer)/Persanal store

® Import a cetificate into the RD Gateway WINSERVZ016
Cerificates (Local Computer)/Personal store

Cancel Apply

Benure nms ceptudukara u ero pacnonoxkenue Ha cepsepe. Haxmure OK.

Create Self-Signed Certificate ? x

Create a sefsigned cerificate matching the RD Gateway FRAOMN

Certificate name: [ WinServ2016.instructions. 1cloud |

Store the root certificate

For clierts to connect to this RD Gateway server, you must manually distribute the root cedificate of the RD
Gateway server to clients. We recommend that you store the root certfficate in the following directony:
C:M\Uzers*Administrator\Documents

File name: |C:\Users*Administrator Documents " WINSERV2016.cer Browse. ..

Mare gbout certificates for BD Gatewsy.

Corcs

Ceprtucdukar OyaeT creHeprupOoBaH.
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RO Gateway >

certificate is stored in the following file:

o RD Gateway has successfully created a self-signed certificate, The
Chlsers\Administrator Docurnents\ WINSERV2016.cer

OK

B pe3ynbrare 0ToOpazuTes - KOMY, KEM U 10 KaKoro 4yucia BbiiaH ssl-ceptudukar. Haxxmure
Apply anst coxpaHeHUs U3MEHEHUH.

WINSERY2016 Properties >
Server Fam Auditing S5L Bridging Messaging
General SEL Certfficate Transport Settings RO CAP Staore

Certfficate is needed for secure communication of HTTPSSUDP listeners and for MAP
messaging. Certificate is automatically bound to the configured HTTP and UDP ports.

1", For RO Gateway to function comectly, you must select an exdsting 551 certificate ar
create a seff-signed cerfficate.

lssued tao: WinServ2016 instructions. 1cloud ru
lzsued by: WinServ 2016 instructions. Tcloud ru
Expiration date: 29112018

Specify the type of 551 certfficate to import for the RD Gateway server by doing one of
the following:

(®) Create a seff-signed certificate
Create and Import Cerificate. .

(") Select an existing certificate from the RD Gateway WINSERVZ016
Cerificates (Local Computer)/Personal store

Import a cetificate into the RD Gateway WINSERVZ016
O
Cerificates (Local Computer)/Personal store

Cancel Apply

Teneps camononnucannslii SSL-cepTudukar ycnemHo ycranosieHn Ha TCP-nopr 443 (mopt SSL
10 YMOJTYaHHUIO).
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“*@ RO Gateway Manager
File
L X ANl eolll 7!

Action  View Help

v 3 WINSERV2016 (Local)

rﬁg RD Gateway Manager WINSERV2016 (Local)

~ || Policies

RD Gateway Server Status: WINSERV2016

7] Connection Authorization Policies
[ Resource Authorization Policies
| Monitoring

Connection Status

Total number of connections 0 Maonitor actn
Mumber of users connected to this 0

SErver

Mumber of resources that users are 0

connected to

Configuration Status |

_ﬁ Connection authorization policies 1 View connec
policies

f::j Resource authorization policies 1 Wiew resourc

ﬂ RD Gateway server farrm members 0 Add RD Gates

members

B nensix 6e30macHOCTH peKOMEHAYEeTCsl U3MEHUTH MopT SSL s 1u1r03a yaaneHHbIX pabounx

CTOJIOB Ha Apyroi Homep. OOBIYHO KOMITAHUH JIETAI0T 3TO, YTOOBI MOMBITATHCS OOMaHyTh XaKe-
POB, KOTOpPBIE MOTYT OPMEHTHPOBATHCSI HA CTAaHAAPTHBIN NOPT 443.
UYto06b! U3MEHUTH HOMEp MopTa Juisd nuito3a RD, menkHuTe npaBoil KHONKOW MBIIIN UMS cepBepa
U BbIOEpUTE CBOMCTBA B KOHCOJIU YIPABJICHUS yalleHHBIM pabounM cTtosioM (Action

—Properties).
P@ RD Gateway Manager

File | Action View Help

= Do not manage this server
iw RI Export policy and configuration settings m
v ﬂ Import policy and configuration settings -
i Properties ay Server Status: WINSERV20
Refresh ion Status
Help nker of connections

N3menute 3nauenne HTTP-nopta Ha 1r060e yo0HOE 3HAU€HUE U COXPAHUTE U3MEHEHHSI.

Mumber of users connected to this
Server
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WIMSERY2016 Properties >

Server Fam Auditing 551 Bridging Messaging
General S5L Cedificate Transport Settings RD CAP Store

|Using the settings below, you can modify the IP/FPorts for HTTP and UDP transports. Mote:
Both RPC-HTTF and HT TP transport share the same settings.

HTTP Transport Settings

|P Address Al Unassigned o

HTTPS Port ( default 443)

HTTP Part ( default 80 80

UDF Transport Settings

Enable UDP transport

IP Address Al Unassigned st

Port { defautt 3391)

Cancel Aoply

[ToaTBepanTe M3MEHEHUS, HaXKaB Y €s.

RD Gateway

To apply these changes the following actions will ke taken. To confirm,
! click Yes. To discard the changes, click No.

- Remote Desktop Gateway Listener rules in Windows firewall will be
maedified

- All active connections will be disconnected

- RD Gateway service will be restarted

Yes Mo

[TogknroueHue yepes 1HUT3

Jliig nmozkIoueHust oTKpoiite cranaaptHoe npuioxkenne Windows Ioakiiouenne K yaajaeHHO-
My pabdodemy croay (mstsc.exe). Ha Bknagke /{onoTHUTEIBbHO HA)KMHUTE HA KHOII-

Ky llapamerpsl.
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& Mogrnrouenne k yaanenHomy pabouemy crony

| lMNogkno4yeHne K yaaneHHoMy
»*) pabouemy crony

O6wwe 3kpaH [MokansHee pecypckl  Bzawmogeiictewe  [ononHuTensHo

lNpoBepka NoANMHHOCTH CepEEpa
lNpoBepka NoAMMHHOCT CEPEEPA YAOCTOEEPAST, UTO NOQKNIOUEHWE
BLINONHASTCA K NPABUNEHOMY YI3NEHHOMY KOMMBIOTEDY.
CTporocTs NpoBepkK, HEoBKoJMMAaRA LNA MoK MoYEHWA,
onpegenASTCA NoNMTKoA BE30N3cHOCTH CUCTEMLI.

Ecnw Heyoanock NoATEEpOMTE NOANMHHOCTE YAANEHHOT D
KOMMEOTEPS:

Tpemynpexaats

MopknioyeHue us nioboro MecTa

HacTpolika napaMeTRoE ANA NOAKNKYEHMA YEPES WS NP
yOaneHHoM patioTe.

| MapameTpe... I

2 G e =

B otkpeiBIIeMcs okHe BhIOepHTe cnonb30BaTh ciaenyromue napaMerpsl cepBepa 1uiro3a yaa-
JIEHHbIX pabo4Mx cTOJIO0B. BBenuTe ums cepBepa B cieayroiieM gpopmate 1 Haxmute OK:
rdgateway.<Bain ToMeH>:<1opT>
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& Mapamerpel cepeepa LFO3a yAANEHHBIX paBOUMK CTONOE x

| lMNogkno4yeHne K yaaneHHoMy
»*) pabouemy crony

MapamMeTpb! NooKNIOYEHWA
0 ABTOMETUYECHKM ONPEIENATE NAPAMETDL! CEPBEPE WNIDSE Y AANEHHLD
Dafiou CTONOE
® WcrnonbsoBate cnegyiowWe NapaMeTpbl CEPBEPE WS ¥AANEHHbD
pafouwn CToOnos:
Wra cepeepa: |rdgatewa'_.r.instn.|ctic:ns.1n::|n::ud.n.|:443l|]'

MeTon sxopa: Janpawweate napons (MTLM) w

He wcrnonesoBate cepeep WNEa yoaneHHENX pafouv: cTONOE ANA
NOKanEHBEX 30DeCos

i) He ucnonbsoeats cepEep WNHEE YIANEHHED pabow CTONoE

[NapameTprl EXOOA
Monmesosatens:  He sanaHo

[Mpi NogknioueHA K 3ToMY CEPEEPY WINKSE YOANEHHENX pabouv
CTONOE NoTpefyETCA YKA3aTE YUETHRIE OAHHEIS.

I:l MEﬂDJ’IbSDEETb MO YYETHRIE OaHHEIE WNHDSE YAaNeHHBIX FIEED'-IHX

CTONOE ANA YOSNEHHOMD KOMMLOTEpE
Omvena

Ha Bxitanke O61mme B nosie Komnbrorep BBeauTe qomeH, B noje Ioab3oBaTenb nMs nojib30Ba-
tenst u HaxmuTe Hoakmounts. [Ipu He0OX0IUMOCTH MOKETE COXPAHUTh TapaMeTPhl BXO/a.
Ipumeuanue: nonvzosamenv 00nHCEH UMEMb NPABA NOOKIIOUEHUS Yepe3 uLlio3, Komopule Obliu
HacmpoeHul paHee.
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&% Moakntouerne k yaanenHomy pabodemy crony — *

| lMNogkno4yeHne K yaaneHHoMy
»*) pabouemy crony

Ofuwe 3kpan [MokansHee pecypckl  Bzawmogeictewve  HononHUTENEHD

MNapameTpel Exooa

E,h-hl BEcaMTE MMA yOaneHHOro KOMME TERE.
—

KomneoTep: | instructions. Tcloud . ~ |

MonezoBaTENk |user| |

[MNpw NoaKnioYeHK Heofo oo GYAST YKa33Te YUETHEIE
OAHHEE,

] PaspewumTe MHe COXpaHAT YYeTHRIE OEHHRIE

MNapamaTpel NogknoyeHIA

CoxpaHEHWE TEKYLLMK NAPaEMETPoE noaknoyeHA B ROP-hain
* OTKPEITME COXPAHEHHOMD MOAKTHYEHMA .

CovpaHnTe CoxpaHiTe Kak... CmpeITs...

2 G e =

Benute 1apoJib OT y‘{eTHOﬁ 3aI1ucCu.

BesonacHocts Windows pod

BEE,.{I,HTE YYETHbIE AaHHbIE

ITW YUeTHbIe AaHHble ByayT MCNOAL30BATLCA NPK
nogknrousHuKA K instructions. 1cloud.ru.

user
LTI X1 11 1) @
|:| 3aNoOMHWUTE MEeHA
bonklue BapUaHTOB
QK OTtMmeHa

B pesynbrare Oyaer npon3BeieHO NOIKIYEHHE K yIaJeHHOMY paboueMy cToity uepe3 103 RD
Gateway. OT0O MOKHO ITPOBEPUTH € MTOMOIIbIO KOMaH/IbI tracert:
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P5 C:h\Usershuser= tracert 1cloud.ru

racing route to 1cloud.ru [5.200.50.90]
over a maximum of 30 hops:

3 ms
12 ms ¢ 1l m =
ms <1 ms <l ms L 200,50, 90

<1 ms <1 ms <1 ms L200.47.1

220.it-grad.ru [5.200.46.220]

race complete.
Ilpakmuueckasa paooma Ne 15 Paboma ¢ Oonaunvimu 6uznec-mooenamu laaS: Yemanoexa.
3aganue:
Ha ctpanune Templates > VMS B crincke TOCTYIHBIX Ia0JOHOB BBIOCPHUTE CO3/IaHHbII Ha
npeasIayIneM mare u Haxmute Instantiate.

22 Open VM Templates & nuser -~ @ OpenNebula
£ Nebula P
o]
B EE DEDENEIE moan \
Instances
D, Name Owner Group Reglstration time

Templates

B 294 <Btmplt ruser cloudTest 13/12/2022 22:45:48

L]

BV

=
Storage
Network
Settings

7 +ot

Crpanuua napamerpos BM

Ha ctpanune coznanus BM o0si3aTeqpHo BKiIounTe mapamerp «Instantiate as persistent».
3aroJIHUTE MOJIs:

VM name — ykaxxute ums BM.

Memory — ykaxure 00béM RAM.

Physical CPU, Virtual CPU — ykaxuTte xoiundectBo CPU. PekomenayeTcs yka3plBaTh 3HAUCHHUE
Physical CPU pasnoe Virtual CPU. Ecnu Bbl XOTHTE COKOHOMHUTB PECYPCHI, TO JIJISl TECTOBBIX U
MasloBakHBIX BM MoskHO yka3aTh 3HaueHue Physical CPU mensbie, uem Virtual CPU.
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https://cloud.softline.ru/files/uploads/bz/one30-1.png

Open i & nuser @ OpenNebula
ZNebulo Instantiate VM Template pe

Dashboard
Instances
Templates
B ;
I8 Service
Vv
c8tmplt
=\
Storage O Capacity =2 Disks
3
= £ WODIsK
- E G v @ 12 G8
o~ & WDIsK1:c8
2 10553 M8 v
Network
Settings

Haxwmure Instantiate.
Ilpakmuueckasa paooma Ne 16 Paboma ¢ Oonaunvimu 6uznec-mooenamu laaS: Aemoma-
mu3ayua. pazeépmoléanue 6UPMYaiIbHOU MAUIUHDL.

3ananmue:

Hosyto BM moxHO yBuaeTh Ha cTpanuiie Instances > VMs. Jlosxaurecs cratyca BM Running.
Jlia yeranoBku OC nosb3yltech KoHCOIb0 BM. [l 3TOr0 Ha)xmure 3Ha-

4OK MOHMTOpA =) HamportuB umMenn BM niu Ha crpanuie BM HaxMuTe 3Ha-

YOK MOHUTOpA u BeiOepute VNC.

4 OpenNebula Sunstone: ¢

< (]

- nuser @ OpenNebula

o 2 =] o
B Ws Info

Dstbous <=|c o a-Jo-Jc-]o-Je-fa-
@, View Q
C

Information Permissions Use Manage Admin

Templates

Ownership

8

v

Storage Backups
Network

Settings

Attributes

o

{YPERVISOR kv 74
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Nebula Sunstone: x g c8tmpit-copy-1095

C #o

B softline B Pabouue pecyp.

ey @ connectep [swscrmon [ c [ ['m

1095 Started on: 22:49:09 13/12/2022 10.744.24

© #1095 - c8tmplt-copy

) CENTOS STREAM 8-STREAM INSTALLATION
&% centos

Bus Help!
WELCOME TO CENTOS STREAM 8-stream.

What language would you like to use during the installation process?

engush Englsh
Afrik English (United Kingdom)

English (India)

English (Australia)

English (Canada)

English (Denmark)

English (Ireland)

Benapyckan % English (New Zealand)

Buarapekm 2 English (Nigeria)

qnz English (Hong Kong SAR China)

English (Philippines)

Afrikaans
AcF
aupall
TR

Asturianu

English (Singapore)
English (South Africa)
English (Zambia)
English (Zimbabwe)

Bosanski
Catala
Cedtina

Cymraeg

English (Botswana)

Pratenidad

Dansk

IlIpakmuueckaa paooma Ne 17 Paboma c Oonaunvimu ouznec-mooenamu laaS: banancu-
POBUIUK HAZPY3KU GUPMYAIbHBIX MAUIUH

3aganue:

1. BriOGepute 0UH U3 IPEICTABICHHBIX MTOJIX0I0B K OaaHCHPOBKE HArpy3ku BM:

NO-Migrations (NOM) — 3T0 OAX0/ TOJBKO JIOKATBHOTO Mepepacipee/iCHUus: peCypcoB
CPU pyst BUpTYyanbHBIX MallnH (0€3 )KUBOM MUTpaLIUN).

Kparkocpounoe nporrosuposanue, Short-Term Detection (SHT-D), onpezensier cocrostHue
Meperpy3ku, eciau paKkTUUIeCKHe U MPOrHO3upyeMble 3HaueHus 3arpy3ku CPU B cnenyromux AByx
BPEMEHHBIX MHTEPBAJIaX MPEBHIIIAIOT MOPOT Meperpy3ku. Kpome Toro, TOT ke anropuT™M UCHOIb-
3yeTcs ISl ONpeIeNIeH s COCTOSIHHM 0e3 rmeperpy3ku U Henorpy3ku. Kak oxunaercs, moaxon 0y-
JIeT BECbMa YyBCTBUTEIbHBIM K KOPOTKHM CKauKaM Harpy3KH.

Long-Term Detection (LT-D) ocHoBaH Ha JOJTOCPOYHBIX MPOTHO3ax ucnoib3oBanus CPU B
CIICAYIONIMX 7 KOHTPOJIBHBIX HHTEPBAJIaX.

Long-Term Probabilistic Detection (LT-PD) ocHoBan Ha J0ITOCPOYHOM MPOTHO3UPOBAHHH
ncnons3zoBanus CPU B cneayrommx 7 KOHTPOJIbHBIX HHTEPBAIaX, HO TAKKE YUYUTHIBAET HEOIPE-
JIEJIEHHOCTD MMPOTHO3UPOBAHUS C MTOMOIIBI0 MOJIETUPOBAHUS IUIOTHOCTHU paclpe/ieleHHs OIUOKH
IIpeACKa3aHusl.

Long-Term Decision Theory Detection (LT-DTD) — sto LT-PD ¢ npumeHerrem Teopun
MIPUHATHA peI_HeHI/Iﬁ C ICJIbYO MUHUMU3AIUN U3 OCPIKCK JKUBOM MUTI'paluu.
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IMocnenuuit moaxon, HassiBaeMmblii Local Regression Detection (LR-D), siBasieTcst moaxomaom,
UCTIOJIBb3yEeMBIM B CMEXHOU paboTe IpyruMu aBTopamu. Ero BeIOpanu Kak pernpe3eHTaTUBHYIO
COBPEMECHHYIO TEXHOJIOTHIO, TOCKOJIbKY OHA 00€CIICUYMBAET HANTYUII YO IPOU3BOAUTEILHOCTD, 110
CPaBHEHUIO C APYTUMH METOAAaMH, 10 PE3yIbTaTaM CMEXHOIO UCCIIEI0BAHMUS HA OTY TEMY.

2. OO0ocHyiiTe CBOM BBIOOD.

3. PeamusyiiTe 6amancupoBKy Harpy3ku BM BeIOpaHHBIM METOIOM.

79



