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1 OBIIASI XAPAKTEPUCTUKA PABOYEM ITPOI'PAMMBI

HPOPECCHUOHAJIBHOTI'O MOAYJISA MIM.03 «kcniayarauust 00beKTOB CeTeBOil

HHPPACTPYKTYPBI»

1.1. Heab u muianupyembie pe3yJbTaThbl 0CBOEHHS NMPOdecCHOHATIBLHOT0 MOTYJIS

B pesynbrate wusydeHus mpoPECCHOHATHHOIO MOIYJS OOYYaroIIMXCs JOJKEH OCBOUTH
OCHOBHOI BHUJ J€ATEIbHOCTH OKCIUTyaTallus OOBEKTOB CETEeBOM HMHQPPACTPYKTYpbHl U
COOTBETCTBYIOIIIHE €My O0IIHEe KOMIIETCHIINHU, ¥ TPO(eCcCHOHAIBHBIE KOMITETEHIUU:

1.1.1 Tlepeuenpb 0OMUX KOMITETEHIIHHA

Kon

HaumMmeHnoBanue o0IUX KOMIIETEHIIAN

OK 1.

Br16upath ciocoObl perieHus 3a1a4 npoecCuOHAIbHOMN 1eATeIbHOCTH
MIPUMEHUTEIBHO K PA3JIMYHBIM KOHTEKCTaM;

OK 2.

Hcnonp30BaTh COBpEMEHHBIEC CPENICTBA TIOUCKA, aHAIHM3a M HHTEPIPETAIIH
UHPOpPMALUU ¥ HHPOPMAIIMOHHBIC TEXHOJIOTHH IS BHITOJHEHHMS 3319
poeCCHOHAIBHON JESITEIHbHOCTH;

OK 3.

[1naHupOBaTh U PEATU30BBIBATE COOCTBEHHOE MPO(PECCHOHATBHOE U INYHOCTHOE
pa3BUTHE, TPEANPUHIMATEIBCKYIO IEATEILHOCTD B MPO(dhecCHoHAIBHOM cdepe,
UCIIOJIb30BATh 3HAHMUS 110 TIPABOBOIl U (PUHAHCOBOI rPAaMOTHOCTH B Pa3IMYHBIX
JKU3HCHHBIX CUTYALUAX,

OK 4.

3(1)(1)6KTI/IBHO B3aUMOJCHCTBOBAThH U pa60TaTB B KOJUICKTHBE 1 KOMAaH/JC,

OK'5S.

OcCy1uecTBIATh YCTHYIO U TUCbMEHHYI0 KOMMYHHUKALIUIO HA TOCYJaPCTBEHHOM SI3bIKE
Poccuiickoit @denepanuu ¢ yueTroM 0COOEHHOCTENW COLIMATIBHOTO U KYJIbTYPHOI'O
KOHTEKCTa,;

OK 6.

[TposIBIATE Ipak1aHCKO-NIATPUOTUYECKYIO TIO3UIIMIO, IEMOHCTPUPOBATh OCO3HAHHOE
HOBEJICHUE HAa OCHOBE TPAJULMOHHBIX POCCUICKHX JTyXOBHO-HPABCTBEHHBIX
LIEHHOCTEH, B TOM YHCJIE C YUETOM rapMOHHU3ALNN MEKHALIMOHAIBHBIX U
MEXXPEIUTNO3HBIX OTHOIIEHNH, IPUMEHSATh CTaHIaPThl aHTUKOPPYILIMOHHOTO
MOBEJICHUS;

OK 7.

CopnelicTBOBaTh COXPaHEHUIO OKPYIKaIOIIEeH Cpesibl, pecypcocOepeKeHn 0, IPUMEHSTh
3HaHMS 00 U3MEHEHUH KIIMMaTa, MPUHIMIIBI O€pPEXIUBOTO MPOU3BOACTBA, 3PPEKTUBHO
JIeIICTBOBATh B UPE3BbIYANHBIX CUTYalLUsX;

OK 8.

Hcnonp30Bath cpeacTBa PU3NYECKON KYIbTYPBI AJI1 COXPAHEHUS U YKPETIJICHUS
3J10pOBbsI B ITpoIecce MPOPecCHOHANBHOMN EATENTLHOCTH U TOIePKaHHS
HE00X0JMMOT0 YpOBHS (PU3HUECKOH MOATOTOBIEHHOCTH;

OK 9.

ITons3oBaThCs HpO(l)CCCHOHS.JIBHOfI HOKYMGHTaHHeﬁ Ha roCy1apCTBECHHOM U
HHOCTPAaHHOM A3bIKaX.

1.1.2 Tlepeuens mpodecCHOHAIBHBIX KOMIIETEHIINN

Kox HaumeHoBaHMe BUJIOB 1€ATEIbHOCTH M MPOPECCUOHAIBHBIX KOMITETEHITUH

BJ3 HacTtpoliika KOMIIBIOTEPHBIX CETEN

IIK 3.1 Ocy1iecTBIATh IPOSKTUPOBAHNE CETEBOM HHPPACTPYKTYPHI

I1K 3.2 OO6cayxuBaTh ceTeBble KOH(PUTYpPALMH TPOrPaMMHO-AINAPATHBIX CPEJCTB

I1K 3.3. Ocy1iecTBIATh 3alMTy UH(GOPMAIMU B CETH C UCTIOIB30BAaHUEM IPOTrPAMMHO-
anmnapaTHBIX CPE/CTB

1K 3.4. Ocy1miecTBIATh yCTpaHEHUE HETUITMYHBIX HEUCIIPABHOCTEH B paboTe ceTeBOM
MH(PACTPYKTYPHI

IIK 3.5. MopaepHU3UpOBaTh CETEBBIE YCTPONUCTBA MHPOPMAIIMOHHO-KOMMYHHUKAITHOHHBIX
CUCTEM

1IK.3.6 IIpouzsodums xpanenue u aHaiu3 OaHHLIX




1.1.3 B pe3ynbrare ocBOeHUS MPOPECCHOHATBHOTO MOAYJISl CTYACHT JIOJDKEH:

Bnanets
HaBBIKAMHU

IIPOEKTUPOBATh APXUTEKTYpy JIOKAIbHOM CETH B COOTBETCTBHUHM C
MOCTaBJICHHOM 3a7auci;

UCIOJB30BaTh  CIIEHMAIBHOE  MporpaMMHOe  oOecreueHwe s
MOJIETUPOBAHUS, NPOEKTUPOBAHUS W TECTUPOBAHMSI KOMIIBIOTEPHBIX
ceTei;

HACTPanBaTh IIPOTOKOJIbI JUHAMUYECKON MapLIpyTH3alluy;

OIIPEAEIIATh BIUSHUS NPUIIOKEHUN HA IPOEKT CETH;

aHAJIM3UPOBATh, IPOCKTUPOBATH U HACTPAUBATH CXEMBI IIOTOKOB TpaduKa
B KOMIIBIOTEPHOH CETH;

YCTaHABIMBaTh M HACTpauBaThb CETEBBIE IPOTOKOJBI M  CETEBOE
000pyI0BaHNE B COOTBETCTBHH C KOHKPETHOU 3aa4uei;

BBIOMpATh TEXHOJIOTUH, HHCTPYMEHTAJIBHBIE CPEICTBA MIPU OpPraHU3aluu
mporiecca ucciae1oBaHus 00BEKTOB CETEBOM MH(MPACTPYKTYPHI;

CO3/1aBaTh W HAacTpauBaThb OJHOPAHTOBYIO CETh, KOMIIbIOTEPHYIO CETH C
MIOMOILBIO MapUIpyTHU3aTOpa, OECIIPOBOIHYIO CETh;

BBITIOJIHATH MIOUCK U yCTPaHEHUE MTPOOJIEM B KOMIIBIOTEPHBIX CETSX;
OTCJIC)KUBATh IMAKETHl B CETM M HACTPauMBaTh IPOrPaMMHO-aNlapaTHbIC
MEKCETEBbIE IKPAHBI;

HACTPanBaTh KOMMYTALMIO B KOPIIOPATUBHOM CETH;

o0ecrneunBaTh LEJIOCTHOCTh PE3EPBUPOBAHUS UHPOPMALUY;
obecrieunBaTh 0e30MacHOE XpaHEHHWE U Tepenady HHPOpPMaLUU B
r7100aJIbHBIX U JIOKAJIbHBIX CETAX;

CO3/1aBaTh U HACTpauBaThb OJHOPAHTOBYHO CETh, KOMIIBIOTEPHYIO CETH C
MIOMOILBIO MapUIPyTHU3aTOpa, OECIIPOBOIHYIO CETh;

BBINOJIHATH MIOMCK M YCTPaHEHUE NMPOoOIJIeM B KOMITBIOTEPHBIX CETSX;
OTCJIC)KUBATh MMAKEThl B CETM M HACTPauMBaTh MPOrpaMMHO-ammapaTHbIE
MEXKCETEBbIE IKPAHBI;

(GuILTPOBaTH, KOHTPOJIUPOBATh U 00ECHeYUBaTh OE30MACHOCTh CETEBOTO
Tpaduka;

OTIpEeAEIATh BIAUSHUE NPUIIOKEHUN Ha TIPOEKT CETH;

MOHHUTOPHHI IPOU3BOJUTEIIBHOCTH CEpBEpa M  IPOTOKOJUPOBAHUS
CUCTEMHBIX U CETEBBIX COOBITUI;

UCMOJb30BAaTh  CIELMAJIBHOE  IpOorpaMMHOe  oOecrieuyeHue s
MOJIETTUPOBaHUS, MPOEKTUPOBAHUS U TECTUPOBAHMSI KOMITBIOTEPHBIX
ceTei;

CO3/1aBaTh U HAcTpauBaThb OJHOPAHTOBYIO CETh, KOMIIBIOTEPHYIO CETH C
MTOMOIIBI0 MapLIPyTU3aTOpa, OECIIPOBOAHYIO CETh;

CO3/1aBaTh IOJICETU U HaCTpauBaTh OOMEH JaHHBIMU;

BBITIOJIHATH MOMCK U yCTPaHEHHE MPOOJIEM B KOMITBIOTEPHBIX CETSX;
aHaJIM3UPOBATh CXEMbI IOTOKOB Tpaduka B KOMIBIOTEPHOH CETH;
OLICHUBATh KAY€CTBO U COOTBETCTBUE TPEOOBAHUSAM IIPOEKTA CETH;
0QOpPMIIITh TEXHUUYECKYIO JOKYMEHTAIUIO;

OIIPEAEIIATD BIUSHUE NPUIOKEHUN HA TIPOEKT CETH;




aHAJM3UPOBATh CXEMBbI IOTOKOB Tpa(uka B KOMIBIOTEPHOH CETH;

OLCHUBATh KAYECTBO U COOTBETCTBUC Tpe6OBaHI/IHM IIPOCKTa CETU

yMEThb

MPOEKTUPOBATH JIOKAILHYIO CETh;
BBIOMPATH CETEBBIC TOIIOJIOTUHY;

paccYMTHIBATh OCHOBHBIE TTAPAMETPHI JIOKAILHOW CETH;

MPUMEHSTH aJITOPUTMBI MIOMCKA KpaTUakIlero myTH,

IUTAHUPOBATh CTPYKTYPY CETH C MOMOINBI0 Tpada ¢ ONTUMaIbHBIM
PacIiOJIOKEHUEM Y3JIOB;

WCIIOJIh30BAaTh MATEMATHUYECKHII armapaT Teopuu rpados;

HacTpauBarh cTek mpoTtokoisoB TCP/IP u wmcmons3oBaTh BCTPOEHHBIE
YTUJTATHI OIepaluOHHOM CHUCTEMBI TUIst JTMAarHOCTHKH
paboTOCTIOCOOHOCTH CETH;

BBIOMPATH CETEBBIC TOIOJIOTHHY;

pacCcYMTHIBATH OCHOBHBIC ITAPAMETPhI JIOKAJIbHOW CETH;

MPUMEHSTh aJITOPUTMBI MIOMCKA KpaTYaKIIero myTH,

IUTAHUPOBATh CTPYKTYPY CETH C MOMOINBI Tpada C ONTUMAIbHBIM
PAacIioyIOKEHUEM Yy3JI0B;

UCIIO0JIb30BaTh MATEMATHUYECKHII armapaT Teopuu rpados;

HCIOJIb30BaTh MHOTOQYHKIIMOHAJIbHBIE MPHOOPHI W IPOTPaMMHbBIC
CpeicTBa MOHUTOPHHTA,

WCIIOJIb30BaTh  MPOrPaMMHO-AIIIAPATHBIE  CPEACTBA  TEXHUYECKOTO
KOHTPOJIS

UCIOJIB30BaTh  MPOTPAMMHO-ANIAPATHBIE  CPEACTBA  TEXHHUYECKOTO
KOHTPOJIS;

YUTaTh TEXHUYECKYH) M TMPOCKTHYH JOKYMEHTAIMIO 0 OpraHU3aluu
CETMEHTOB CETH;

KOHTPOJIMPOBAThH COOTBETCTBHE pa3pabaTbIBaEMOro MpOeKTa
HOPMAaTHBHO-TEXHUYECKOMN JIOKYMEHTAIINH;

WCIIOJIb30BaTh  MPOrPaMMHO-AIIIAPaTHBIE  CPEACTBA  TEXHUYECKOTO
KOHTPOJIS;

WCIOJIb30BaTh  TEXHHUYECKYIO  JIUTEpaTypy ©  HHPOPMAIHUOHHO-
CIPAaBOYHBIC CHUCTEMBI JUIS 3aMeHbl (ITOMCKA aHAJOrOB) YCTAPEBILIETO
o0opyI0BaHus;

YUTATh TEXHHYECKYI0 M MPOEKTHYIO JOKYMEHTAIUIO IO OpraHu3aluu
CETMEHTOB CETH;

KOHTPOJIMPOBAThH COOTBETCTBHE pa3pabaTbIBaEMOro MpOeKTa
HOPMAaTUBHO-TEXHUYECKOHN JIOKYMEHTAIINH;

UCTOJIb30BaTh  TEXHUUYECKYIO  JIUTEpaTypy U  UHPOPMAIUOHHO-
CIPABOYHBIC CHUCTEMbI JUIS 3aMeHbl (ITOMCKAa aHAJOrOB) YCTAPEBILIETO
00opyI0BaHUs;

Buedpsamu 6azvl 0annbix u peutenust 01 XpaHenuss OAHHbIX, KOMopble
HAUIy4uwum o6pasom coomeemcmeyom nompeoHoCmam KOHKPemHOo20
NPUNOIHCEHUSL,




3HAaTh

oO1u1re MPUHIUIIBI TOCTPOEHUS CETeH;

CEeTeBbIE TOIOJIOTHH;

MHOTOCONHYI0 Moaens OSI,

TpeOOBaHUS K KOMIIBIOTEPHBIM CETSM;

ApPXUTEKTYPy MPOTOKOJIOB;

CTaHIapTU3ALHIO CETEH;

3Tanbl IPOSKTUPOBAHUS CETEBOU HH(PACTPYKTYPHI;

AJIEMEHTHI TEOPUU MACCOBOTO OOCTY)KUBAHUS;

OCHOBHBIC MTOHATHS TeOpHuu rpados;

QITOPUTMBI ITOMCKA KpaTYyanIIero myTH;

OCHOBHBIE ITPOOJIEMBI CHHTE3a rpaoB aTak;

CUCTEMBI TOIMOJIOTUYECKOT0 aHaIN3a 3alUIIIEHHOCTH KOMITbIOTEPHOU
CeTH;

OCHOBBI IPOCKTHPOBAHUS JIOKATHHBIX ceTel, 0eCIIPOBOAHBIC JIOKATHHBIC
ceTH;

CTaHJapThl Kabenel, OCHOBHBIC BUbl KOMMYHHKAIIMOHHBIX YCTPOUCTB,
TEPMHHBI, IIOHATHUS, CTAHIAPTHI U TUTIOBBIC JIEMEHTHI
CTPYKTYpHUPOBAHHOMN KaOEeNbHOM CUCTEMBI: MOHTAX, TECTUPOBAHHE;
CpEeICTBA TECTUPOBAHMSI U aHAIIH3A;

0a30BbI€ IPOTOKOJIBI U TEXHOJIOTUU JTOKAIBHBIX CETEH;

oO11re MPUHIUIIBI TOCTPOCHUS CETel;

CEeTeBbIE TOIOJIOTHH;

CTaHIapTU3ALHIO CETEH;

ATarbl MPOSKTUPOBAHUS CETEBON MHMPACTPYKTYPHI;

AJIEMEHTHI TEOPUU MACCOBOTO OOCTY)KUBAHUS;

OCHOBHBIC ITOHATHS TeOpHH Ipados;

OCHOBHBIE MTPO0OJIEMBI CHHTE3a TpaoB aTak;

CHUCTEMBI TOIOJIOTHYECKOTO aHAIN3a 3aIUIIEHHOCTH KOMITBIOTEPHON
CeTH;

aApXUTEKTYpy CKaHepa 0€30MacHOCTH;

MIPUHITUIIBI TTOCTPOCHUS BEBICOKOCKOPOCTHBIX JIOKAIBHBIX CETEH;
TpeOOBaHMS K KOMITBIOTEPHBIM CETSIM;

TpeOOBaHMS K CETEBOM OE30MaCHOCTH;

3JIEMEHTHI TEOPUH MacCOBOTO OOCITYKUBAHMS;

OCHOBHBIE TTOHSATHS TEOpHUH rpadoB;

OCHOBHBIE MTPOOJIEMBI CHHTE3a rpaoB aTak;

CUCTEMBI TOMOJIOTHYECKOTO aHAIN3a 3aIUILIEHHOCTH KOMITbIOTEPHOM
CeTH;

ApXUTEKTYpy CKaHepa 0€30MacHOCTH;

TpeOOBaHMS K KOMITBIOTEPHBIM CETSIM;

ApPXUTEKTYPy MPOTOKOJIOB;

CTaHJIapTU3ALIUIO CETEH;

JTanbl IPOESKTUPOBAHUS CETEBOW HH(PACTPYKTYPHI;

OpTraHMU3aINIo PadoT MO BBOY B IKCILTyaTallli0 0OBEKTOB U CETMEHTOB
KOMITHIOTEPHBIX CETEH;

CTaHJApTHI Kalbeseil, OCHOBHBIE BU bl KOMMYHHKAITMOHHBIX YCTPONCTB,
TEPMUHBI, IOHATHUS, CTAHAPTHI U TUTIOBBIE DIIEMEHTHI
CTPYKTYPHUPOBAaHHOW KaOCIBbHOW CHCTEMBI: MOHTaX, TECTUPOBAHUE;
CpelCTBa TECTUPOBAHUSI M AaHAJIN3A;

MIPOTpaMMHO-aNMapaTHhIE CPEJICTBA TEXHUUECKOT'O KOHTPOJIS;




MIPUHIIMITBEI ¥ CTaHIAPThI O(OPMIICHHS TEXHUYECKOH JTOKYMEHTAIIMH
MPUHIIMITBI CO3JIaHUs U O()OPMIICHHUS TOIIOJIOTUN CCTH;
MH()OPMAIIMOHHO-CIIPABOYHBIE ~ CHUCTEMBI  JUII  3aMEHbl  (TIOMCKA)
TEXHHYECKOTO 000PYI0BAHUS

Baoicnocmo kascoozo yposHs ungpacmpykmypul, 8KIOUAs 8bIYUCTEHUE,
XpaHenue, cemegoe e3aumooelcmesue, 0aszbl OAHHLLX, UCNOJL30BAHUE
KOULA U NPULONCEHULL

Paznuunvlre cemesbvie apxumexmypol onst ONMUMATbHO20
83AUMOOCUCMBUSL C CYUWECMBEYIOWUMU/OOCMYRHBIMU NPUTONCCHUIMU U
cpeoamu,

1.2 KosinuecTBO yacoB, OTBOAMMOEC HA 0CBOCHHUE HpO(l)e(!CI/IOHaJIbHOFO MOAYJIdA

Bcero 733 yaca:

u3 HuX Ha ocBoenrne MJIK — 463 yacoB, B TOM 4uCIie HA CAMOCTOSITENbHYIO padoTy 79 u.

Ha MPaKTUKH, B TOM uucie yueOHyt 144 yaca u npousBoacTBeHHyto 108 yacos,
- HK3aMeH 110 MOAYJ0 18 4acoB, B TOM YHCIIE HA CAMOCTOSTENbHYIO pabOTy IO HOATOTOBKE 2

qaCoB




2 CTPYKTYPA U COAEP)KAHUE ITPOPECCUOHAJIBHOT'O MOAYJISA

2.1 TemaTuyeckuii mjian npogeccHOHAILHOT0 MOTYJIA

O0beM podecCHOHAIBLHOT0 MOYJIS, AKATEMHUYECKHE YaChI.

PaGora o0yuyaromerocsi BO B3auMO/IeliCTBHH € NpenojpaBaTejgeM Cam.pabora
O6y4venune no MJIK IIpakTuka -
Koz 3 B TOM 4HCJIE s =| = | »
npodeccuo- é KOHCYJIbTALNH = = = = g ® =
HaunmenoBanus pasuejion S o = ) yapran 3 = s | 22| £ &
HAJBLHBIX M - ° > = o o = 2 = o S |eg ==
ps— npodeccHoHATBLHOr0 MOAYJIA z = s 3 ; < ; g = % ? » ; § = g = - e S 3 42,
> [} [P}
KOMIIeTeHIH i E.ﬁ M 2 E 2 = g s 2 SN EM 'S §= E - S Eg Eg
= sl =z z| &gl x 3 =3 S| B =
> & S = = =l & = S 2
O = = = S = Z 3 Q
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
OK 01-09 MJIK 03.01 DkcruryaTaius ceTeBOM
I1K 3.1-3.6 UH(QPaCTPYKTYpHl 89 74 30 34 4 6 13 2
OK 01-09 M/IK.03.02 TexHomorus
[IK 3.1-3.6 aBTOMATH3aILIUHU TEXHOJIOTUUECKUX 1142 | 118 36 36 30 6 4 6 22 2
TPOIIECCOB
OK 01-09 .
K 3.1-3.6 MJIK 03.03 be3onacHOCTh ceTeBOM 140 | 116 | 34 36 30 6 29 9
UH(PPACTPYKTYPHI
OK 01-09
K 3.1-3.6 MJ/IK 03.04 TexHonorust XxpaHeHUs U 92 76 50 24 16
aHaJM3a JaHHBIX
OK 01-09 Y4yeOHasi IPAKTHKA 144 | 144 108
I1K 3.1-3.6 IIpou3BoaACTBEeHHAs] MPAKTHKA 108 | 108 144
JK3aMeH 110 NpodecCHOHATBHOMY 18 16 4 12 9
MOTYJTIO
Bcero 733 | 652 | 152 | 130 | 60 12 8 12 108 | 144 4 12 73 8




2.2 Conep:xanue o0ydyeHnus no npodeccuoHaibuomy moaysaio (IIM)

HaunmenoBaHmue pa3aeioB

U TeM
Coaep:xanue yueOHOro MaTepuasa,
npogdeccHoOHAIBLHOI0 Oo0bem B
woayas (ITM), JabopaTopHble pad0ThI U MPAKTUYECKUE 3aAHATHS, CAMOCTOSITe/IbHAs yueOHass padoTa 00y4arouuxcs, wacax
KypcoBasi padoTa (IpoeKT)
MEeKIUCHUTIHHAPHBIX
Kypcos (M/IK)
1 2 3

M/K.03.01 Okcnunyatanus cereBoii HHPPACTPYKTYPbI 89/2,47

Tema 1.1 Dxcniryaranus Coaep:xanue

00BbEKTOB CeTeBOH 1. ®u3nyecKkue acneKThl IKCILIyATAIUM.

HHPPACTPYKTYpPHI dusnuecKoe BMEMATEIFCTBO B MHPPACTPYKTYPY CETH. AKTHBHOE U TTACCUBHOE CETEBOE 000pyIOBaHHE: 2
Ka0eJibHblE KaHaJIbl, Ka0esb, NaTY-TIAHEIH, PO3ETKH.
2. PaciuupsieMoCcTh CeTH. 2
Macurrabupyemocts ceTH. Jlo6aBieHre OTAeIbHBIX 3JIEMEHTOB CeTH (I0J1b30BaTeNel, KOMIIBIOTEPOB,
IPUJIOKEHUH, CITY)KO).
3. HapammBaHue JJIMHBI CETMEHTOB CeTH 2
3aMeHa CyIeCTBYIOIIEH anmnaparypbl. Y BEIMUEHHE KOJIMYECTBA Y3JI0B CETH; YBEIMUEHUE MPOTSHKEHHOCTH CBSI3ei
MEXTY 00BEKTaAMHU CeTU
4. ®du3nyeckas KapTa Beeil ceTn 2
Jlornueckast TOIOJIOTUsI KOMITBIOTEPHOU ceTu. TexXHH4YecKas M IpOeKTHAs JoKyMeHTanus. [lacnopT TeXHu4eCcKuX
YCTPOMCTB.
5. Knaccndukanus perjaiaMeHTOB TEXHHYECKHMX OCMOTPOB, TEXHHUYECKHE 0CMOTPbI 00bEKTOB CeTeBOM 2
HH(PACTPYKTYPBHI.
[IpoBepka 00BEKTOB ceTeBOM HHPPACTPYKTYPhI U MPOPUIAKTHUECKHUE PAOOTHI.
6. IlpoBenenue pery/isipHOro pe3epBMpPOBaHMS. 2
O6cnyxrBaHue (U3NUECKUX KOMIIOHEHTOB; KOHTPOJIb COCTOSIHUS allllapaTHOTO 00ecreueHus; OpraHu3arus
YAAJIEHHOTO OMOBELIEHUS O HEMOJIaIKaX.
7. IlIporpaMMHoOe o0ecriedyeHe MOHMTOPHHIA KOMIIBIOTEPHBIX CeTeil U CeTeBBbIX YCTPOMCTB. 2

AHanu3 QyHKIIMOHAIBHBIX OCOOCHHOCTEH MPOrpaMMHOI0 00ecTIedeHNss MOHUTOPHUHTA, OTIPE/IeTIEHUEe METOI0B U
AJITOPUTMOB, UCITIOJIB3YEMBIX B IIPOICCCE MOHUTOPHHTA, U3YUCHUC OCHOBHBIX ITPUHIIUIIOB BBI60pa mporpaMMHOTO
o0ecrieyeHnss MOHUTOPHHTA JUIsl KOHKPETHOM CETH MJIM YCTPOICTBAa HAa OCHOBE Y4eTa MX MapamMeTpoB U
0COOEHHOCTEH paboThl, aHAJIN3 BO3MOKHOCTEH COBPEMEHHOT0 NMPOTrPaMMHOI0 00ecrieYeHrss MOHUTOPHHTA U
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OIMpCACIICHUC 3(1)(1)CKTI/IBHBIX IOAXO0J0B K UCITIOJIB30BAHUIO 3TUX BO3MOXKHOCTCH B IMPAKTUYCCKUX 3aaadax
MOHHUTOPHHI'a KOMIIBIOTCPHBIX CeTEH M CETEBBIX YCTpOﬁCTB.

8. IIpotoxkoa SNMP, ero xapakrepucTuku, (popmat cood1meHuii, Hadbop ycJiayr. 2
AHanM3 OCHOBHBIX XapakTEPUCTHK MpoTokojia SNMP, ero cTpyKTypbl U apXUTEKTYpPhI, (hopmMaTa COOOIICHHUHN 1
cnenru(UKauy CHHTaKCHCa
9. O0opynoBaHme JJi51 JMATHOCTUKH U CePTH(PUKALMU KA0eJIbHbIX CUCTEM. 2
CeteBble MOHUTOPBI, TPUOOPHI 171 cepTU(UKALU KaOeIbHbBIX CHCTEM, KaOeIbHbIE CKAaHEPhI U TECTEPHI.
IIpakTnuyeckoe 3ansiTne OKOHIIOBKA Ka0els BUTasl apa 2
IIpakTHyeckoe 3ansiTue 3ajeiKa kadenst BUTas apa B pO3eTKy 2
IIpakTuyeckoe 3ansitue KpoccrupoBanue 1 MOHTaX HaT4Y-MaHENI B KOMMYTAIMOHHBIA MIKad, HA CTEHY 2
IIpakTHyeckoe 3aHsiTHE DKCIUTyaTalUsl TEXHUYECKUX CPEJICTB CETEBOM MHPPACTPYKTYPHI (IIPHHTEPEI, 2
KOMIIbIOTEPBI, CEPBEPHI)
IIpakTHYeckoe 3aHATHE BEITOIIHEHNE IEHCTBUM 10 YCTPAHEHUIO HEUCIIPABHOCTEM. BhINOJIHEHNE MOHUTOPHHT A 5
U aHaM3a paboThl JJOKAJIbHON CETU C MMOMOIIBIO IPOIPAaMMHBIX CPE/ICTB.
IIpakTnuyeckoe 3ansiTne OpopmieHne TEXHUUECKON JOKYMEHTAIMH, IIpaBuiia o(popMiIeHHs JOKYMEHTOB 2
IIpakTnueckoe 3ansaTue [Ipotokon ynpasienus SNMP. OcHoBHbIe xapakTepucTiKu npoTokonaa SNMP. Ha6op 2
yenyr (PDU) nporokona SNMP. @opmat coobuiennit SNMP.
IIpakTHyeckoe 3ansTHE 3a0a4n YIPABICHNS: AaHAJIU3 TPOU3BOJUTEIIBHOCTH CETH, aHAIU3 HAIEKHOCTH CETH 2
IIpakTnueckoe 3ansTHE YpaBieHHe 0€30MaCHOCTBIO B CETH. YUeT TpauKa B CETH 2
IIpakTnueckoe 3ansaTe CpecTBa MOHUTOPUHTA KOMITBIOTEPHBIX ceTei. CpeacTBa aHanM3a CeTH ¢ IOMOIIbIO 9
KOMaHJI CETEBOI ONEPALMOHHON CUCTEMBI

Tema 1.2 Dxcnuryaranus Coaepxanue

cucreM IP-reseponnn 1. Hacrpoiika H.323.
Omnucanue H.323 u obmme pexomenaanuu. OyHkimoHanbHble KoMoHeHThl H.323.Y cranoBka u moaaepxka 2
coequnenust H.323. Coenunenus 6e3 u ¢ ucnonszoBanreM GateKeeper. CoeanHeHuUs ¢ UCHONIb30BaHUEM
Heckosbkux GateKeeper. MHoromnosb3oBarenbckue KoHpepenunu. OdecrneyeHne 0TKa30yCTOMUNBOCTH.
2. Hacrpoiika SIP. 2

Omnucanue u odmue pekomenaanuu. Texnonorus SIP u cBsi3anHbIe ¢ HEeW cTaHAapThl. OyHKIIMOHATIBHBIE
komnoHeHThI SIP. CooOmienus SIP. Anpecanus SIP. Mozaens yctanoBieHus: coeaunenus. [InanupoBanue
OTKa30yCTOMYHMBOCTH.
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3. YcTaHOBKA M MHCTA/UIALMS MPOTPAMMHOI0 KOMMYTATOpA.

Mouraxusie mpouenaypsl. [lponeaypsl HHCTAIUTSIMK. Y TIPaBIeHUE alapaTHBIMU CPEICTBAMH U TOPTAMHU.
[Tporokomnsl ynpasnenus MGCP, H.248. Co3znanue aHanoroBelx a0OHEHTOB. BHYTpUCTaHIIMOHHAS
MapLIPyTU3aLHUSL.

4. YnpasJiieHHe NPOrpaMMHBIM KOMMYTATOPOM.

MapmpyTtuzanus. ['pynrmsl coemuauTenbHbIX TuHui. [Toakmrouenue cranmuii ¢ TDM (aGoHEHTCKUIA 1OCTYIT
TDM). Curnamuzanust SIP, SIP-T, H.323 u SIGTRAN. IP -a6onenTsl. ['pynmsl aboHEeHTOB. JlOMOIHATEIHHBIE
a0OHEHTCKHUE YCIYTH.

5. Opranusanus 3xcruryatanun cucrem IP-renedonnn.
Texnuueckoe 00CITy’)KUBaHUE, IUTAHOBBIN TEKYIINH PEMOHT, IJIAHOBBIN KalUTaJIbHbBII PEMOHT, BHEIJIAHOBBIH
PEMOHT

6. BoccraHoBiienue paGOTbI CE€TH IOCJIC aBapHuH.
CxeMnl HOCHeaBapHﬁHOFO BOCCTaHOBJICHUA pa6OTOCHOCO6HOCTI/I CCTH, TCXHUYCCKAA U IIPOCKTHAA
AOKYMCHTal M, CIIOCOOBI PE3CPBHOIO KOIMUPOBAHUA JAHHBIX, ITPUHIIUIIBI pa6OTI)I XpaHWJIWI JaHHBIX

IIpakTHyeckoe 3ansaTue HacTpolika anmapatHeIX ¥ porpaMMHbIX IP-TenedonoB, hakcor

IIpakTuyeckoe 3ansaTue Pa3BepTriBanue cetu ¢ ucnoib3oBanueM VLAN mis [P-tenedonun. Hactpoiika
LUTI03a

IIpakTHYeckoe 3aHATHE Y CTAaHOBKA, MOAKIIOYEHUE U TIEPBOHAYATIbHBIE HACTPONUKH TOJIOCOBOTO
MapupyTusaropa. Hactpoiika TaGnuils! moibp30BaTeNei, HACTPOIKa rPYIII, HACTPOUKA TOJIO0COBBIX COOOIIIEHUI B
roJIOCOBOM MapLIpyTHU3aTOpE.

IIpakTnyeckoe 3anaTue Hacrpoliika nporpammHo-annapatHoi [P-ATC. VYcraHoBka u HacTpoiika
nporpammHoil [P-ATC (nanpumep, Asterisk).

IIpakTHYeckoe 3aHATHE MOHUTOPUHT U AaHAJIN3 COEUHEHUH 10 PA3JIMYHBIM IIPOTOKOIaM. MOHUTOPHUHT
BBI30BOB B IPOTPAMMHOM KOMMYTAaTOpE

IIpakTnueckoe 3ansaTue Co3gaHue pe3epBHBIX KON 0a3 JaHHBIX

IIpakTnyeckoe 3aHsaTHe J{MarHOCTUKA U YCTpaHEHHUE HeucHpaBHOcTel B cucremax IP-tenedonuu

IK3aMeH

KOHchI])TaI[I/II/I K 9K3aMEHY

WININIDN N

TEMATHKA CAMOCTOATEJIbHOM yueOHoi padoTsl npu usydyennu M/IK 03.01 Dxcruryaranust cereBoil HHPpacTpyKTypbl

Cucremaruueckasi IpopabOTKa KOHCIIEKTOB 3aHATHH, yueOHOH U crielnanbHOM TEXHUYECKOH JTuTepatypsl (110 BorpocaMm K naparpadam, riaBam
y4eOHBIX TTOCOOUI, COCTaBIEHHBIM IpenoaaBareneM). [lonroroska k mabopatopHbIM paboTaM ¢ UCHOIb30BaHUEM METOAMUECKUX
peKoMeHIalui npenogasarens, opopMieHue 1JabopaTOpHbIX paboT, OTYETOB M MOJTOTOBKA K WX 3aLIHTE.

12




TemaTnka 1oMalIHUX 33/1aHUI, CO001IeHNI, pedepaToB:

RBPooo~NoOr~wN

OCHOBHBIE 3TaITbl YKCIUTyaTaIlUN CETEBONW HHPPACTPYKTYPHI.

TexHOJIOrHH MOHUTOPHHTA U YIIPABIICHHUS CETEBBIMU PECYPCAMHU.

AHanu3 6e30MacHOCTH CETEeBOM MH(PPACTPYKTYPHI H METOJIBI 3AIIHUTHI OT YTPO3.

Pa3paboTka cTpaTeruu pe3epBHOTO KOIMPOBAHMSI JJAHHBIX CETEBOW MH(PPACTPYKTYPHI.

OrneHka MPOU3BOAUTEIFHOCTH M ONITUMU3AIHS pa0OTHI CETEBBIX YCTPOUCTB.

Pa3paboTka riana BOCCTAHOBIJICHUS TIOCIE KaTacTpO(bl JUIs CETeBOI HH(PACTPYKTYPHI.
HccnenoBanue B3auMOICHCTBHS CETEBOM MH(PPACTPYKTYPBI C CUCTEMAMU YTIPABIICHUS U XPAaHECHUS TaHHBIX.
Vcrionp30BaHue TEXHOJIOTUH BUPTYaIH3alUU IS ONTHMHU3AIUYN CETEBOW MHPPACTPYKTYPHI.
OrneHka BO3MOKHOCTEH 1 Tipo0iieM 001auyHbIX TEXHOJIOTHI B CETEBOM HH(ppacTpyKType.

0. MUccnenoanue npumenenust SDN (Software-Defined Networking) B ceTeBoii undpactpykrype.
1.  HWurerpauus u ynpaBieHHUE CETEBBIMU YCTPONCTBAMHU Pa3IMYHBIX IIPOU3BOAUTEICH.

12.  PasButue cereBoii uuppactpyktypsl B KoHTeKCcTe [0T (Internet of Things).

13.  OueHka u ynpaBieHHE PUCKaMH, CBA3aHHBIMHU C SKCIUTyaTaluell CeTeBO HHPPACTPYKTYPHI.
14.  AHnanu3 BausSHUS OOHOBICHUI U M3MEHEHUN Ha paboTy ceTeBOil HHPPACTPYKTYPHI.

15.  HccaenoBanue nmpobieM MacITaOMPOBAHMS U PACIIMPEHUS CETEBOM MHAPACTPYKTYPHI.

CamocrosiTesibHas padoTa K 3JK3aMeHy 2
MAK.03.02 TexH0JOruH aBTOMATH3AI MU TEXHOJOTHYECKHUX NMPOLECCOB 142/3,94
Tema 2.1. Conepxanue
ABTOMaTH3MPOBaHHbIE =
CHCTeMBbI yIpaBIeHEs 1. [Tonsitue 06 oobekTe ynpasieHus. CBoiicTBa 00bekTa ynpasieHus. Kinaccuduxaiys TeXHOIOTHYECKUX
00BEKTOB YIIPaBIIEHUS 110 TUITY, XapaKTepy TEXHOJIOIMYECKOTr0 Mpoliecca, 10 XapaKTePUCTHKE TapaMeTpoB 2
TeXHOJIOTH4eCKMMH
npoueccamu (ACY TII) YHPAp/ICHHA
2. Knaccudukanus cucrem ynpaBieHUs: TEXHOIOTMUECKUMH 00BEKTaMU MO CIOCO0Y, e U CTETIeHU 2
LEHTPaJIN3aUH YIIPABJICHUS.
3. OOm1re cBeeHust 00 AaBTOMATU3UPOBAHHBIX CUCTEMAX YIPABJICHUS TEXHOJIOIMUECKUMH MTPOLieccaMu
(ACVYTII) u cucremax aBromarudeckoro ynpasieHus (CAY) OcnoBubie pynkunn ACYTII u CAY. 2
Texuuueckoe, mporpaMMHoe U nHpopmarmonHoe obecneuenue ACYTII
4. Crpykrypa ACYTII Ha 6a3e MukpomnporeccopHoil TexHuKd. CpencTBa U3MepeHus mpeodpa3oBaHus U 2
peryimpoBanus B ACYTII
5. OcCHOBHbBIE TOHATHS AaBTOMAaTU3UPOBAHHOM 00paboTKu nH(popMaru. MeTobl U CpecTBa
MoJierpoBaHus TexHosorndeckux mnpoueccoB B ACYTII. O030p coBpeMEHHBIX TEXHOJIOTUHN U TeHICHIINN 2
pa3zsutusit ACYTII
6. [IporpammupoBanue u Hactpoiika ACYTII: s3b1ku IporpaMMUpOBaHUs, METObI U HHCTPYMEHTHI 2
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1. Wurerpanus ACYTII ¢ npyrumu cucremamu 1 000py0BaHUEM B TPOU3BOACTBEHHOM IIpoLiecce

8. Ornenka 3¢ ¢heKTHBHOCTH B 3KoOHOMHUYecKas onieHka BHeapeHuss ACYTII .OcoGeHHOCTH yrpaBIIeHHs
MIPOU3BOJICTBEHHBIMU CUCTEMaMH B YCIIOBUSX HEONPECIICHHOCTH U IEPEMEHHBIX YCIOBHI paOOTHI
9. [Ipumenenue cucteM uckyccTBeHHOTO HHTEIUIeKTa B ACY TII: HelipoHHbIE C€TH, TEHETUYECKUE

AJITOPUTMBI, OKCIICPTHLIC CUCTCMbI

IIpakTnueckoe 3ansaTue OnpeseneHne CBOMCTB 00bEKTOB yIPABICHUS HA MTPAKTHKE

IpakTnyeckoe 3ansitue Krnaccudukanmss TEXHOJOTHMUECKMX OOBEKTOB  YHpPaBICHHA Ha IpUMeEpe
MIPOU3BOJICTBEHHOTO MPEANpPUATUS AHAIIU3 U CPAaBHEHUE CUCTEM YIPaBIIECHUS TEXHOJIOTMYECKUMH O0bEKTaMH Ha
IpUMepe pa3InyHbIX OTPACIEH MPOMBIILIEHHOCTU

IIpakTnueckoe 3ansitue l3yuenue mnpuHmunoB padbotel ACYTII u CAY Ha mpumepe pealibHBIX CHCTEM
ynpasneHusi. Co3gaHue npocToi MOJIEIN TEXHOJOTHYECKOTO Ipoliecca

IIpakTnueckoe 3ansitme O3HakomyieHWe C coBpeMeHHbIMH TexHojorusiMu ACYTII Ha mnpumepe
CYUIECTBYIOIIUX ITPOEKTOB U UCCIIEI0BaHUN

IIpakTnueckoe 3ansaTue [Iporpammuponanue 3nemeHToB ACY TII Ha s13pIKax MporpaMMHUpOBaHUsI Ha IPAKTHKE

IIpakTuyeckoe 3ansiTme Hactpoitka m mpoBepka pabotocrnocobHoctn anmemeHntoB ACYTII Ha mnpumepe
KOHKpeTHOW cucTteMbl ympasienus. Wurerpamuss ACYTII ¢ ppyrumu cucreMamMu u 00OpyJIOBaHHEM B
IIPOU3BOACTBEHHOM IIPOLIECCe

IpakTuyeckoe 3ansaTue Otuenka dpPexTuBHOCTH U dKOHOMHUecKas orleHka BHeApenuss ACYTII. Pa3paboTka
CHUCTEMBbI YIIpaBJIEHUS MNPOU3BOACTBEHHBIMU MPOLECCAMU B YCIOBUSX HEONPENEIEHHOCTH M IEPEMEHHBIX
yCIIOBUM pabOThI

HpaKanecxoe 3aHATHE HpI/IMeHCHI/Ie HeﬁpOHHBIX CeTed B CHCTEMax YHOpaBJICHUA TEXHOJIOTHYCCKUMU
nmponeccamu . HpI/IMeHCHI/Ie OKCICPTHBIX CUCTEM B CUCTCMAX YIIPABJICHUA TEXHOJOTHUYCCKUMHU IPpOoLIEeCCaM

IIpakTnyeckoe 3ansaTue Co3gaHHe MPOEKTa AaBTOMATHU3AIMU YIPABICHHUS TEXHOJOTHYECKHM IPOILIECCOM Ha
ocuoBe ACVYTII

Tema 2.2.
HpOMbllllJIeHHble ceTreBbIe

TEXHOJIOTMH M POTOKOJIbI
B ACY TII

Conep:xanue

1. PoJib 1 MecTO ceTeBbIX TEXHOJIOTHIl B MPOMBIIIVICHHOH aBTOMATH3allMU

O030p ceTeBBIX TEXHOJOTHH, UX POJb B MPOMBINIICHHONW aBTOMAaTH3allMU, a TaKXKe WX MPEUMYIIeCTBa U
HenocTatku. OCHOBHBIE THITBI TPOMBITIIUICHHBIX CETEH, MX XapaKTEPUCTUKH U OCOOEHHOCTH, a TAKKEe METOIBI X
peanu3anuu. [IpOTOKONBI CBsI3W, HCMHOJB3yeMble B MPOMBIIIJICHHOW aBTOMATHU3AllMH, WX OCOOCHHOCTH U
MIPUMEHEHUE.

2. TpeGoBanus K NPOMBIILIEHHBIM ceTM. ba3oBble MOAX0AbI K HX peau3aunu
Onrcanne OCHOBHBIX TpeOOBAaHWW K CETSIM MPOMBIIUICHHONW aBTOMAaTH3allMM, B TOM YHCJIE 1O HAaJIeKHOCTH,
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MPOITYCKHOM CITOCOOHOCTH M YIPABJISIEMOCTH, a TakXke 0a30BBIX MOJXO0JIOB K MPOCKTUPOBAHUIO U peaTU3alNU
MPOMBIIUICHHBIX CETeH, BKJOYas BHIOOpP THUIA CETH, TOIMOJIOTHMIO, CPEICTBA Iepelayd JaHHBIX, CETEBbIC
IIPOTOKOJIbI U CUCTEMBI OE€30M1aCHOCTH.

3. IIporoxkoa MODBUS

Onucanue OCHOBHBIX XapaKTEPUCTUK W TMPHHLIUIIOB PabOThl MPOMBIILICHHOTO IMpoTokona cesizu MODBUS,
BKJIIO4as popmar KajJpa, agpecaruro, Kol pyHKIUI, METOIbI IIepeiaul JaHHBIX ¥ BO3MOKHOCTH PACIIMPEHHUS.
Taxoke paccMaTpUBarOTCS TUIIOBBIE MPUMEHEHHS U YCTPOHCTBa, paboTarouue rno nporokoary MODBUS.

4, O01mme NPUHIMIIBI OPraHU3ANUN PA0OTHI PA3JIUYHBIX YCTPOUCTB NP UCIOJIb30BAHUM MPOTOK0JIA
MODBUS

[TpuHIMIBI B3aUMOJIEHCTBUSL YCTPOMCTB, paboTarommx Ha mpotokoie MODBUS, Bkimtoyas mpaBmiia oOMeHa
JTaHHBIMU, (OpMaT aJpecalfii, THUIBI 3alPOCOB W OTBETOB, a TAKXKE THIIBI JIAHHBIX, MOJICPKHUBACMBIC
IIPOTOKOJIOM.

o. Opranunzanus padotsl B nporokosie MODBUS konTpoJiiepa (slave) u oneparopHoii naneau
(master)

OcHOBHBIE TPUHIIMAITEI PA0OTHI B pekUMax slave um master, a Takke Mpoeaypsl 0OMEHA TaHHBIMH MEXIY HUMU C
ucrosb3oBanueM nporokosa MODBUS.

6. BoipaBHuBaHue agpecoB NMepeMeHHbIX B M0J1e NaMITH POTOKO0JIAa

[Tpunnune! paboTel ¢ anpecanuel nepeMeHHbIX B mpoTokoie MODBUS. OcHoBHBIE TpeOOBaHUS K aapecaluu 1
BBIPAaBHUBAHUIO JIAaHHBIX B IOJIE MaMATU IMPOTOKOJA, a TAaKXKE CIOCOOBI PEIIeHUs BO3HUKAIOIIUX IPOOJIEeM.
TunoBele omOKK Ipu paboTe ¢ ajipecaliueil 1 uX NpeaoTBPALICHHUE.

1. PaGora konTpoJsiepa (master) B ceTu ¢ MOYJIsIMH BBO1a/BbIBOA (slave)

OCHOBHbBIE TNPUHIMIBI B3aUMOJEHCTBUS KOHTPOJUIEpA M YCTPOWCTB BBOJAA-BBIBOJA IIOCPENCTBOM CETEBBIX
npotokoiioB. [Ipotokonst MODBUS RTU u MODBUS TCP, ux oco6eHHOCTH U MpaBuUjia UCIOIb30BaHUS MpU
paboTe KOHTpOJIepa Kak B pexkuMe master, Tak U B pexxume slave. [Topsaok HacTpolku mapaMeTpoB COCTUHEHUS
U oOMEeHa JaHHBIMM MEXIy KOHTPOJUIEPOM U YCTPOMCTBAMM BBOJIa-BbIBOJIA, AHAJIM3UPYIOTCS BO3MOXKHBIE
1po0JeMbl IpH paboTe B CETU U CIIOCOOBI MX YCTPAHEHMSL.

8. Padora B ceTn mo nporoxkory MODBUS RTU c¢ pa3iiu4HbiMu yeTpoiicTBaMu

OcnoBuble acriektel nmpoTtokona MODBUS RTU, Bximtouast opmaT kanapa, anpecanuio, (QpyHKIUH, a Takxke
U3y4deHHue paboThl Pa3IUYHBIX YCTPOMCTB (KOHTPOJIEPOB M MOAYJEHl BBOJA-BbIBOJA) B CETH, UCIOJIb3YS STOT
npotokos. Hactpoiika u KkoH(Urypamus yCTpOHCTB, aHAlM3 IMPOTOKOJIa OOMEHAa M METOJbl JUarHOCTUKU
npobiieM, BozHuKarouux B padore cetru MODBUS RTU.

9. Pa6ora B ceTu no mporokoay MODBUS TCP
OcnoBsl mpotokoia MODBUS TCP, Bkitouast popmatsl COOOIIEHHI, CTPYKTYPY TPaH3aKIIHiA, CIIOCOOBI 0OMeHa
JAHHBIMU MEXJY YCTPOMCTBAMH, a Takke HacTpoilky u koHurypauuto cetu MODBUS TCP u ee ycTpoicTB.
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CoBpeMeHHbIE TEXHOJIOTMU U HHCTPYMEHTHI JIIs1 MOHUTOpUHTa U ynpasiieHus cerbto MODBUS TCP, Takue kak
SCADA-cucremsl u [10 m1s ceTeBOoro aHaausa.

10.  TunoBble MPOMBILLJIEHHbIE TPOBO/IHBIE H Ka0eIbHbIe ceTeBble MPOTOKOJIbI

PaznuuHble ceTeBble NPOTOKOJIBI, HMCIOJB3yEMble B IPOMBIIUICHHBIX CETAX Ul OOMEHa JAHHBIMU MEXAY
yCTpOMCTBaMM aBTOMATU3alMM U yIPaBIEHUS TEXHOIOrMueckuMu nporneccamu (rporokoiisl, PROFIBUS, CAN,
Ethernet/IP, DeviceNet, Modbus, Foundation Fieldbus, AS-i u gpyrue). OcoOGEHHOCTH M MPHHIHUIBI PAOOTHI
KaXJIOT0 MPOTOKOJA, €ro MPEHMYIIECTBA U HEIOCTAaTKH, a TaKkKe CHocoObl HACTPOWKHM M KOH(UTYpHpOBaHUS
ceTell C UCIO0JIb30BAHUEM 3TUX IPOTOKOJIOB.

11.  BecnpoBoHbIE JOKAJIbHbIE CETH JUISI IPOMBIIIJIEHHOT0 MPHUMEHEeHHsI

Texnomoruu GECPOBOHOM CBSI3M, MCIOIB3YEMbIX B MPOMBIIIICHHOCTH, Takux kak Wi-Fi, Bluetooth, Zigbee,
LoRa, NB-IoT u ap. OcobeHHOCTH MCIOIb30BaHusl OECIIPOBOAHBIX CETEH B MPOMBIIIJIEHHOM OKPYKEHHUH, TaKHE
Kak TpeOOBaHUS K HAJEKHOCTH U O€30MacCHOCTH, OCOOCHHOCTH Pa3BEPThIBAHHS W KOHPHUTYPHPOBAHHS, & TAKKE
METO/IbI MOHMTOPHHTA U YIIPABJICHHsI OECIIPOBOJIHBIMHU CETSIMHU.

12. Crnenuaan3upoBaHHbIe ceTeBble HHTEP(Pelichl 11l YMHOI0 10Ma

PasnuuHbie MPOTOKOJIBI M TEXHOJIOTHH, HMCIIOJIb3yeMble B cHcTeMax ymHoro goma (ZigBee, Z-Wave, Thread,
Bluetooth, Wi-Fi u npyrue). Oco0eHHOCTH UX MPUMEHEHHSI B CHCTEMaX aBTOMATH3AI[MHA YMHOTO A0Ma. ACIEKThI
0€30MacHOCTH U 3aIUTHI JAHHBIX B CUCTEMaX YMHOTO JIOMa, BO3MOXHOCTH MHTETPAIlMU PA3JIMYHBIX YCTPOUCTB U
CHUCTEM B OJIHY CETb.

13.  IIpeodépa3oBatesu uHTepdeiicoB
[IpeobpaszoBarenu uaTepdeicoB I pa3nuuHbIX cTaHaapToB cBsizu (RS-232, RS-485, Ethernet, USB). Bribop u
HAcTpoiika mpeoOdpazoBareseii HHTEPPEHCOB B COOTBETCTBUH C TPEOOBAaHUSIMU KOHKPETHOM 3a/1a4H.

14. CoBpeMeHHbIe TeHAeHIIHN Pa3BUTHS ceTeBbIX TexHoJoruii B ACY TII — web-cepBeps! 1 001aunbIe
peLieHust

Ilonxompl K OpraHM3alliM CETEBBIX TEXHOJIOTMH B  aBTOMATU3MPOBAHHBIX CHCTEMax YIIPaBJICHHUS
TEXHOJIOTHYCCKUMH IIponecCaM, OCHOBAHHBIX Ha MHCIIOJIb30BAHUN WGb-CCpBCpOB A 00JavYHBIX pemeHHﬁ.
OCHOBHBIE TNPUHIMIIBI MOCTPOEHHUs] Web-cepBepoB M HX B3auMojeHcTBHs ¢ ycTpoiictBamu ACY TII,
BO3MOJKHOCTH HCIOJIBL30BAHUST  OOJIAaYHBIX pGIHGHI/Iﬁ 1 YAAJICHHOr0O  MOHUTOPHMHTAa W YIIPABJIICHHUA
TE€XHOJIOTMYECKMMHU NTPOLIECCAMM.

15. KondurypupoBanue u HACTPOMKAa ceTeBbIX YCTPOUCTB IJI ABTOMATH3ALMH TEXHOJOTHYEeCKUX
NpoueccoB

[Ipomiecc HacTpoWku W KOH(PUTYPUPOBAHHUS CETEBBIX YCTPOWCTB [IJIi ABTOMATH3AIlMU TEXHOJIOTHYECKUX
MPOIIECCOB B MPOMBINIICHHOCTH: W3YYEHHE PA3NIUYHBIX MPOTOKOJIOB CBSI3M, HACTPOWKA yCTPOMCTB HA paboTy B
CETH, a TAKXKe OIpeJIeTIeHHE HACTPOEK O€30MacHOCTH U MOHUTOPHHIA CETEBOM aKTUBHOCTH.

16. Oco0eHHOCTH IPHUMEHEHUS IPOMBIILICHHBIX CETEBbIX IPOTOKOJIOB B YCJIOBUAX BHICOKMX HATPY30K
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M IJIOXOH CBSI3H

[IpoGaeMbl, BOZHHKAIOIINUE TPH NEpeIade MTaHHBIX B MPOMBIIUICHHBIX CETSAX B YCIOBUSX BBICOKMX Harpy3oK U
I0X0M cBsizu. M3yueHue METOJIOB peIIeHUsS HTUX MpoOJeM C HCIOIb30BAHUEM CIIEHHUATU3UPOBAHHBIX
MIPOMBIIIUICHHBIX CETEBBIX MPOTOKOJIOB. METOIbl ONTUMHU3AIMH TTPOITYCKHOM CIIOCOOHOCTH CETEH W YMEHBIIICHUS
3aJEPKEK Mepe/lavn JaHHbIX.

17. CpaBHuTebHbIH aHau3 npoMbinieHHbIX Ethernet-rexnosornii: EtherNet/IP, PROFINET,
Modbus TCP

00630p u aHayM3 0coOeHHOCTEH Tpex mpoMbinuieHHBIX Ethernet-porokosos: EtherNet/IP, PROFINET u Modbus
TCP. Paznuumsi MeXAy ITHMH MPOTOKOJIAMH, WX MPEHMYIIECTBA W HEJOCTATKH, OO0JIACTH TPUMEHEHUS B
npombinuieHHbIX ceTsix 1 ACY TIL

18.  IIpuMeHeHMe MPOMBINLIEHHBIX MAPIIPYTH3ATOPOB 1JIsl 00ecneyeHus 6€30MACHOCTH M HA1eKHOCTH
padoThI ceTeBON MHPPACTPYKTYPHI.

Portb  IpOMBINIICHHBIX MapUIPyTU3aTOPOB B OOECIEYeHUH O€30IMacHOCTH W HAJeKHOCTH pabOTHI CETEBOU
UHQPACTPYKTYpbl B HPOMBIIUIEHHOW cpene. OCHOBHblE (DYHKIMHM TNPOMBIIUIEHHBIX MapLIPyTH3aTOPOB
(BuptyanbHas yactHas cetb (VPN), 6panamaysp, NAT-tpancisiuus), ux KOHGUTypalus U HacTpoiika. MeToabl
3alIMThI OT BHEIIHUX aTaK M 00ecneueHus HaJIe)KHOCTH paboThl ceTeBOM HHPPACTPYKTYPBHI.

IIpakTnyeckoe 3aHsaTHe PaboTa C OCHOBHBIMU CETEBBIMH TEXHOJOTHSIMHU B IPOMBINUICHHOH aBTOMATH3AIHU
Pa3paboTka cxembl IPOMBILUICHHON CETH U BBIOOp CPEJCTB €€ pealh3aliu

IpakTuyeckoe 3ansaTue [lpakTuueckoe npumenenue nportokona MODBUS nns oOMeHa AaHHBIMH MEXIY
YCTpPOMCTBaAMU

MpakTnuyeckoe 3ansitue Co3naHne KOHPHUTYpalMM CETH C HCHOJb30oBaHWEM mpoTtokona. MODBUS
Opranuzanus paboTsl KoHTpoiulepa (slave) u omeparopHoi manenu (master) mo mnporokony. MODBUS
BripaBHHBaHME apecoB MEPEMEHHBIX B T0JI€ MAMSITH MTPOTOKOJIA.

IIpakTnueckoe 3anaTue. MODBUS Hactpoiika paGoTbl KoHTposuiepa (master) ¢ MOAYJISIMU BBOJA/BBIBOAA
(slave) mo mpotokomy MODBUS RTU. Ilpaktuueckass paboTa ¢ pa3JMYHBIMU YCTPONCTBaAMH IO MPOTOKOIY
MODBUS RTU

IIpakTnuyeckoe 3ansatue PabGora ¢ mporokorom MODBUS TCP. Pabota ¢ THINOBBIMH IpPOBOJHBIMU H
Ka0eIbHBIMU IPOTOKOJIAMH B MPOMBIIIJIEHHOCTH

IIpakTnuyeckoe 3ansitue l3ydeHue OeCHpPOBOJHBIX JOKAJIbHBIX CETEH JJs NPOMBIIUIEHHOTO HpPUMEHEHHUs
[TpakTHueckoe NpHUMEHEHUE CHEelHaTu3UPOBAHHBIX CETEBbIX HHTepdeilicoB ans ymHoro jnoma. Pabora ¢
npeoOpa3oBaTesisiMU HHTEP(eHCoB B TPOMBIIIIICHHON CETH

IIpakTnyeckoe 3ansitue O3HaKOMJICHHE C COBPEMEHHBIMH TEHACHLMSMHU B PAa3BUTHM CETEBBIX TEXHOJIOTHI B
ACY TII, Bxmouas web-cepBepsl 1 06iaunble perieHns. OcoOeHHOCTH MPUMEHEHHs! TPOMBIIIIEHHBIX CETEBBIX
IIPOTOKOJIOB B YCIIOBUSIX BBICOKMX HArpy3oK U IUIOXOW cBsi3u. CpaBHUTENbHBIM aHAINW3 MPOMBIILIEHHBIX
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Ethernet-rexunomnoruii: EtherNet/IP, PROFINET, Modbus TCP

IIpakTnyeckoe 3anusitue [IprMeHeHne NPOMBIIUIEHHBIX MapIIPyTU3aTOPOB AJisd oOecreueHus: Oe30MacHOCTH U

HAJIGKHOCTH  paboOTBl  ceTeBOM  WMHGpAcTpyKTyphl. [IpakTHdeckoe  HMCHONB30BaHUE  MPOMBIIIIICHHBIX 2
MapuipyTu3aropos. Opranusanus yJ1aJIeHHOIO I0CTyIa K CETEBbIM YCTPOWCTBAM B IPOMBILIUIEHHON CETH
IIpakTnuyeckoe 3ansiTue Pa3paboTka U TeCTUPOBAHHE COOCTBEHHOTO MPOMBIIIICHHOTO MPOTOKOJA Uil OOMEHa
JAHHBIMM MEXJy YycTpoiictBamMu B ceru. OpraHuzanus KiacTepa IPOMBIIIJIEHHBIX KOMIBIOTEPOB IS 2
BBIIIOJHEHMS] BBICOKOIPOU3BOAUTENbHBIX BblunciieHuil B ACY TII
KypcoBoii npoekT (padora)
TemaTuka KypcoBbIX IPOeKTOB (PadoT)
1. Pa3paboTka cucTeMbl aBTOMaTU3aIMK IIpoLiecca MPOU3BOJICTBA Ha 0a3e MPOMBIIIJICHHOTO KOHTPOJLIepa.
2. Coznianue cucTeMbl aBTOMaTHUECKOIO YIIPABICHHS TEXHOJOTHYECKUMHU MPOLIECCAaMU HA OCHOBE METOJ0B HCKYCCTBEHHOT'O MHTEIIEKTA.
3. Pa3paboTtka mporpaMMHOro obecreueHus st aBTOMaTH3al1K IIpoliecca COOpKU U3EIUi Ha MPOMBIIUIEHHOM IIPOU3BOJICTBE.
4. Uccnenoanue u Baenpenne texuooruu RFID (Radio Frequency Identification) mist aBromartu3amuu ydera U KOHTPOJIS TPOIIECCOB HA
IIPOU3BOJICTBE.
S. Cozianue cucTeMbl MOHUTOPUHIA TEXHOJIOTMUECKUX MPOLIECCOB C MCIIOIb30BaHUEM JaTYUKOB U [oT-TexHomoruii.
6. Pa3zpaGoTka cucTemMbl aBTOMAaTHMUYECKOTO YIPABJICHUS SHEPronoTpeOeHueM Ha IMPOU3BOACTBE Ui IMOBBIIIEHUS S(P(GEKTUBHOCTH U
SKOHOMMH 3aTpar.
7. HccnenoBanue M BHeApeHHE TeXHOJOruu 3D-medaTd B NPOM3BOJCTBEHHBIM MpoOIecC C LENbl0 aBTOMATH3allMd M ONTUMHU3ALMH
MIPOLIECCOB.
8. Pa3paboTka cucTeMbl aBTOMAaTHYECKOT0 KOHTPOJISL M YIPABJICHUS Ka4YeCTBOM MPOAYKIUH Ha TIPOU3BO/ICTBE. 30
9. HccnenoBanne M aHaIW3 CYLIECTBYIOIIMX TEXHOJIOTMHM aBTOMAaTH3allMM TEXHOJOIMYECKHMX IpPOLECCOB C IIeNIbl0 BblIOOpa Hambosee
3G dEeKTUBHON M ONTUMANIBHOM.
10.  Co3maHue cuCTeMBI aBTOMATH3AIlMHM YIIPABICHHS CKIAJACKHMHU IPOIECCAMHU C UCTONb30BaHUEM TexHoioruid loT m mcKyccTBEHHOTO
MHTEJUIEKTA.
11.  Pa3paboTka mporpaMMHOTO 0OecTieueH s I aBTOMATH3AIMH TEXHOJIOTHUECKUX MPOIECCOB Ha MAIBIX TMPEATIPHSITHSX.
12. HccnenoBaHue M BHEIpEHHWE CUCTEMbl aBTOMAaTH3allMM YIPABJICHUS IMPOU3BOACTBEHHBIM LMKIOM Ha OCHOBe mHpuHuuNoB LEAN-
MIPOM3BO/JICTBA.
13.  Co3paHue cucTeMbl aBTOMATU3UPOBAHHOTO YIIPABIECHUS U KOHTPOJIS TEXHOJIOTHYECKUX MPOLIECCOB B CEIBCKOM XO35HCTBE.
14.  PazpaboTka cucTeMbl aBTOMATH3allMM Mpolecca TPAHCIOPTUPOBKM TPYy30B Ha CKIaJgaX M MPOU3BOJICTBE C HCIHOJIb30BaHUEM
POOOTOTEXHUKH.
15.  HccnenoBaHue U aHaiu3 CyIIECTBYIOIIMX TEXHOJIOTMM aBTOMAaTH3allMU MPOIECCOB B MAaIMHOCTPOUTENIBHON OTpaciiv ¢ IeNIbl0 BhIOOpa
ONITUMAJIHOM JIJIs1 KOHKPETHOT'O MTPOU3BO/ICTBA.
KoHcyIbTanuu KypcoBOMY NMPOEKTY 6
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IK3aMeH

KoncyabTanmm K 3k3amMeny

TemaTHKka caMoCTOAITeIbHOI YueOHo# padoThl npu u3yyennu M/IK 02.02 TexHonoruu aBTOMaTH3aIMHA TEXHOJIOTHUECKUX MPOIIECCOB
Cucremarndeckas IpopabOTKa KOHCIIEKTOB 3aHATUH, yueOHOH U criennanbHOM TEXHUYECKOM JuTepaTypsl (110 BorpocaMm K naparpadam, riaBam
y4eOHBIX TOCOOUH, COCTAaBICHHBIM IpernoaBareneM). Iloaroroska x 1abopaTopHeIM padOTaM € UCIIOIb30BAHUEM METOMUECKUX
pekoMeHaalui npenoaasarens, oGopMieHne 1abopaTopHbIX paboT, OTYETOB U MOJrOTOBKA K UX 3aLIUTE.

TemaTuka JOMalIHUX 3aaHUI, COO0IeHNH, pedepaToB:

1. Ananu3 npoMbIIIIEHHOTO 00BEKTa U BBISIBIIEHUE IOTPEOHOCTEN B aBTOMATU3ALUU TEXHOJOTUYECKUX ITPOLIECCOB.

2. Pa3paboTtka cTpyKTypHO# CXeMbl aBTOMAaTH3aLMU TEXHOJIOTMYECKOr0 MpOoIlecca Ha OCHOBE BBIOPAHHBIX IPOMBIIUIEHHBIX KOHTPOJIJIEPOB
U YCTPOMCTB.

3. Br160p 1 HacTpolika JaTYNKOB U U3MEPUTENIbHBIX TPUOOPOB /AJI1 MOHUTOPUHIA TEXHOJOTUYECKUX TapaMeTPOB.

4. Pa3zpaGoTrka mnporpaMmHOro obecrnedeHuss i aBTOMAaTH3alMM TEXHOJIOTMYECKOro Ipolecca ¢ HCHOJIb30BAHHWEM  SI3BIKOB
nporpaMmupoBanus, Takux kak Ladder, Function Block Diagram (FBD), Structured Text (ST) u T.1.

S. Pa3zpaGoTka anroputMoB YIpaBi€HHs] TEXHOJIOIMYECKHM IPOLIECCOM C MCIIOJIb30BAaHHEM JIOTMYECKUX OIEpaluil U MaTeMaTHYeCKUX
BBIPA)KCHU.

6. Hactpoiika mpOMBILIUIEHHBIX CETEBBIX YCTPOMCTB JUIsi OOMEHa JaHHBIMHM MEXy HPOMBIIIJICHHBIM KOHTPOJIJIEPOM M YCTPOWCTBAMM Ha
MIPOU3BO/ICTBE.

7. Onenka 3¢ ()eKTUBHOCTH aBTOMATU3ALIMN TEXHOJIOTHYECKOTO MPOLIECca Ha OCHOBE aHAJIM3a MOJIyYE€HHBIX JaHHbIX.

8. Pa3paboTka TexHMUECKOTO 3aJJaHKs Ha aBTOMATH3AIMI0 TEXHOJIOTUYECKUX MTPOLIECCOB /ISl KOHKPETHOTO MPOU3BOACTBEHHOIO OOBEKTA.

9. Onpenenenue TpeOOBaHUM K 000PYIOBaHUIO U MHCTPYMEHTAPHIO [T aBTOMATH3allMK TEXHOJIOTHUYECKOTOo Ipoliecca.

10.  IlpoBeneHue WHXEHEPHBIX U3BICKAHUI U Pa3pab0OTKa TEXHUYECKOTO MPOEKTa Ha aBTOMATH3AIMIO TEXHOJIOTUIECKUX MPOIIECCOB.

11.  OueHka cTOUMOCTH 000PYAOBaHMS U IPOTPAMMHOI0 00eCTIeYeHUs JJIsl aBTOMATHU3allli TEXHOJIOIHYECKOr o Ipoliecca.

12. AnHanu3 puCKOB M MPUHATHE MEp MO 00ECTIeUSHUIO O€30ITaCHOCTH MPOIIECCa aBTOMATH3AIMH TEXHOJIOTHYECKUX MTPOIECCOB.

13. H3yueHue NpOMBIIIICHHBIX CTAHAAPTOB U HOPMAaTUBHBIX JOKYMEHTOB, PETYJIUPYIOMIUX aBTOMATU3AIIUI0 TEXHOIOTUYECKHUX MPOLIECCOB.
14. PazpaboTka MeTOAMKM TEXHUYECKOTOo OOCTYy)XMBaHUS UM pEMOHTa OOOpYIOBaHMs, UCIIOJIB3YEMOTO TMPU aBTOMATH3AlUU
TEXHOJIOTUYECKOI0 MpoLecca.

15.  H3yueHue mnpuMepoB YCIEIIHOM peaju3aldyd MPOeKTOB IO aBTOMATU3allMKM TEXHOJOTMYECKHX MPOLECCOB B PA3IUYHBIX OTPACIAX
ITPOMBIIIJIEHHOCTH.
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M/K.03.03 be3onacHocTh ceTeBOil HHPPaCTPYKTYPHI

140/3,89

Tema 3.1. be3onacHocTh
KOMIIBIOTEPHBIX ceTei

Conep:xkanue

1. ®dyHIaMeHTalbHble IPUHIMIIBI 0e30MACHOM ceTH
CoBpeMeHHbIE YTpO3bl ceTeBOl Oe30macHoCcTU. Bupychl, 4epBU U TpOsSIHCKHE KOHU. MeTOo/IbI aTak.

Be3onacHocTth ceteBbIX yerpoiicts OSI 2
besonacueiii goctyn k ycrpoicrBaM. Ha3zHaueHue aJMUHUCTPATUBHBIX POJied. MOHUTOPUHI W yIpaBJICHHE
ycrporictBamu. Mcniosnb3oBanne QyHKIIHs aBTOMAaTH3MPOBAHHON HACTPOMKHM 0€30MacHOCTH.

2. ABTOpU3aums, ayreHTuGuKanusa U y4er gocryna (AAA)

CpoiictBa AAA. JlokanbHas AAA ayrentudukanus. Server-based AAA

Peanuszanus rexnoJsioruii 6panamayspa ACL. 2
Texnonorus 6panamayaspa. Konrexkcthbiii kouTpons nocryna (CBAC). [lonutuku 6panamayspa, OCHOBaHHBIE Ha

30HaX.

3. Peasm3anus TexHoJI0THil IPeJOTBPallleHUs] BTOPKEHUSs

IPS texnonoruu. IPS curnarypsl. Peanuzauus IPS. IIpoBepka u Mmonutopusnr IPS

Be3onacHocTs JIOKaJBLHOM ceTH 2
ObecrnieueHre 6€30MaCHOCTHU MOJIB30BATENIBCKIX KOMIIBIOTEPOB. CooOpaskeHus o 6€30MacHOCTH BTOPOTO YPOBHS
(Layer-2). Kondwuryparius 0e30macHOCTH BTOpOro ypoBHsi. bezomacHocts 6ecnipoBosiHbiX ceteii, VoIP u SAN

4, Kpunrorpaduueckue cucremMbl

Kpunrorpaduueckue ceppucsl. bazoBas nenoctHocTh U ayTeHTUUHOCTh. KoHpuaenuunansHocts. Kpunrorpadus
OTKPBITBIX KJIFOUEH

Peanuszauus rexnoJsioruii VPN 2
VPN. GRE VPN. Komnonents! u ¢ynkiuonupoanue IPSec VPN. Peammzauus Site-to-site IPSec VPN c
ucnonszoBanueM CLI. Peanuzanus Site-to-site IPSec VPN ¢ ncnonb3oBanuem CCP. Peanuzanusa Remote-access

VPN

S, YnpasJjieHue 0€30aCHOI CEeThIO

[Tpunnunsl  ©e30macHOCTH  CeTeBOro Ju3aiiHa. besomacHas apxurTekTypa. YIpaBieHHE NpoleccaMu U
6e3omacHocTh. TecTupoBaHue ceTH Ha ys3BUMOCTH. HenpepblBHOCTH OM3HEca, IUIAHUPOBAaHHE BOCCTAHOBIICHUS 2
aBapuiHBIX cuTyauil. JXM3HEHHbIH UK CeTH U TUIaHUpoBaHue. Pa3paboTka perasaMeHToB KOMIAHUU U TTOJIUTHK
0€30MacHOCTH.

6. Be3onacHocTh 00/1a4HBIX BHIYHCICHU I

OcobenHoctu 6€30MacHOCTH OOJAYHBIX BBIYMCICHHWH, PUCKH W YIpO3bl. 3alllUTa OT aTak B OOJA4YHOU Cpere,
UCIIOJIb30BaHUE MEXAHU3MOB KOHTPOJISI IOCTYTa, MOHUTOPHUHIA U ayJIUTa, @ TAKXKE METOI0B KpUIITOrpadudecKoi 2

3allIUThI JaHHBIX.
MexcereBasi 0€30IACHOCTDH
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Mertoabl obecnieueHus] 0€30MaCHOCTH B3aMMOACHCTBHS MEXIY Pa3IUYHBIMU CeTAMHU. Peanuszanus TeXHOJIOTHH
MapIIPyTU3allUd M IUI030B, HCIOJIb30BAHME MEKCETEBBIX 3KPAaHOB, TE€XHOJIOTMH BHUPTYabHBIX JIOKAJIBHBIX
CETEM.

7. be3onacHOCTb BeO-NPUJI0KEHHH M MOOMJILHBIX YCTPOIiCTB

OcobeHHOCTH  yS3BUMOCTEH BEO-TIPHJIOKEHHM, METOAbl HMX OKCIUTyaTallud, a TakKXKe CpPEeACTBa 3allUTHI.
Pa3paboTka 06e30macHbIX BEO-NIPHIIOKEHUM, HCIOIb30BAaHUE METOJIOB aBTOMAaTHYECKOI'O TECTHPOBAHUS U
ySI3BUMOCTH. YTPO3bl 0€30MaCHOCTH MOOWJIBHBIX YCTPOMCTB, METOABI 3aIUTHl OT BPEIOHOCHBIX MPOTPaMM,
3alUTa TaHHBIX 1 KOMMYHUKAIIUH, a TaK)ke 0e30MacHOe UCII0JIb30BAaHHE MOOUIIBHBIX YCTPOUCTB.

3ammTa 0T CONMAIbHONH MHIKEHEePUH

MeToapl colMaabHOW MH)KEHEPHH, OMACHOCTH, CBSI3aHHBIC C MOJICIKOW M MaHUMYJIUPOBAHUEM JTaHHBIMHU, a
TaK)K€ METOJIbI 3aIIMTHI U O0YYCHHS IEpPCOHaa.

HpaKanecxoe 3aHATHE COI_II/IaJ'IBHaSI HHXXCHCPHA HccnenoBanne ceTEBBIX aTak M HHCTPYMCHTOB IMPOBCPKU
3allUThl CCTH

IIpakTuueckoe 3amsitme Hacrtpoiika Oe3zomacHoro gocryma Kk Mapuipytuzaropy  OOecrieuenue
aaMuHUCTpaTHBHOTO noctyna AAA u cepsepa Radius

IIpakTnueckoe 3ansaTtue HacTtpoiika mnonuTuku Oe3onmacHocTH OpannMays’poB Hacrtpoiika cuctemsl
npenorBpauieHus Bropskenuit (IPS)

IIpakTnueckoe 3ansaTue Hactpoiika Oe3omacHOCTH Ha BTOPOM YpOBHE Ha KoMMmyTtaropax lccrnemoBanue
MeronoB mudpoBanus. Hacrtpoiika Site-t0-SiteVPN wucnons3yss uHTepdeiic xkomaHgHOM cTpoku. bazoBas
HACTpoiiKka 1uro3a 6ezonacHocTH ASA 1 HacTpoiika OpaHaIMay pOB UCIONB3Ys HHTEpdeiic KOMaHAHON CTPOKHU

IIpakTuyeckoe 3ansitue basoBas HacTpoitka mumo3a Oe3omacHocTh ASA W HacTpoiika OpaHAMaydpOB
ucnons3yss ASDM. Hactpoiika Site-t0-SiteVPN ¢ oHOW cTOpOHBI Ha MapUIpyTHU3aTOpE HCIONB3YsT UHTEpdeiic
KOMaHHON CTPOKH M C JPYTrod CTOPOHBI HCTIONB3Ysl LT3 6e3omacHocTi ASA nocpeacrsoM ASDM

IIpakTnueckoe 3ansaTme HacrtpoiikaClientless Remote Access SSL VPNs wucnonszys ASDM Hacrpoiika
AnyConnect Remote Access SSL VPN ucnons3yst ASDM

IpakTuyeckoe 3anaTue . KomruiekcHas nmabopatopHas padoTta 1o 6€30macHOCTH

Tema 3.2. Od0ecrieuenne
ceTeBoi 0e30MacHOCTH

Conepxanue

1. Opranu3zanys 3aUMIIeHHBIX KaHAIO0B Mepelayi JaHHBIX JJ1s 00beIMHEHUS! TEPPUTOPHATIEHO
pacrpeiesieHHbIX O(HCOB B OJHY CETh.

Mexanu3mbl MUPPOBAHUS U Ay TEHTUPHUKALUH 17151 0OecrieueHus 3alIUIIeHHOr0 YIaJIEHHOTO JI0CTyIa K
KOPIIOPAaTUBHBIM HH(OPMAIIMOHHBIM pECypcaM M CEpPBHCAM.

2. Hcnonb3oBanue (haepBOIOB U MEKCETEBBIX KPAHOB JJIsi KOMIUIEKCHON 3allIUThl KOPIIOPATUBHOM CETH OT
HECaHKIIMOHUPOBAHHOTO AocTyna yepe3 MHTepHeT. AHAIN3 COAEP>KUMOTro TpaduKa U KOHTPOJIb IPUIOKEHUHN U
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MI0JIb30BaTEICH B CHCTEMAaxX OC30IMacHOCTH CETH.

3. MeTo 11 MUHUMHU3ALIUK PUCKOB BHeNIpeHust BpegoHocHoro [10 yepe3 orpannueHue omnacHbIX
KOMMYHHKAIMH B yOJIMYHBIX CETSAX. BBeIeHNE CUCTEMBl OOHAPYKEHHSI U TTPEIOTBPALIICHHS CETEBBIX
BTOPKEHMUIA.

4. TexHon0rnM UCTIONB30BaHUs BUPTYAIbHBIX YacTHBIX ceTeil (VPN) mis obecnieueHust 6€301macHOro
yAalneHHOro gocryna. Vcnoib30BaHne CUCTEMBI YIIPaBICHHs JOCTYIIOM Ul KOHTPOJIS 1OCTyIa K
KOPIIOPAaTUBHOM CETH.

5. Ob6ecneuenne 6e3omacHoctr Wi-Fi-ceteii. Peanu3zarus Mep mo odecreueHuo 6€30macHOCTH
JIEKTPOHHOM ITOYTHI B KOPIIOPATUBHOM CETH.

6. 3amuTa oT arak tuna "¢umunr". [IpuMeHeHrne aHTUBUPYCHOTO MIPOTrPAMMHOTO OOECTIeUeHUs AJIs 3alUThI
OT BUPYCOB U JIPYTUX BPEJOHOCHBIX POTrPaMM.

7. Hcnonp3oBanue cucteM 0OHAPY)KEHUSI BTOPKEHHI 1Tl paHHETO OOHAPY)KEHUS M ITPEIOTBPALICHHS YTPO3
Oe3omacHoctH. 3ammra oT DDoS-arak.

8. Peanuzanus mep mo obecriedeHn o 6€30MacCHOCTH MOOMIIBHBIX YCTPOMCTB, HCIIOIB3yEMbIX B
KOPHOPATHBHOM CeTH. 3auiura OT BHYTPEHHHUX YTPo3 0€30MacHOCTH.

9. Ob6ecrieueHne 6€30NMaCHOCTH 00TaYHBIX cepBHCOB. OpraHu3aIys MOHUTOPUHTA CETEBOM 0€30MacCHOCTH U
ayJuTa.

10. Brenenue cucteMbl KOHTPOIIS IEIOCTHOCTH (haliIoOB JIJIsl 3alIMTHI OT U3MEHEHUS UM BHEAPECHUS
BPEIOHOCHBIX MTPOrpaMM B (haiiioBbie cucTeMbl. [IpuMeHeHe MeTo10B MH(PPOBAHUS JAHHBIX JJIs 3alTUTHI OT
HECaHKITMOHMUPOBAHHOTO JIOCTYTA K KOHPUIECHIIMATHHON HHPOpPMAIIUH.

B ToM 4nciie NpaKTHYeCKUX 3aHATHH M 1a00paTOpPHBIX padoT

IIpakTnueckoe 3ansitue Hactpoiika VPN-TyHHenel ans opraHm3anuu 3alllMIICHHBIX KaHAJIOB Iepeadu
JTAHHBIX MEXKIY TEPPUTOPHAIILHO pacIpeieIeHHBIMU O(pHCaMu.

IIpakTnueckoe 3ansitue Pabora ¢ MmexaHusMamu IKMQpoBaHUS W AayTEHTHPHUKAUUU Ui oOecredyeHus
0€30I1acHOr0 yJaJIeHHOTO JI0CTyIa K KOPHOpPaTUBHBIM MH(GOPMALIMOHHBIM pecypcaM U cepBucaM. Hactpoiika u
UCIOJIb30BaHuE (hAaepBOJIOB U MEKCETEBBIX 3KPAaHOB MJIi KOMIUIEKCHOW 3alllUThl KOPIOPAaTHUBHOM CETH OT
HECaHKIIMOHMPOBAHHOIO A0ocTymna yepe3 MHTepHeT.

IIpakTnyeckoe 3aHsiTHe AHaIN3 COAEPKUMOro Tpaduka M KOHTPOIb MPHIOKEHUH M TOJIb3oBareneii B
cucreMax O€30MacCHOCTH CETH C HCIOJIB30BAaHUEM IPOTPAaMMHOIO OOecredyeHusi JUis MOHUTOPHHIa U
oOHapyxeHus1 yrpo3. Pa3paboTka m BHEAPEHHE MEp MO MHHUMHU3AIMH PUCKOB BHeApeHUs BpemoHocHoro [10
yepe3 OrpaHHMueHHe ONMACHBIX KOMMYHHUKALUHI B MyOJIMYHBIX CETSIX.

IIpakTnuyeckoe 3ansiTme HacTpoiika m pabora ¢ cucremamu OOHApPY)KEHUS M MNPEJOTBPALICHUS CETEBBIX
BTOPKEHUH JUIsl paHHEro oOHapYy>KeHUsl U MpeAoTBpallieHus: yrpo3 6e3omacHoctd. HacTpoiika U ncnosib30BaHue
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BUPTyalbHBIX YacTHBIX cetell (VPN) mns obecnieduenusi 6€30mMacHOro yJaJeHHOTO JOCTYNa K KOPIOPAaTHBHBIM
MH(POPMALIMOHHBIM pecypcaM U CEepBUCAM.

IpakTnyeckoe 3ansiTue Hactpoiika u paboTa ¢ cucTeMaMM YHpaBJCHUs JOCTYIOM JJsi KOHTPOJS JOCTyHa K
xoprioparuBHoii cetu. OOecnieuenue OezomacHoct Wi-Fi-cereii: HacTpoiika 0e30macHBIX TOYEK JOCTYyIIa,
HCIIOJIb30BaHUE CETeBO ayTeHTU(UKALMH, N(poBaHus TpapuKa U APYTUX METOIOB.

IIpakTnyeckoe 3ansaTue Pa3paboTka u BHeApEHHE Mep MO 0OecredeHHI0 0€30MaCHOCTH 3JIEKTPOHHOM MOYTHI B
KOPIOPATUBHOM CETU: HACTPOMKA AaHTUBUPYCHOTO MPOTrpaMMHOrO oOecreueHus, IpPOBEpPKa Ha HaJIU4He
BPEIOHOCHBIX BIIOKEHMH, 00ydeHHE IOJb30BaTeNeii OCHOBaM 0€30MacHOCTH 3JIEKTPOHHOU mouthl. OOydeHue
M0JIb30BATENISIM OCHOBAM 3aIlUTHI OT aTtak Tumna "umunr".

IIpakTnuyeckoe 3ansaTHEe PaboTa ¢ aHTUBUPYCHBIM IPOTrPAaMMHBIM OOECIEYeHHEM [yl 3aIlUThl OT BUPYCOB U
JpYTUX BPEJAOHOCHBIX MPOTpaMM: yCTaHOBKA, HACTPOMKa, 0OHOBJIEHHE 0a3bl JaHHBIX, CKAHUPOBAHUE U yAAJICHUE
BPEIOHOCHBIX IMporpaMM. HacTpoiika U HCIOIb30BaHME CHCTEM OOHApY)KEHUS BTOPXKEHUH JUIsl PaHHEro
0oOHapyXeHHs U IPEIOTBPALLEHUS YTPO3 O€30IaCHOCTH.

IIpakTnuyeckoe 3ansaTHe HacTpoilka n MCIOIb30BaHHE MEXKCETEBBIX SKPAHOB U (paepBOJIOB s oOecrneyeHus
KOMIIIEKCHOW 3aIlUTHl KOPIIOPATUBHOM CETH OT HECAHKIIMOHMPOBAHHOIO JocTyma yepe3 Murepuer. Bueapenue
CUCTEMBI YIPABJIEHUS NOCTYIIOM JJI KOHTPOJSA JOCTyIa K KOPIOPAaTMBHOM CETH: HACTPOMKa IpaBUi AOCTYIIA,
ayTeHTH(HKaLXs T0IH30BATENCH, YIPABICHNUE PUBUIICTHSIMH.

IIpakTnyeckoe 3anusitue lcrnonb3oBaHue TEXHOIOTUN BUPTyalbHbIX yacTHBIX ceteil (VPN) mis obecnieueHus
0e30MacHOro yJaJeHHOTro JOCTyNa: HacTpoiika u ympaBieHue VPN-TyHHensaMu, 3ammra JIaHHBIX,
MapuipyTtu3aius tpaduka. Odecneuenne 6e3omacHoct Wi-Fi-ceteii: HacTpoiika U ynpaBlieHHe OECIPOBOJHBIMH
TOYKAaMHM JIOCTYIa, 3alllUTa CETEBOro Tpaduka, ayTeHTUPUKAIMS M0JIb30BaTeNeH.

IIpakTnyeckoe 3anaTHe 3amura oT DDoS-aTak: MCHogb30BaHUE CHENMAIU3UPOBAHHBIX CPEACTB 3aLUTBHI OT
DDoS-arak, HacTpoiika MapuipyTu3anuu Tpaduka, MOHUTOPHHI CET€BOM aKTMBHOCTH. Peanmm3anus mMep 1o
o0ecreyeHn0 0e30MaCHOCTH MOOMJIBHBIX YCTPOMCTB, HCIOJB3yEMbIX B KOPIOPATMBHOM CeTH: HacTpoiika
MOJIMTUK O€30MacCHOCTH Jii MOOWJIBHBIX YCTPOMCTB, YIpPaBJI€HUE YCTPOHCTBAMH M MPWIOKEHUSMH, 3aIIUTa
JJAaHHBIX HA YCTPOMCTBAX.

IIpakTnuyeckoe 3ansitue ObGecrieueHne 0E30MACHOCTH OOJIAUHBIX CEPBHUCOB: BBIOOP HAJEXKHBIX MpPOBaiiepoB
00JIauHBIX CEpPBUCOB, HACTPOWKAa MpaBUJ JOCTYNAa M ayTeHTHU(PUKAUH, MHU(pOBaHHE NaHHBIX, MOHUTOPHUHT
AKTUBHOCTH B 00JIaUHBIX CEPBUCAX.

Kypcosoii npoekr (padora)

TemaTnka KypcoBBIX IPOEKTOB (PadoT)

1. AHanu3 ysi3BUMOCTEN ceTeBOU MH(PACTPYKTYpHI MPEANPUATHS U pazpaboTKa MiiaHa o0ecrieueHus: 6e30MacHOCTH.

2. Pa3paboTka 1 BHeipeHHE CHCTEMBl OOHAPY>KEHHSI U IPEAOTBPALLCHUS CETEBbIX BTOPKEHHIA.

3. HccnenoBanue U aHaIM3 METOJ0B MUHUMM3ALUK PUCKOB BHEAPEHHUs BpeoHOCHOTO 10 yepe3 orpaHnueHne ONAacHbIX KOMMYHUKALUNA B
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MyOJTUYHBIX CETSX.

4, [IpoexkTupoBanue u peanuzanus 3amuTbl OT DDoS-atak B KOpIOpaTUBHOM CETH.

S. Anamu3 3¢ (EeKTUBHOCTH  HCIIONB30BAHHMS MEXKCETEBBIX OSKPAaHOB Ui KOMIUIEKCHOW 3allUThl KOPHOPATUBHOW CETH  OT
HECAHKIIMOHMPOBAHHOTO A0CTyna yepe3 MHTepHer.

6. Pa3pabotka cucremsl ynpaBieHus JOCTYIIOM JJIsl KOHTPOJIS JOCTYyNa K KOPIOPATUBHOM CETH.

7. HccnenoBanue u pazpaboTka Mep 10 00eCeyeHHI0 6€301acCHOCTH MOOUIIBHBIX YCTPOICTB, UCIIONIb3YEMbIX B KOPIIOPATUBHOM CETH.

8. [TpoexTrpoBaHKe ¥ BHEAPEHHE CUCTEMbl MOHUTOPHHTA CETEBOW OE30MIACHOCTH U ayHTa.

9. AHanu3 M pa3paboTKa METOJOB MCIIOJIb30BaHMs BUPTyalbHbIX 4acTHbIX ceredl (VPN) mns oOecnieueHust 6e€3011aCHOrO yAajIeHHOTO
JocTyna.

10. Pa3paboTka 1 BHenpeHne Mep 1mo 0decreueHuo 6€30macHOCTH 00JIaYHbIX CEPBUCOB.

11.  HccnenoBaHue U aHAJIU3 METOJOB 3aIIUTHI OT BHYTPEHHUX yIrpo3 0€301aCHOCTH.

12.  Pa3paboTka u BHEIpEHUE CUCTEMbI KOHTPOJIS HEIOCTHOCTH (hailyioB Ul 3allMThl OT U3MEHEHUsI WM BHEAPEHUS BPEIOHOCHBIX IPOTpaMM

B (haliJIOBBIE CHCTEMBI.

13. [TpoekTupoBaHUE U pean3alus CUCTeMbI 3amuThl Wi-Fi-ceTeid.

14.  Anamu3 cogep>kuMoro Tpaduka U KOHTPOJIb IPUIOKEHUH U MOJIb30BaTelel B cCcTeMax 0€30MacHOCTH CETH.

15.  Pa3paboTka M BHeIpeHHE MEXaHW3MOB HIM(POBAHUSA M ayTeHTU(DUKALUH A 0OecHeueHHs 3alMIIEHHOIO YIAJEHHOro JIOCTyna K
KOPIOpaTUBHBIM MH(POPMAILIMOHHBIM pECypcaM U CepBUCaM.

16.  HccnenoBanue u pa3paboTKa Mep IO 3alIMTE OT aTak TUMNa "(QuiuHr".

17.  Pa3paboTka u BHeJIpEHHUE MEXAHW3MOB 3aIIUThI OT BUPYCOB U JIPYTUX BPEAOHOCHBIX IPOrPaMM.

18.  Anamm3 >QPeKTHBHOCTH HCIIOJIIE30BAaHMs CUCTEMbI OOHAPY)KEHHUSI BTOP)KEHHWH Ui paHHETro OOHApy)KEHUS W MPEJOTBPALICHHS yTpo3
0€301aCHOCTH.

KoncyabpTanum KypcoBoMy NpOeKTy 6
JK3aMeH 6
KoHcyabTanum K 3K3aMeHy 4
TEeMaTHKA caMOCTOATebHOI yueOHol padoTsl npu nzydyennu MJIK 03.03 be3onacHocTh ceTeBoil HHPPACTPYKTyphl

Cucremaruueckast IpopabOTKa KOHCIIEKTOB 3aHATHH, yueOHOH U crielnanbHOM TEXHUUECKOM IuTepatypsl (110 BolpocaMm K naparpadam, riaBam
y4eOHBIX TOCOOUI, COCTaBICHHBIM IpenoaaBarenieM). [lonroroska k mabopatopHbIM paboTaM ¢ UCHOIb30BaHUEM METOANUECKUX

pexoMeHalui npenoaasarens, opopmieHne 1abopaTopHbIX paboT, OTYETOB U MOJTOTOBKA K UX 3aLIHTE.

TemaTuka 1oMalIHUX 32/1aHUI, CO001IeHNI, pedepaToB: 22
1. CpaBHEHHUE M aHAJIU3 PA3TUYHBIX TUIIOB 3aIIUTHBIX MEXaHU3MOB JJIsi CETEBOM HH(PPACTPYKTYPHI.

2. Pa3paboTka miana Mep Mo MUHUMU3ALMU PUCKOB BHEApPEHUS BpeqoHocHOro 10 B KoprnopaTUBHYIO CETh Yepe3 OrpaHUyYeHHe OMacHbBIX
KOMMYHHUKAIMH B MyOIUYHBIX CETSX.

3. HccnenoBanue NpUHIMIOB padOTHl M HACTPOWKA CUCTEMBI YIPABICHUS IOCTYIIOM JUIsl KOHTPOJISL JOCTYIa K KOPIOPATUBHOM CETH.
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4. AHaIM3 MPUHIUIIOB Pa0OTHI M HACTPOIKA CUCTEMBI OOHAPYKEHUS U TIPEIOTBPAIICHHUS CETEBBIX BTOPKCHHIA.

5. HccnenoBanue NpUHLIMIIOB pabOThl U HACTPOHKA CUCTEMbI KOHTPOJIS LIETOCTHOCTH (haiiioB ISl 3aIIUThl OT U3MEHEHUS WM BHEIPEHUS
BPEIOHOCHBIX IPOTPaMM B (ailsIoBbIE CUCTEMBI.
6. HccnenoBanuie NpUHIMIOB paOOTHI M HACTPOWKA CHCTEMbl MOHUTOPHHTA CETEBON OE30MaCHOCTH U ayIUTa.
7. Amnanu3 ocHOBHBIX TUIIOB DDoS-arak u pa3paboTka Mep 1o 3aiiuTe OT HUX.
8. Hccnenoanue NpUHIMIOB pabOTHl U HACTPOMKA 3aIIUTHI OT BHYTPEHHHUX YIPpo3 0€30IMacHOCTH.
9. HccnenoBanue NpUHIUIIOB paOOThI U HACTPOiiKa obecnieueHus OezomacHoctu Wi-Fi-cereii.
10.  HccnemoBanue NpUHIUIOB pabOTHI U HACTPOIKA CHCTEMbI OOHAPYKEHUS U IPEIOTBpallleHusl atak Tumna "uiuHr".
11.  HccnenoBanue MPUHIUIOB PaOOTHI X HACTPOWKA 3aLIUTHI OT BPEAOHOCHBIX MPOTPaMM Ha MOOMJIBHBIX YCTPOHCTBAX, MCIIOJIB3YEMbIX B
KOPIOPATUBHOMN CETH.
12. Ananu3 npuHOUIIOB pabOTH M HACTPOWKA CUCTEMBI 00ecTIeYeHHs O€30MIaCHOCTH 0OJIaYHBIX CEPBHCOB.
13.  HccnemoBanue mpuUHUUIOB pabOThl U HACTPOWKa cUCTEM IIK(POBaHMS NAHHBIX AJS 3aIIUTHl OT HECAHKIIMOHHPOBAHHOTO JIOCTyMa K
KOH(HISHIINATHLHON HH(POpMAIIH.
14.  Pa3zpaboTka v MpoBeIEHUE CLICHAPHEB TECTUPOBAHMSI 0€30IACHOCTU CETEBON MHPPACTPYKTYPHIL.
15. AHanu3 ciry4aeB HapylieHUs 0€30MacHOCTH CETeBOM HHPPACTPYKTYPHI U pa3padOTKa Mep 10 UX MPEIOTBPAICHHIO.
16.  CocraBneHue oT4eTa 0O MEpax Mo odecrneyeHn o 6e30MacCHOCTU CETEeBOM MHMPACTPYKTYPhl U PEKOMEHIAIIUU 110 YITyULICHHIO.
17. CpaBHeHHE M aHAJIU3 IPEUMYIIECTB M HEAOCTATKOB PA3JIMYHBIX METOJIOB 3aIIUTHI OT BHEITHHUX YIpo3 0€30MacHOCTH.
CamocrosiTesibHas padoTa K 3JK3aMeHy 2
M/IK.03.04 TexnoJioruu XpaHeHUsI M AaHAIU3A JAHHBIX 92/2.56
H
Tema 3.1. Conepxanue
TexHonoruu XxpaHeHus u
P 1. Urto takoe NFS? 2
aHaln3a JaHHBIX
2. Uro Takoe SMB? 2
3. Uro takoe InfiniBand (IB) 4
4. Uro takoe Unified storage? 4
5. Urto takoe SDS? 2
6. Yo Takoe [ MmepKOHBEPTeHTHBIE CUCTEMBI? 4
7. Yro takoe O6saka 1 3heMepHbIe XpaHUIHILA? 4
8. Texnonorus Raid 4
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9. Bannz[aum{ 00JIaYHBIX JaHHBIX

10. KoHTposb 11e10cTHOCTH 00JIaYHbIX JAaHHBIX

11. XemupoBaHue 00JIAYHBIX TAHHBIX

12. PesepBarnus 061auyHBIX JaHHBIX

13. Murpanus o6JaYHbIX JaHHBIX

14. OmnepaTuBHAs aHATUTHYECKAss 00pabOTKa JaHHBIX

15. WuTennexTyalbHbIi aHaIN3 JaHHBIX

16.  HMHcTpyMeHTaJIbHBIE CPEJICTBA XPaHEHHS U aHATIN3a TaHHBIX

17. Buapl open source 001a4HbIX XPaHHIIHIILL

18.  Hcmosb30BaHUs CTOPOHHUX MPONPUETAPHBIX PEIICHHUH /I MHTETPAIlH B 00JIaKO

IIpakTnueckoe 3ansaTue Ycranoska Raid Ha linux

IIpakTnyeckoe 3ansitue Ycranoska Raid na windows server

IIpakTnueckoe 3ansaTue Ycranoska NextCloud na Linux

IIpakTnyeckoe 3aHsiTHe Y CcTaHOBKA 001a4yHOro Xpanuiuia B Microsoft Azure

IIpakTnueckoe 3ansaTHe YcTaHoBKa Zabbix-server Ha Linux

IIpakTnyeckoe 3anaTue.Y cranoBka OpenNAS

JAu¢ppepeHpoBaHHbIN 3a4ET

N AP IDN]DIDNIDNDIDNDIDNDNIDNDIDNDIDN

TEeMAaTHKA CAaMOCTOATEJIbHOH yueOHo# padorsl npu n3ydennu MJ/IK 03.04 TexHosorny XxpaHeHUs ¥ aHaIM3a JaHHBIX

®aiinossie cucreMbl OC Linux. Co3gaHue u pa3MeTKa KECTKOTO TUCKA.

[ToaroroBka cepsepa OC Linux. BapuanTts! yctanoBku. PesepBHoe konuposanue. Cozanne CHUMKOB. Pa3meTka ®ecTKoro Jucka.
Hacrpoiika cepsepa DNS B OC Linux. IIpotoxon DNS

Hacrpoiika cepsepa DHCP B OC Linux. [Ipotokon DHCP

Hactpoiika ¢aitnoseix cepsepoB B OC Linux

@aiinosas cucrema NFS. daiinosslii cepep Samba.

Konteitnepsl Docker. Konrelinepst Docker.Cioco6s! cBsizu koHTeitHepoB Docker.

NogkrwdpE
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8. Hactpoiika web-cepepoB B OC Linux. [Iporokon HTTP. Be6-ceprep Nginx.
Hactpoiika web-cepepoB B OC Linux. O6paTtHoe npokcupoBaHue B Nginx.

Y4yeOHas NpaKTHKa

Buapl pador TexHoIOrMM aBTOMATU3aLUN TEXHOJIOTUYECKHUX MTPOLIECCOB

. Hactpoiika npaB nocryma.

. Odbopmienune TeXHUUECKON JOKYMEHTAINH, TpaBiia 0POpMIIEHUS JOKYMEHTOB.

. HacTpoiika anmapaTHOTo 1 MPOrpaMMHOTO OOECTICUEHUS CETH.

. HacTpoiika ceTeBoii kapThl, UMSI KOMIBIOTEPA, pabouas TpyIina, BBeJeHUE KOMITbIoTepa B domain.

. [IporpamMmMHas 1uarHoCcTHKa HEUCIIPAaBHOCTEH.

. AnmapartHas JMarHOCTHKa HEUCIIPAaBHOCTEM.

. Ilorick HEUCITPAaBHOCTEN TEXHUYECKUX CPEJICTB.

. BeinosiHeHMe NeHCTBUM 110 YCTPAHEHUIO HEUCTIPABHOCTEH.

. Ucnionp30Banme akTUBHOTO, TTACCUBHOTO O0OPYI0BAHUS CETH.

10. YcTpanenue napa3suTUpYOIIEH HArPy3KU B CETH.

11. [Moctpoenne pru3nyeckoi KapThl TOKATHHOM CETH.

Buasl padot be3onacHocTh ceTeBoii HHQPACTPYKTYPHI

AHanmm3 coJiep>KkuMoro Tpaduka U KOHTPOJIb IIPIIIOKEHUH U MOJTh30BaTElIeH B CHCTeMax 0€30MacHOCTH CETH.
Opranu3zanys 3a0UIIeHHBIX KaHAIOB Mepelayr JAaHHBIX JJIs1 00BEAUHEHUS TCPPUTOPHAILHO PACTIPEICIICHHBIX O(UCOB B OJIHY CETh
Ooecneuenue 6e3omacHoctu Wi-Fi-ceTei.

Peanuzarust mep mo obecrneueHnio 6€30MacHOCTH SJIEKTPOHHOM IMOYTHI B KOPITOPATUBHOM CETH.

3ammra oT aTak Tumna "dumuHr".

ObecnieueHne ceTeBoit 0€30MacHOCTH

O 0 1IN DN K W~

Sou s whE

144

IIpousBoacTBeHHAs NPAKTHKA

Buasl pador TexHo10rnu aBTOMAaTH3aMA TEXHOJIOTHYECKHUX NPOLIECCOB

VYcTaHoBKa Ha cepBepsl M padoUne CTAaHIMK: ONEPALIMOHHBIE CUCTEMBI U HEOOXO0AUMOE 7Sl pa0OThI IPOrpaMMHOE 00eCIIeYeHNUE.
OcyuecTBieHne KOH(OUTYPUPOBAHUS IPOrPaMMHOT0 00eCTIeYeH s Ha cepBepax U paboumx CTaHIIMSIX.

[Tonnepxka B pabOTOCIIOCOOHOM COCTOSIHMM MTPOrpaMMHOE 00ecrieueHre CEpBEPOB U pabounx CTaHIIUM.

Perucrpanus noip3oBareneil T0KaJIbHON CETH U MOYTOBOTO CepBepa, Ha3HAYaeT UJICHTU(PUKATOPHI U TTAPOIIH.

VYcraHoBKa MpaB JOCTyNa U KOHTPOJIb UCIIOJIB30BAHUS CETEBBIX PECYPCOB.

ObecneueHne CBOEBPEMEHHOTO KOTTMPOBAHMS, apXUBUPOBAHUS U PE3€PBUPOBAHUS TAHHBIX.

BrisiBiIeHHE 0mMOOK MOJIB30BaTENICH U nporpaMMHOTO obOecrnieueHUs U NNPUHATHE MCP IO UX UCITPABJICHHUIO.
HpOBe,Z[CHI/IC MOHHUTOpHHIA CCTH, pa3pa6aTLIBaTL OpCaAJIOKCHUS IO Pa3BUTHUIO I/IH(I)paCprKTypBI CCTH.

©ooN AN R

HpI/IHHTI/IC MCEp 110 BOCCTAHOBJICHHUIO pa60TOCHOCO6HOCTI/I JIOKAJIbHOM CETH pu cO0SIX WIIH BBIXOJI€ U3 CTPOS CETCBOI'O O60pyI[OBaHI/IH.
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Buabl padot bezonacHocTs ceTeBoil HHGPACTPYKTYPHI

1. Obecnieuenue ceTeBoit 0€30MaCHOCTH (3aIIUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K MH(GOpMAaLlUU, IPOCMOTPa U U3MEHEHHS] CHCTEMHBIX
¢baiinoB 1 JaHHBIX), 6€30MaCHOCTb MEXCETEBOTO B3aUMOICHCTBUSI.

2. Ocy1iecTBICHNE aHTUBUPYCHOM 3aIIUTHI JJOKATHHOW BHIYUCIIUTEIILHON CETH, CEPBEPOB U paOOYMX CTAHITHH.

3. JIOKyMEeHTUPOBaHHUE BCEX MPOU3BEICHHBIX JICUCTBUM.

IK3aMeH 10 MOTYJII0 12
KoHcyJabTanmuu K 3K3aMeHy 10 MOAYJII0 4
CamocTosiTesibHAsi padoTa 10 NOATr0TOBKE K IK3aMeHY 110 MOIYJII0 2
Bceero mo ITM.01 733/20,36
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3.1. Ins peaauzauuu nporpaMmbl Npo¢ecCHOHAIBHOT0 MOXYJISl J0JKHbI ObITh
NpeIyCMOTPEHbBI CileAyIolHe clieluaJbHble MOMelleHHs:
JlabopaTtopus « MTHpOpMaITMOHHBIX TEXHOJIOTHIA,
Crnenuaan3upoBanHas mede/ib U CUCTEMbI XPaHEHUs
MI0CaJI0YHbIE MECTa M0 KOJIMYECTBY 00yYaroInXcs
pabouee MecTO IpenogaBaTess
kad nnu moaku A XpaHeHUs] y4eOHOM U METOIUYECKOM JTUTepaTyphl
Hocka
Cremnax 175 apXUBHOTO XpPaHEHUS
Croiiku ais cepBepoB
Texuuueckue cpeacrBa 00y4eHus :
aBTOMAaTH3HPOBAHHBIE PaboYre MECTa 00yYarOIIUXCS
aBTOMATHU3HPOBAHHOE pabouee MECTO MpernogaBaTess
WHTEpaKTUBHAs JOCKa
ayauocucreMa
MIPOEKTOP U IKPaH
cepBep
JdeMoHCcTpPalIMOHHBIE YUeOHO-HATJISIIHbIE TOCOOUSA
KOMIUIEKT Y4eOHO-HATJISIIHBIX TOCOOU, B T.4. HA 3JIEKTPOHHBIX HOCUTEISX.

JIaGoparopus «Hanpapisromux cuctem».

MOCaJ0YHbIE MECTA MO KOJIMYECTBY 00YJaIOIINXCS

pabouee MecTO npenogaBaTess

[Ika¢ v MoNKu UIg XpaHeHUs1 y4eOHOM U METOTMIECKOM JTUTepaTyphl
Jocka

Cremtax 11 apXMBHOTO XPAHEHHUS

TexHuuyeckue cpeacrsa

aBTOMaTU3MPOBAaHHbIE paboure MecTa 00yJaroIUXCs

(Cuctemusblit 650K A5 25 pabouux MecT)

aBTOMaTH3UPOBaHHOE padouee MEeCTO IpenoaBaTesns

MHTEpaKTUBHAs JOCKa

ayIMocucTeMa

IIPOEKTOP U IKpaH

JIEKTpUUECKUE KaOeln CBSA3M Pa3HbIX MapoK

BOJIOKOHHO-ONTHYECKHE KaOesy CBA3HM pa3HbIX MapoOK

KOMILIEKTBI UHCTPYMEHTOB

KOMILJIEKT y4eOHO-HATIS/IHbIX 0CO0HUIi, B T.4. HA 3JIeKTPOHHBIX HOCHTEJISIX.

Mactepckas «MoHTaxa 1 HaCTpOHKHU 00BEKTOB CETEBON UHPPACTPYKTYPhI»,
Crnennanu3upoBaHHasi MebesIb M CUCTEMbI XPaHeHHA

M0CaI0OYHbIE MECTA M0 KOJIMYECTBY 00yUaromInXcs

pabouee MecTO IpenogaBaTens

HIka¢ mim monku Ui XpaHeHus: y4eOHOW U METOTMYECKOM TUTepaTypsl
Hocka

Crennax a5 apXUBHOTO XpaHEHUS

TexHn4yeckue cpeacrsa

aBTOMATH3HpPOBaHHbIE paboune MecTa 00y4aroIIUXCs
aBTOMaTU3MPOBAHHOE pabouee MECTO MpenojaBaTess

WHTEPaKTHBHAS JJOCKA

ayJauocucTeMa
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MIPOEKTOP U IKpaH

MappyTtuzarop

CereBoil KOMMyTaTOp

Touka pocryma Wi-Fi

MexceTeBol 3KpaH

Tenedon

TunoBoit cocTaB JijIs1 MOHTa)Ka U HAJIAJKU KOMITBIOTEPHOM CETH
JdeMoHCTpaUMOHHBbIE YUYeOHO-HATJIAIHbIE TOCOOMSI

Peanu3zanus nporpaMMsl IpoQecCHOHAIbHOT0 00y4YeHUs PeaIonaraeT 00s3aTeIbHy0

VueOHYI0/TPOM3BOACTBCHHYIO ~ TPAKTUKWA.  Y4yeOHas  NpakTHKa  pealusyercs B
nabopaTopusix akaJIeMUW U OCHAIIeHAa OOOpYJOBAaHUEM, WMHCTPYMEHTAaMH, pPacXOJHBIMU
MaTepraiaMi, 00eCIIeUNBAOIINX BBITTIOJIHEHHE BCEX BUIOB paloT.

TexHOJOrHYecKoe OCHAIIeHHEe pabodynx MecT Y4eOHOW TPAKTHKH COOTBETCTBYET
COZIepKaHUIO TPO(ECCHOHANBHON JIESATEIBHOCTH U AT BOZMOXKHOCTH O0Y4YaIOIIEMYCsl OBJIA/ICTh
S3HaHUAMHU, YMCHUSAMHU MW HaBblIKaMMU 110 BCEM BUAaM JACATCIIBHOCTH, MNPCAYyCMOTPCHHBIX
IPOrpaMMOii, C HCIIOJIb30BaHUEM COBPEMEHHBIX TEXHOJIOTHIA, MaTepHaIoB M 000PYIOBaHHUS.

3.2 UndopmanmonHoe odecneyenne 00yueHust

Jns peanuzanuu nporpaMMmbl OUOIHOTEeYHbIN (HOHT 00pa30BaTEILHON OpraHU3alui UMEET
neJaTHble  W/WIM  DJIEKTPOHHBIE  OOpa3oBaTeibHBIE W HH(QOPMAIMOHHBIE  PECYpPCHI,
pexomennoBanHsie @YMO, 11 UCIIONIb30BaHUS B 00pa30BaTeIbHOM MpoIiecce.

OcHoBHasi iMTEpaTYpa

1. Hazapos, A. B. DkcrutyaTtamnusi 00beKTOB CETeBOM MHPPACTPYKTYPHI : YICOHUK /
A.B. Hazapos, A.H. Enraneraes, B.I1. Menpankos. - Mocksa : KYPC ; UHOPA-M, 2021. — 360
c. — (Cpemnee mpodeccuonanpHoe obOpazoBanue). - ISBN 978-5-906923-06-6. DnekTpoHHBIH
pecype. Pesxkxum poctyma: ceresoit . - URL: https://znanium.com/catalog/product/1071722(nata
obpamenus: 13.01.2023).

2. Hlansrun, B. @. MadopmarmonHas 0€30MacHOCTh KOMIBIOTEPHBIX CUCTEM U CeTei
: yuebHoe mocobue / B.®. lllanbrun. — MockBa : ®OPYM : UH®PA-M, 2021. — 416 ¢c. —
(Cpennee npodeccronanbHoe odpazoBanue). - ISBN 978-5-8199-0754-2. - DnexkTpoHHBIN pecypc.
Pexxum pocryma: cereBoit . - URL: https://znanium.com/catalog/product/1189327 (nmata
obpamenus: 13.01.2023).

3. [Tapteika, T. JI. WupopmannonHas Oe3omacHocTh : yueObHoe mocobue / T.JI.
[Tapteika, .W. TlonoB. — 5-e u3xa., nepepad. u gon. — Mocksa : DOPYM : UHOPA-M, 2021. —
432 ¢. — (Cpemnee mnpodeccroHanpbHoe oOpa3oBanue). - ISBN 978-5-00091-473-1. -
DNeKTpOHHBIN pecypc. Pexum noctymna: cereBoi

4. .- URL: https://znanium.com/catalog/product/1189328  (mara oOpaieHus:
13.01.2023).

5. BbapanoBa, E. K. OcnoBbel uHpopmarmonHoit 6e3omacHoctd : yuebHux/ E.K.
bapanoBa, A.B. baGam. - Mocksa : PHUOP : MH®PA-M, 2023. — 202 c. — (Cpennee
npodeccronaipaoe odpazoBanue). — DOI: https://doi.org/10.29039/01806-4. - ISBN 978-5-369-
01806-4.. - URL.: https://znanium.com/catalog/product/1209579 (mara obparenus: 13.01.2023).

6. Bacunwesa, 1. H. Kpunrorpaduueckue MeTosl 3aiuThl HHGOPMAIIUY : yUEOHUK
u npaktukym / U. H. BacunbeBa. — MockBa : M3natensctBo HOpaiit, 2022, — 349 ¢.— ISBN 978-
5-534-02883-6. ONEeKTPOHHBIN pecypc. Pexum JocTymna: CeTeBOU

URL: https://urait.ru/bcode/450998 (nata oopamenwus: 13.01.2023).
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JonosHuTeIbLHASA JUTEpPaTypa
1. Opranuzanus ceTeBOro agMHUHHUCTpUpOBaHus : yueOHuk / AWM. bapanuuxos, I1.A.
bapanuukos, A.lO. I'pomos, O.A. JlomteBa. — Mocksa : KYPC : UH®PA-M, 2021. — 384 c. -
ISBN 978-5-906818-34-8. - DOnektponHblii pecypc. Pexum npocryma: cereBoit . - URL:
https://znanium.com/catalog/product/1069157 (mata oopamierus: 13.01.2023).
2. Kazapun, O.B. HagexxHocte ¥ 0€301aCHOCTh MPOrPAaMMHOTO OOECIICYCHUS -

yueOHoe mocobue s By3oB/ O. B. Kazapun, W. b. lllyounckuii. — Mocksa : HM3naTenbcTBO
Opaiit, 2022.— 342c.— (Beicmee oOpazoBanue). — ISBN 978-5-534-05142-1. —
DnexkTpoHHBIA pecype. Pexxum  mocryma: cereBoii  URL: https://urait.ru/bcode/454453 (nara
obpamienus: 13.01.2023).

3. BorateipeB, B. A. NHpopmannoHHbIE CHUCTEMBI UM  TEXHOJOTHH. Teopus
HAJICKHOCTH : yueOHoe nocobue st By30B / B. A. BorareipeB. — Mocksa : M3natensctBo FOpaiir,
2022. — 318 ¢. — (Bwicmiee obpazoBanue). — ISBN 978-5-534-00475-5 DnexkTpoHHBII pecype.
Pexxum noctyna: ceresoit URL: https://urait.ru/bcode/451108 (nata obparenus: 13.01.2023).

4. Kazapun, O. B. IlporpamMMHo-amnmapaTHble CpeICTBa 3allUThl  HH()OpMAIUH.
3amTa nporpaMMHOro OOecrieueH sl : YUeOHUK U TPAKTUKYM UIS CPEIHEro MpodecCHOHATBHOTO
obpazoBanus / O. B. Kazapun, A. C. 3a6abypun. — Mocksa : M3garensctBo HOpaiit, 2020. —
312 ¢c. — (IIpodeccuonanproe obpazoBanme). — ISBN 978-5-534-13221-2. — DnekTpoHHBIN

pecype. Pexxum poctyma: cereBoii — URL: https://urait.ru/bcode/449548 (nara oOpaineHus:
13.01.2023).
S. Opranu3anoHHOE W TIPAaBOBOE oOecrieueHrne HH(POPMAIMOHHOW OE30MMacHOCTH :

yueOHuk u npaktukym ans CIIO / mox pen. T.A. IlonsikoBoii, A.A. CrpenbioBa. - MockBa :
UznatensctBo FOpaiit, 2016. - 325 c. -Cepus : [Ipodeccuonansnoe o6pa3oBaHue.

6. [Tapteika, T.JI., [Tonos N.1. UudopmanimonHas 6e30macHocTh : yuedHoe mocodue /
T.JI. ITapteika, .. TTonos. - 5-e u3a., nepepad. u goim. - Mocksa : ®OPYM : UHOPA -M, 2016 -
432 c. : nn. - (IlpodeccuonansHoe oOpazoBaHue).

7. bapanosa, E.K., babGam A.B. Wudopmanmonnas O0e30macHOCT M 3aluTa
uHpopmanuu: Yueb. [Tocobue. - 3-e u3x, nmepepad. U mon. - Mocksa : PUOP : UTHOPA-M, 2016.
- 322 c. - (Bricmiee oOpaszoBanue).

8. HoBukoB  B.K.  OpraHu3allMOHHO-TIPaBOBbIE  OCHOBBI  MH(OPMALMOHHON
6e3omacHocTH (3amuThl MHGopManuu). KOpuandeckas OTBETCTBEHHOCTh 3a MPAaBOHAPYLICHUS B
o0acti HHGOPMALIMOHHOM 6€30MacHOCTH (3aIuThl HH(popManun). YuedHoe nocodue. - Mockaa :
['opstuas muuams - Tenexowm, 2016.- 176 c. : un.

9. UmeitnoB, B.fl., Menaryusa M.B. OcHoBHble monokeHHsT WHGOPMAIMOHHON
6e3omacHocT : yueObHoe mocobue / B.A. UmeitnHoB, M.B. Menatyusasn. -Mocksa : ®OPYM
NH®PA- M, 2017. - 208 c. - (ITpodeccrnonansroe 06pazoBanHme).

10. ['pumnna, H. B. OcHOBBI HHpOPMAIIMOHHON 0€30MacHOCTH MPENNpUsITUs @ yuel.
nocobue / H.B. I'pummnaa. — Mocksa : UHOPA-M, 2019. — 216 c¢. — (Bricmee oOpa3zoBaHue:
bakanaBpuat). — www.dx.doi.org/10.12737/textbook_5cf8ce075a0298.77906820. - ISBN 978-5-

16-015105-2. -  DnexTtpoHHblii  pecypc.  Pexxum  pmocryma:  cereBor - URL:
https://znanium.com/catalog/product/1017663 (nata oopamienus: 13.01.2023).
11.  KonduaeHuuanbHOe  JEJONMPOU3BOJACTBO M 3AIUMIIEHHBIA  AJIEKTPOHHBIN

nokymentoooopot : yueOnuk / H. H. Kynses, A. C. Hdémymkun, T. B. Kongpamosa, A. T.
®abpuunoB ; mox obml. pea. H. H. Kynsesa. - 2-e u3., mepepab. u jorm. - Mocksa : Jloroc, 2022. -
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500 c. - (HoBas yauBepcuterckas o6mommoteka). - ISBN 978-5-98704-711-8 DnexkTpoHHBIN pecypc.
Pexxum noctyna: ceresoii . - URL: https://znanium.com/catalog/product/1212394
12. Wmei#inoB, B. . OpranuzanyoHHOe W TeXHUYECKOEe  oOOecrevyeHue

uH(pOpMaIMOHHOK Oe3omacHOCTH. 3amuTa KoHpuIeHManbHONH nHpopMammu : yauedHoe ocooue /
B. . Umeitnos, M. B. MenatynsH. - 2-e u3z., nepepa0. u gorm. - Mocksa : UHOPA-M, 2021. - 256
c. - (Breiciiee obpazoBanue: CrnernuanuteT). - ISBN 978-5-16-016535-6. - DnexktpoHHBIN pecypc.
Pexxum mocryma: cereBoi . - URL: https://znanium.com/catalog/product/1178151 (nara
obpamienns: 13.01.2023).

13. Munun, W. B. 3ammra koHpuaACHIHAIbHOW HWHGOPMAIMU TPU DJICKTPOHHOM
nokymertroobopore/Munnul.B., MuanaO.B. - HoBocubupck : HI'TY, 2011. - 20 c.: ISBN 978-5-
7782-1829-1. - DmnekTtpoHHblii  pecypc. Pexum  pmocryma: cereBoir . - URL:
https://znanium.com/catalog/product/546492 (nara o6parmenus: 13.01.2023).

14.  PomanbkoB, B. A. Beenenue B kpunrorpaduio : Kypc jekuuii / B. A. PomanbkoB.
— 2-¢ m3A., ucnp. u gon. — MockBa : ®POPYM : UHDPA-M, 2020. — 240 c. — (Bsicmee
oOpa3oBanue: bakanaspuar). - ISBN 978-5-00091-493-9. - Dnextponnsiii pecype. Pexum nocrymna:
cereBoii - URL: https://znanium.com/catalog/product/1046925(narta oopamenus: 13.01.2023).

15. Nudopmanmonnsiii Mup XXI Beka. Kpunrorpadgus — ocHoBa MHGOPMAIIMOHHOK

0C30MacHOCTH : METOJUYECKOe PYKOBOACTBO / mox pern. O. A. bonemoBa ; MockoBCkuit
rOCy/IapCTBEHHBI TEXHUYECKUI YHUBEPCUTET IpakJaHCKOM aBuauuu. - 4-e u3g. — Mocksa :
W3 natenbcko-Toprosas kopropanus «/amkos u K°», 2020. — 126 c. - ISBN 978-5-394-03777-1.
DNEeKTPOHHBIN pecypc. Pexxum JlocTyna: CeTeBOM . - URL:
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4 KOHTPOJIb U OIEHKA PE3YJBTATOB OCBOEHUSA
MPOP®PECCHUOHAJIBHOI'O MOIYJIA (BUJIA TPOPECCUOHAJIBHOMN

JAEATEJIBHOCTH)
Pe3syabTarsl
(ocBOCHHBIE OcHOBHBIE IOKA3aTeJIH OLEHKH ®opmMbI U METOABI
npogeccuoHaabHbIE pe3yjabTarta KOHTPOJISl M OLleHKH
KOMIIETEHI[MH)

1K 3.1 OcyuiecTBisTh Ocy1ecTBieHHE TPOEKTUPOBAHMS Texkymuii KOHTPOJIb B
MIPOEKTUPOBAHUE ceTeBoi HH(GPACTPYKTYPhI, BEIOOP dopme:
CeTeBOM TOMOJIOTHH CETH YCTHBIX 3a4€TOB I10
UHOPACTPYKTYPHI TeMam;

1K 3.2. O6cny)xuBath
ceTeBble KOHPHUTYpaluu
IPOrpaMMHO-
anmapaTHbIX CPEJCTB

OO0cmy)KUBaHHUE CETEBBIX
KOH(HUTYpaIHii IPOrpaMMHO-
anmapaTHbIX CPEJICTB

1K 3.3. Ocy1ecTBasiTh
3anMTy HHGOpMAIH B
CEeTHU C UCIIOIb30BAHUEM
POrpaMMHO-
anmnapaTHBIX CPEICTB

Ocy1iecTBiIeHUE 3AITUTHI
UHGOPMAIIMU B CETH C
HCIOJIb30BAHUEM TIPOTPAMMHO-
arrmapaTHbIX CPEJICTB

1K 3.4. OcyiecTBasiTh
yCTpaHEHHE HETUITUYHBIX
HEHCIIPaBHOCTEW B
pabote cereBoi

Pa3pabotka cxembl
MOCJIeaBapUIHOTO BOCCTAHOBIICHHUS
paboToCrIOCOOHOCTH KOMITBIOTEPHOU
CETH, BHIITOJIHITH BOCCTAHOBJICHUE U

UHPPACTPYKTYPHI pe3epBHOE KOIIMPOBAHUE
nHpopmaluu

I1K 3.5. [IpoBeneHne MHBEHTapU3aLMHU

MonepHu3upoBaTh TEXHUUYECKUX CPEACTB CETEBOMN

CEeTeBbIE YCTPONCTBA UHPPACTPYKTYPHI, OCYIIECTBIST

MH(pOPMaIMOHHO- KOHTPOJIb 000PYAOBaHUS 11OCIIE €T0

KOMMYHHUKAITHOHHBIX PEMOHTa, MOJIEpHU3AIUS

cHCTEM yCTapeBIIETro U HEMCIIPABHOTO
CETEBOT0 000PYI0OBAHUS

I1K 3.6 [IpousBoanuts Ocy1iecTBIATh XpaHEHUE U aHAIIU3

XpaHEHUe 1 aHaJIu3
JAHHBIX

JaHHBIX

OIICHKH BBIITOJIHEHHS
MPaKTUYECKHUX paboT;
OIIEHKH BBITOJIHEHHS
CaMOCTOSITEILHOU
paboTHI.

Beimoaaenun padbot mo
yueOHOI 1
MIPOM3BOCTBEHHOM
MIPAKTHUKAM
HNnTepnperanus
pe3yJIbTaToB
HaOJIIONEeHUil 3a
JIESITEILHOCTHIO
oOyuarorerocs B
MIPOIIECCE OCBOCHHUS
o0Opa3oBaTenbHON
MIPOTPaMMBbI

Ox3ameH 1o [IM

OK 01 Bri6upats
CIOCOOBI pelIeHus 3a1a4
npo¢eCcCuOHATBHON
JeSATeIbHOCTH
MIPUMEHHUTEIHHO K
Pa3IUYHBIM KOHTEKCTaM

— 000CHOBAaHHOCTb [TOCTAHOBKH
1IeJTH, BEIOOpA U TPUMEHEHUS
METOJIOB ¥ CTIOCOOOB pELICHUS
npodeccnoHaNbHBIX 3a71a4;

— aJIeKBaTHast OIICHKA U CaMOOIIEHKA
3¢ (HEeKTHBHOCTH U KauecTBa
BBITIOJTHEHUS PO ECCHOHATBHBIX
3a1a4

DKcrepTHOE HAOI0IeHNE
BBITTOJIHEHUS
MPAKTUYECKUX paboT
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OK 02 Hcnons3oBathb
COBPEMEHHBIE CPEJICTBA
MOUCKA, aHaJIHM3a U
MHTEpIIpETaluu
uHbOpMaLNH, U
UH(OPMAIMOHHBIE
TEXHOJIOTUH IS
BBITTOJTHEHUS 33124

— ONEPaTUBHOCTH MOKCKA U
HCIOJIb30BaHUs HHPOPMAITUH,
HEOOXOIMMOM I KAYECTBEHHOI'O
BBINOJIHEHHUS TPO(HECCHOHATBHBIX
3ajad,
— [IMPOTa UCIIOIH30BaHUS
pa3IMYHBIX HCTOYHUKOB
uHbOpMaIIH, BKIIIOYas

DKcrnepTHOE HAOII0IeHUE
BBITTOJTHEHHSI
NPaKTUYECKUX paboT

npogeccuoOHaTbHON AJIEKTPOHHBIE

JeSTeIbHOCTH

OK 03 IInanupoBath 1 -JIEMOHCTpaIUsl OTBETCTBEHHOCTHU 3a | DKCIEPTHOE HAOII0ACHNE
peaTn30BBIBATH NPUHSATHIC PELICHMS; BBITIOJTHEH U
coOCTBEHHOE — 000CHOBAaHHOCTb CaMOAHAIN3a U NPaKTUYECKUX paboT

npodeccHoHaIbHOE U
JIMYHOCTHOC Pa3sBUTHUC,
PEANPUHAMATENLCKYTO
ACATCIIBHOCTD B
npodecCHOHaTbHOM
cdepe, UCTIOIb30BaTh
3HAHHS 110 GUHAHCOBOM
IrpaMOTHOCTH B
Pa3IUYHBIX KU3HEHHBIX
CUTyalusax

KOPPEKLUS pe3yIbTaToB
coOCTBEHHOM pabOThI

OK04 D¢ dextuBHO
B3aHUMOJICHCTBOBATh U
paboTaTh B KOJUICKTHBE U
KOMaHJIe

—KOHCTPYKTUBHOCTD
B3aMMOJICHCTBHS C 00YJarOIIUMHUCH,
MpenoaBaTesis MU U
PYKOBOJUTEIISIMU MTPAKTUKHU B XOIC
0o0y4YeHUs U TIPU pPelIeHUun
npo¢eCCHOHANIBHBIX 3a]1aY;

— YeTKOE BBINOJHEHHUE 00s3aHHOCTEN
rpu paboTe B KOMaHJ1e U/Uiu
BBITIOTHEHUH 33/1aHUS B TPYIIIIE;

— coOJTr0/IeHne HOPM
npodeccnoHaNbHON STUKU TIPH
paboTte B KOMaHJIE;

— MOCTpOEHUE NPO(hecCHOHATBHOTO
OOIIIEHHUS C YYETOM COIHAITBHO-
po¢eCCHOHATIBHOTO CTaTyca,
CUTYaIMHU OOIIEHUs, 0COOCHHOCTEH
TPYNIbI U HHAWBUYaTbHBIX
0COOEHHOCTEH YUYaCTHHUKOB
KOMMYHHKAITUU

DKCnepTHOE HAOII0ICHUE
BBIITOJIHEHUS
MPaKTHYECKUX PadoT

OK 05 OcyiiecTBasiTh
YCTHYIO ¥ MTUCBMEHHYIO
KOMMYHHKAITUIO HA
rOCYJJapCTBEHHOM SI3bIKE
Poccuiickoit ®eneparnn
C Y4eTOM OCOOCHHOCTEH
COITMAJTEHOTO B
KYJBTYPHOT'O KOHTEKCTA

— I'PaMOTHOCTb YCTHOU U
MIMCBMEHHOM peun,

— SICHOCTh (hOPMYJIUPOBAHUS U
U3JI0’KEHUS MBICIIEN

— MPOSIBJICHHE TOJIEPAHTHOCTH B
paboueM KOJJIEKTUBE

DKcrepTHOE HAOI0IeHNE
BBITTOJIHEHHS
MPAKTUYECKUX paboT
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OK 06 IIposiBiaThb
TPaKIAaHCKO-
MaTPUOTHIECKYIO
MO3HUIIHIO,
JEMOHCTPHPOBATH
OCO3HAHHOE ITOBEACHHE
Ha OCHOBEC
TPATUITMOHHBIX
0011IeUeIOBEUeCKUX
neHHocrei, B Tom uncie
C YYETOM TapMOHH3AINH
MEKHAIIMOHAJIbHBIX U
MEXPEITUTHO3HBIX
OTHOIIIEHUH, TPUMEHSTh
CTaHIaPTHI
AHTUKOPPYILUOHHOTO
IMOBEICHUS

ONHKCHIBATH 3HAYNMOCTE CBOEH
CTICUATBHOCTH JIJISl Pa3BUTHS
SKOHOMUKH H CPE/IbI
KHU3HEIEATESILHOCTH TPAXKIaH
POCCHICKOT0 TOCYIapCTBa;

DKcrnepTHOE HAOII0IeHUE
BBITTOJTHEHHSI
NPaKTUYECKUX paboT

OK 07 CopeiicTBOBaThH
COXpaHEHUIO
OKpYKaroIlen CpeIbl,
pecypcocOepeKeHHtIo,
MPUMEHSTH 3HaHUSI 00
W3MEHEHUH KIIMMAaTa,
MIPUHIIMITBI OEPEKITMBOTO
MIPOU3BOJICTBA,

3¢ exTUBHO
JIECTBOBAThH B
Ype3BBIYANHBIX
CUTYaITUSIX

— c0o0II0AaTh HOPMBI SKOJIOTUYECKOH
0e30I1aCHOCTH;

— IPUMEHEHUE HalpaBIeHUH
pecypcocOepekeHHs B paMKax
poecCUOHATILHOM 1eATEIbHOCTH
IO CIIEUNAaTIbHOCTH

- IPUMEHSATH B pab0Te NPUHIMIIBI
OepeKJIMBOTO IPOU3BOCTBA,
aHaJIM3UPOBATh MpoLecCc paboThl HA
IIpeIMET BBISIBIICHUS TOTEPH U JUIS
COBEpILICHCTBOBAHNUS ITpoLecca

- YMETh JIeHCTBOBATh U 3HATh
aJITOPUTM IEUCTBUH IIPH
BO3HUKHOBEHUHU YpPE3BBIYANHBIX
cuTyanun

DKCHepTHOE HAOII0ICHUE
BBIITOJIHEHUS
MPaKTHYECKUX PadoT

OK 08 Hcnonb3oBath
cpeacTBa GU3NIECKOM
KYJBTYPBI JJIs1
COXpaHEeHHUs U
YKpPETJICHHS 3]J0POBbS B
nporecce
npo¢eCcCuOHAITBHON
NesITeIbHOCTH U
MOJIICPIKaHUS
HE00XO0IUMOTO YPOBHS
(buzmgeckoit
MIOJITOTOBJICHHOCTH

- BBITIOJIHSATH JEHUCTBUS B paboueM
IpoIecce C YUeTOM SPIrOHOMHUKH U C
y4eTOM 0€3011aCHOCTH JABUKEHUMN

- IOAIEP>)KUBATh HEOOXOTUMBII
YpOBEeHb (HMU3UUECKON MOATOTOBKHI

DKcrepTHOE HAOI0IeHNe
BBITTOJIHEHUS
MPAKTUYECKUX paboT
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OK 09 Ilonb3oBaThCst
npodecCuOHATBHON
JOKYMEHTaluen Ha
roCy/1apCTBEHHOM U
WHOCTPAHHBIX S3bIKAX

— UCIIOJIb30BAHUE B
npodecCHOHATBHON  JEATEIFHOCTH
HE00X0IUMOMH TEXHUUYECKON
JIOKyMEHTAllMM, B TOM YHCJIE Ha
WHOCTPAHHBIX SI3bIKaX

- Ilonmmaer TekcThl Ha 0a30BbIC
npodeccrnoHabHBIC TEMBI,

CTPOUTH IPOCTHIE BBICKA3bIBAHUS O
cebe 1 0 cBoel mpodeccnoHaATHHOM
JEATEILHOCTH;

KpaTko OOOCHOBBIBATH U OOBSCHSTH
CBOM  JeHcTBus  (TeKkyme ¢
IJIaHUPYEMBIE);

DKcrnepTHOE HAOII0IeHUE
BBITTOJTHEHHSI
NPaKTUYECKUX paboT

OK 01 Bei6bupats
CIIOCOOBI pelICHUs 3a1a4
npodeccnoHaTBEHOM

TSI TEeIIbHOCTH
MPUMECHUTEIHHO K
Pa3IMYHBIM KOHTEKCTaM

— 000CHOBAaHHOCTb [TOCTAHOBKH
1IeJIM, BBIOOPA U IIPUMECHEHUS
METOJIOB U CTIOCOOOB PELICHUS
poheCCHOHATILHBIX 3a]1a4;

— aJIeKBaTHast OIICHKA U CAMOOIIEHKA
3(PEKTUBHOCTH 1 KauecTBa
BBITIOJTHEHUS TIPOECCHOHATBHBIX
3aj1a4

DKcrepTHOE HAOI0IeHNE
BBITTOJIHEHHSI
NPaKTUYECKUX padboT

OK 02 Hcnonbs3oBath
COBPEMECHHBIC CPE/ICTBA
MOWCKA, aHAJIHM3a U
WHTEPIpETAIUN
uHbOpMAIHH, H
nH(OpMaLMOHHBIE
TEXHOJIOTUH IS
BBITIOJTHEHUS 3a/1a4
npo¢ecCuOHAITBHON
JesTeNbHOCTH

— OINEePaTHBHOCTH MTOUCKA U
HCII0JIb30BaHUs HH(OPMAIIUH,
HEO0O0XOIMMOM /151 KAYECTBEHHOI'0
BBINIOJHEHUS MPOPECCHOHATBHBIX
3ajad4,
— IMIKUPOTa UCTIOIH30BAHUS
Pa3TUYHBIX HCTOYHUKOB
nH(pOpMaIInY, BKITIOYas
ANIEKTPOHHBIC

DKcrepTHOE HAOI0IeHNE
BBITTOJIHEHHSI
NPaKTUYECKUX padboT

[I;manupyemMble TMYHOCTHBIE PE3YIIbTAThI B XOI€ PEAIM3aLUU ITPOTPAMMBI

po¢eCCUOHATILHOTO MOJTYJIS

JInyHOCTHBIE Pe3y/IbTaThl PeaJu3alUiH MPOrpaMMbl BOCHUTAHUA(AIA padounux

NPOrpamMM JIMCUMILIHH /MOAYJIei)

Koa nuyHOCTHBIX

JIN4HOCTHBIE Pe3yJIbTAThI Pe3yIbLTATOB

peajM3aluy NporpaMMbl BOCIIMTAHUSA peaausanuu

(Oeckpunmopbwt) INEURIEN IR

BOCIIMTAHUSA
IIpostBnsromuid ¥ JEMOHCTPUPYIOIIUN YBAKEHHE K TPyAYy YEIOBEKa,
OCO3HAIOIIMN I[IEHHOCTh COOCTBEHHOTO TpyJda U TpyJAa APYTUX JIOACH.
OKOHOMUYECKH aKTHUBHbBIN, OpPUEHTHPOBAHHBIH Ha OCO3HAHHBIM BBIOOP

cdepsl npodeccCHOHATBHON JAEATEIbHOCTH C YYETOM JIMYHBIX >KU3HEHHBIX JIP 4

IUIAHOB,  MOTpeOHOCTEH  CBOEW  CeMbHM, POCCHHCKOTro  oOliecTBa.
Bripakaromuii 0co3HaHHYI0 TOTOBHOCTh K MOJIyYEHHUIO MPOPECCHOHAIBHOTO
o0Opa3oBaHus, K HEINPEPBIBHOMY 00pa30BaHUIO
B TE€YEHUE IKU3HM JIEMOHCTPUPYIOIIMM  TO3UTUBHOE OTHOUICHUE
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K PETYIUPOBAHUIO TPYIOBBIX OTHOLIEHUH. OpueHTUPOBAHHBIN
Ha caMmoo0Opa3oBaHHE u po¢eCCHOHATBHYIO MePEnorOTOBKY
B YCIOBHUAX CMCHBI TCXHOJIOTHYCCKOI'0 YKJIIala W CONYTCTBYIOIIUX
COLMANBHBIX mepeMeH. Crpemsinmiicss K (OPMHPOBAHUIO B CETEBOM Cpelie
JUYHOCTHO U MPOGECCHOHATHHOTO KOHCTPYKTUBHOTO «IIU(POBOTO CIIE1a

JleMOHCTpUPYIOMIMI TPUBEPKEHHOCTh K POJHON KYJIbTYpe, UCTOPUUECKON
namsTH Ha OCHOBE JItOOBU K PonuHe, Hapoay, Malioil poJvHe, 3HAHHS €ro
UCTOPUM M KYJbTYpbl,  IPUHATUE  TPAAMIMOHHBIX  LEHHOCTEH
MHOT'OHAIIMOHAJILHOT O Hapozaa Poccun. Beipaxaromuii CBOIO
STHOKYJBTYPHYIO HAEHTUYHOCTh, CO3HAIOIIMUKA ceOsi MaTpuoToM Hapojaa
Poccun, JEATEIIBHO BBIPAKAOLIUI YyBCTBO [IPUYACTHOCTH
K MHOroHanuoHalibHOMY Hapony Poccuu, k Poccuiickomy OTteuecTBy.
[IposBistromnii LIEHHOCTHOE OTHOILLIEHUE K ACTOPUYECKOMY
U KyJbTYpPHOMY Hacieauio HapoaoB Poccuu, K HallMOHAJIBHBIM CHUMBOJIAM,
pa3AHUKaM, MaMATHUKAM, TPaJuLUsAM HapoAOB, IpoxuBatromux B Poccun,
K  COOTCUECTBEHHHMKaM  3a  pyOexowm, NOAJICPKUBAOIINN  UX
3aMHTEPECOBAHHOCTh B  COXPAHEHUH  OOILIEPOCCUHCKON  KYyJbTYypHOU
WJEHTUYHOCTH, YBAXKAIOIUI UX paBa

JIP 5

Oco3HatomMii M J€ATeNbHO BBIPAXKAIOMIMM NPUOPUTETHYIO LIEHHOCTb
KOKIOW YEJIOBEYECKOM IKM3HHM, YB@KAIOIIUN JOCTOMHCTBO JIMYHOCTU
KaXJIOT0 4YeJIOBEKa, COOCTBEHHYI0 U UYKYH YHHUKAJIBHOCTb, CBOOOAY
MHUPOBO33PEHYECKOI0 BBIOOPA, CAMOOIIPEIEIICHUS.

[MposiBnsromuii  OepeXxIMBOE W YyTKOE OTHOIICHHWE K PEIUTHO3HOM
IIPUHAJIEKHOCTH KaX10r0 YeJI0BEKA, IIpeyNpEaUTEIbHBIN
B OTHOIICHHWH BBIPAKEHUS IPAB M 3aKOHHBIX MHTEPECOB APYIUX JIIOIEH

JP 7

bepexxyinBO OTHOCSAUIMICS K NPUPOJHOMY HACIEIWIO CTPaHbl W MHpA,
MPOSBISAIOMUN CHOPMUPOBAHHOCTh DKOJIOTUYECKOW KYJIBTYPhl Ha OCHOBE
TMIOHUMAaHHUS BIASTHUS COITMaJIbHBIX, SKOHOMHUYECKUX
U npodeccuOHATBHO-TIPOM3BOACTBEHHBIX TPOIIECCOB HAa OKPYKAIOIIYIO
cpeny. Belpaxaronuii 1esTeIbHOE HENMPUATHE JEUCTBUNA, IPUHOCSIIIUX BPE.l
MPHUPOJIE, PACTIO3HAIOIINNA OMACHOCTH CPEbl OOUTAHUS, IPEAYIPEKIAOIIHIA
PHCKOBaHHOE TIOBEJCHHE APYTUX TPaKIaH, MOMYJISPU3UPYIOMIUNA CIIOCOOBI
COXpAaHEHUs NAaMATHUKOB NPUPOABI CTpPaHbl, PETMOHA, TEPPUTOPHUH,
MOCEJICHHS, BKJIFOUEHHBIH
B 00I1I€CTBEHHBIC MHUIIMATHUBEI, HAIIPABJIECHHBIC HAa 3a00TY O HUX

JIP 10

[IposiBasitomnid  yBaXKeHHE K OSCTETUYECKUM IEHHOCTSM, OO0IaJIaromIuil
OCHOBaMHM  3CTE€TUYECKOW  KyJbTypbl. Kpuruuecku  oneHuBaromuii
U JIeATENbHO TMPOSBISIONIUM TOHMMAHUE SMOIMOHAIBHOTO BO3JIEHCTBUS
HCKYCCTBa, €r0 BJIMUSHUSA Ha JYLUIEBHOE COCTOSHHE M TOBEACHHUE JIOJACH.
bepexnuBo OTHOCAIIMKCA K KYyJbType KaK CpEACTBY KOMMYHUKAIMH
U CaMOBBIDQXEHHUS B  OOIIECTBE, BBIPAKAIOMIMA  COMPHUYACTHOCTD
K HPaBCTBEHHBIM HOpPMaM, TPAIUIUSIM B UCKyccTBe. OpHEHTHPOBAHHBIN Ha
COOCTBEHHOE€  CaMOBBIpQKEHHE B  pa3HBIX  BHJAaX  HCKYCCTBa,
XYJIOKECTBEHHOM TBOPYECTBE C YUYETOM POCCHHCKHUX TPATUITMOHHBIX
TyXOBHO-HPABCTBEHHBIX  I[EHHOCTEW,  OCTETHYECKOM  00yCTpOicTBe
COOCTBEHHOI'O ObITa. Paznesstrommii LIEHHOCTH OTE€YECTBEHHOT'O
U MHUPOBOTO XYyJOXECTBEHHOI'O HACJIEAMs, POJIM HAPOJHBIX TpajaUINi
M HApOAHOIO TBOpPYECTBA B MCKYCCTBE. BbIpakaromuii LEHHOCTHOE
OTHOILIEHUE K TEXHUYECKON ¥ IPOMBIIIIEHHON ICTETHKE

JIP 11

JIMYHOCTHBIE pe3yJbTaThl

peanusanvu nporpaMmMbl BOCIUTAHUA, OINIPEICJICHHbIC OTPACJI€BbIMHA TpQﬁOBaHI/IHMI/I

K J1€JJOBBIM Ka4€CTBaM JIMYHOCTH
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CriocoOHbI TpH B3aUMOJICHCTBUN C IPYTUMHU JIIOJBMH JOCTHTaTh
MOCTABJICHHBIX IEJICH, CTpEeMAIIUKCS K (POPMHUPOBAHUIO B CTPOUTEIHLHOMN
oTpacyii U CUCTCME KUJINITHO-KOMMYHAJIbHOT'O XO3IHCTBA JIMYHOCTHOTO
pocTa Kak npodeccroHaia

JIP13

CriocoOHbI cTaBUTh Niepe cOOO0M HEeNU MO IS PELICHNs BO3HUKAIOIINX
npodeccHoHaNbHBIX 3a/1a4, TO0NPATh CIIOCOOBI PEIICHNS M CPEACTBA
Pa3BUTHSL, B TOM YHCJIE C UCIOJIB30BAHUEM HH(OPMAITMOHHBIX TEXHOJIOTHH;

JIP14

CopeiicTByroiuii (pOpMUPOBAHUIO MOJIOKUTEIHHOTO 00pa3a u
10JIeP KaHUI0 MPECTHXKA CBOEH mpodeccuu

JIP15

CnocoOHBIH HCKATh U HAXOAUTh HEOOXOUMYIO UH(POPMALIUIO HCTIONB3YSI
Pa3HO0Opa3HbIC TEXHOJIOTHH €€ IMOUCKa, JIJISl PEIICHUs] BOSHUKAIOIINX B
IIpOLIeCCe MPOU3BOACTBEHHOM J1eATEIbHOCTH;

JIP 16

CriocoOHBI BBIIBUTATh alIbTePHATHBHBIC BAPHAHTHI ACUCTBUH C LENBIO
BbIPa0OTKH HOBBIX ONTUMAJIbHBIX AJITOPUTMOB; TO3ULIMOHUPYIOIUI ceOs B
CETH KaK pe3yJIbTATUBHBINA U IIPUBJIEKATEIbHBIN YYaCTHUK TPYIOBBIX
OTHOLICHHH.

JIP 17
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