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1. MACHOOPT ITPOT'PAMMBI YUEBHOM JUCITATLIAHBI
OI1.11 KOMIIBIOTEPHBIE CETH

1.1 O6s1acTh NPpUMeEHEHHS IPOrPAMMBI

[Iporpamma y4eOHOW JWCHMIUIMHBI  SIBIISIETCS YacThI0 MPOTPaMMBbl  IOATOTOBKH
cnenuanucToB cpeanero 3BeHa B cooTrBercTtBUU ¢ PI'OC CIIO mo cmenumansnoctn  10.02.01
Opranuzanys 1 TEXHOJIOTHS 3alUThl HH(OpMaLUU

1.2. MecT0 AUMCUMIUVIMHBI B CTPYKType MNPOrpaMMbl MOATOTOBKH CHELHUATUCTOB
cpeanero 3BeHa: yueOnas gucrmmuimHa  OIL11  KommbiorepHsie — ceTu BXOJIUT B
npodeccroHaIbHBIN LUK, SBIsSETCS 001IenpodeccuoHalbHON BApUATUBHONW JTUCIUIITMHOM.

1.3. Hean wm 3agauyM JUCHUIUIMHBI — TpPe0OBaHMA K Ppe3yabTaTaM OCBOCHHS
AUCHHUILINHBI:

B pe3ynbraTe 0cBO€HUS AUCHUIUIMHBI CTYAEHT JOKEH YMeTh:

-IIPUMCHSATH Ha MIPAKTUKE HABBIKW MOHTAa>Ka Ka0eIbHBIX CeTeI\/’I;

-paboTaTh C CETEBBIM 00OPYIOBAaHUEM U CETEBBIM IMPOTPAMMHBIM 00ECTICUCHHUEM;

-KoH(uUrypupoBaTh 000pyIOBaHWE JUISI OpPraHW3allMd CTATUYECKOHW MapIIpyTH3allid B
JIOKAJIbHBIX KOMITBIOTCPHBIX CCTAX;

-IIPOU3BOJIUTh HACTPOWKY COCIUHEHNWH Ha KAHAJIBHOM YPOBHE, CO3/1aBaThb U YIPABIATH
BUPTYaJbHBIMU JIOKATLHBIMU CETSIMHU;

-KOH(UTYpUPOBaTh  TPOTOKOJIBI ~ JHHAMHUYECKOH  MapIIpyTH3allMd B  JIOKaJbHBIX
kommbioTepHBIX ceTsax (RIP, OSPF);

-HAaCTpauBaTh arperMpOBaHHBIC KaHAIBI U 00ECHEUYNBATh OTKA30YCTOHYHMBOCTh KaHAIbHOM
MOJICUCTEMBI;

-IIPOBOJIUTH aHAIN3 OE30MTaCHOCTH 00OPYAOBaHUS B JIOKATHHOM CETH.

B pesynbraTe 0CBOCHUS IUCIUILTHBI CTYJICHT JOJDKEH 3HATD!

OCHOBBI CEeTEH Mepeiaun JaHHBIX;

-OCHOBBI CTATHYECKOW MapIIPYTH3AIHH;

-CTPYKTYpY ¥ Ha3HAYCHHE YHUBEPCAIBHOTO HIICHTU(UKATOpA PECYPCOB;

-TEXHOJIOTHIO OPTaHU3aIuy paboThI II00ATBHBIX KOMITBIOTEPHBIX CETEH;

-OCHOBHBIC CETEBbIE NH(OPMAIIMOHHBIE CITY)KOBI;

-OCHOBBI 0€30MTaCHOCTH KOMITBIOTEPHBIX CETEH.
®opMHUPOBATH 00IIHE KOMIETEHIIHH .

OK 1. [lonumaTh CyIIHOCTh U COLIMAJIBLHYIO 3HAYUMOCTH CBOEil Oymyiiei mpodeccun, 06maaath
BBICOKOM MOTHBAIMEN K BBINOJHEHUIO MPO(PECCUOHATIBHOM NeATeNbHOCTH B 00JacT 0OecneueHus
MH(pOPMAITMOHHON 06€30MMaCHOCTH.

OK 2. Opranu3oBbIBaTh COOCTBEHHYIO IESTEIbHOCTh, BBHIOMPATH THUIIOBBIE METOABI U CHOCOOBI
BBITMOJTHEHUS MPO(ECCHOHAIBHBIX 3a/1a4, OLIEHUBATh UX A3PPEKTUBHOCTh U KaYECTBO.

OK 4. OcymiecTBasATh MOUCK U HCHOJB30BaHUE HMH(pOpMaMU, HeoOxoauMoil s 3¢dexkTuBHOrO
BBITNOJTHEHUS MPO(ECCHOHAIBHBIX 3a/1a4, TPOPeCCHOHATBHOTO U TMYHOCTHOTO Pa3BUTHSL.

OK 5. Hcnonb3oBare MH(GOPMAIMOHHO-KOMMYHUKALIMOHHBIE TEXHOJIOTMH B IpPOQecCHOHATbHON
JESITEIBHOCTH.

OK 8. CaMmocTosTenbHO OIpeeNsaTh 3aadd NpPOo(ecCHOHAIBHOTO M JMYHOCTHOTO pa3BUTHS,
3aHUMAaTbCA caMO0Opa30BaHUEM, OCO3HAHHO IJIAHUPOBATH MOBBIIICHHE KBATH(PUKALINY.

OK 9. OpueHtupoBaThCsi B YCIOBHMSX 4YacTOM CMEHBI TEXHOJOTMH B Npo(ecCHOHATBHOM
JESITEILHOCTH.



®opmupoBaTh  npodeccHOHANbHbIE  KOMIETEHIMH,  COOTBETCTBYIOUIME  BHUIAM
NEeSITEIbHOCTH
3. [IpumeHeHre nporpaMMHO-aNapaTHbIX ¥ TEXHUYECKUX CPEJICTB 3AIUTHI HHPOPMALIUH.
I1K 3.1. IlpumMeHsTh MpOorpaMMHO-aNIapaTHble ¥ TEXHUYECKHE CPECTBA 3AIIUTHl HHPOPMALUN HA
3alIUIIAEMBIX O0BEKTAX.
I1IK 3.2. YyacTBOBaTh B IKCIUIyaTalliM CHUCTEM M CPEJICTB 3alIMTHl MH()OPMAIUHU 3aIIUIIAEMbIX
00BEKTOB.
[IK 3.4. BbigBIATP M aHAIU3UPOBATh BO3MOXKHBIE Yrpo3bl MHPOPMAIMOHHON O€30MacHOCTH
00BEKTOB.

[lepeyeHb TMUYHOCTHBIX PE3YJIHTATOB

1.3. K0/1M4eCcTBO 4YaCOB HA OCBOEHHE NnporpaMMmbl TUCHHUIIJIMHBI:

MaKCUMaJIbHOW y4eOHOU Harpy3ku cTyaeHTta 90 yacoB, B TOM 4YucIe:
00s13aTeIbHOM ayIUTOPHOU yueOHOW Harpy3ku cTyaeHTa - 60 gacos,

CaMOCTOATENLHOM paboThI cTyneHTa — 30 Jacos.



2. CTPYKTYPA U COJAEPKAHUE YUYEFHOU JUCITATLIAHBI

2.1. O0beM yueOHOM AUCHMIIMHBI M BUABI Y4eOHO#l padoThI

Bua yueoHoii paboTbl O0bem yacoB
MaxkcumanbHasi yueOHasi Harpy3Ka (BCero) 90
O0s13aTenbHas ayquTopHas yueOHas Harpyska (Bcero) 60

B TOM YHCJIE:

TEOpeTUYeCcKoe 00yueHne 36
MPAKTAYECKUE 3aHATUL 24
CamocTosTe1bHasi paboTa o0yyaromerocs (Bcero) 30

IIpomesicymounas ammecmayus 6 popme dK3ameHa




2.2. TemaTnuyeckuii IUIaH U cofiep:kaHMe yueOHOH qucHuILINHbI « KoMnbloTepHbIe ceTn»

ykazareins pecypca URL.

YpoBennb
HaumenoBanmue pa3aesioB Coaepikanue yueOHOro MaTepuaa, NpaKkTH4ecKue padorsl, O0bem
U TeM caMocTosiTe/IbHAasi paboTa 00y4yarommXxcst B Yacax ycsocHu
Tema 1. OcHOBBI ceTeil Conepxxanue yueOHOro Marepuasa
nepeaaym JaHHbIX 1.1. O6mue npuHLIHKIIEI TOCTPOEeHUS ceTel. KoOMIOHEHThl KOMIIBIOTEPHON CETH. 5 1
CereBble XapaKTEPUCTHKHU.
1.2. ApxuTekTypa, CTaHIapTU3anus u Kiaccudukanus cereir. Moaemu OSI, 5 1
TCP/IP
IIpakTnuyeckune 3aHATHS 2
[Ipaktrueckoe 3anstue Nel. OnpeccoBka Kabes U po3€TOK. 2 2
Tema 2. Cucremel CBSI3M ¢ | Copep:kanue yueGHOro MaTepuaia 2
MOABHAHBLIMU 00LEKTaMu 7 7- OCHOBBI OpraHu3aIK CUCTEM CBSI3U C TIOJBMXKHBIMU O0beKTaMu. Tpadux u 5 1
€MKOCTbh COTOBBIX CHCTEM.
Tema 3. Crarnyeckas Coaep:xkaHue yueOHOro MaTepuajia 6
MapIupyTHsatms 3.1. Anpecanus B cetu Internet. Tunbl agpecos. CrnienuanbHbIC aapeca. 2 1
3.2. Mapupyru3zanusi: cTaTH4eckasi 1 JuHaMH4ecKas. MapuipyTu3aTopsl. 5 1
Mapuipytsl [IPv6. Mapuipytsl [Pv4.
3.3. [InaBaroiue craTuyeckue MapuIpyTsl. MapiipyTsl MeXay pa3TudHbIMU 5 1
y3J1aMH CETH.
IIpakTHYeckune 3aHATHSA 6
[IpakTuueckoe 3ansTre Ne2. 3HaKOMCTBO CO CPEON MOIETUPOBAHUS 5 2
KOMITBIOTEPHBIX ceTei
[Ipaktuueckoe 3anstue Ne3. Hactpoiika agpecanvuu U CTaTHYECKON 5 2
MapIIpyTH3AIUH.
IIpaktuyeckoe 3ansTHe No4. [loMck 1 ycTpaHeHHE HEMOJIaJ0K CTaTHYECKUX 5 2
MapuIpyTOB.
Tema 4. YuugepcaibHbIii Copep:xanue y4eOHOro MaTepuajia 2
WICHTHQUKATOP PeCypeoB 777~ VYuusepcanbHblil uaeHTHGUKaTOp pecypcoB (URI). YHuBepcanbHblii 1
U ero Ha3Ha4YeHHue 2




Yposennb

HaumeHoBaHue pa3ie/ioB Copep:xanue y4eOHOI0 MaTepuaja, IPaKTHYeCKHe padoThl, O0bem
U TeM CaMOCTOfITeIbHAsi paboTa 00y4aroImuXCs B yacax ycpoeHms
Tema 5. CereBbie Conepxxanue yueOHOro Marepuasa 4
HH(OPMAIIHOHHBI KOBI
(hopmano e cryx0 5.1. Ciryx651 Telnet u SSH. Cucrema DNS. 2 1
5.2. CereBble TIPOTOKOJIBL. 2 1
IpakTuyeckue 3aHATHSA 4
[Ipaktrueckoe 3ansaTue NeS. HacTpolika CTaHIapTHBIX CETEBBIX IPOTOKOJIOB 2 2
[Ipaktnueckoe 3ansTue Ne6. HacTpolika AMHAMUYECKON MapIIpyTHU3aliH, 5 2
CIIMCKOB KOHTPOJIS IOCTYTIA.
Tema 6. Conep:xaHue yueOHOro MaTepuaja 8
r bHbIE U JIOKAJIbHBI v
s00an ¢ W JoKant €l6.1. Opranu3zaius ¥ yCIyr ri00ajibHbIX CeTei. 2 1
KOMINBIOTEPHbIE CETH
6.2. BupTyanbHbIe YaCTHBIC CETH. 2 1
6.3. JIBC. Ucnonuenus JIBC. Tpebosanus k JIBC. 2 1
6.4. LAMP. LNMP. CMS: koMIIOHEHTbI, Ha3HAUEHUE. 2 1
IIpakTH4eckne 3aHATHSA 8
[Ipaktrueckoe 3anstue Ne7. Hacrtpoiika cetu B Router OS 2 2
[Ipaktrueckoe 3anstue Ne8. [TocTpoenue cetu ¢ ucnonp3zoBanueMm PfSense 2
[Ipaktuueckoe 3anarue Ne9. [locTpoeHne KOMIBIOTEPHOMN CETU C BBICICHHBIM 5
CEpBEPOM.
[Ipaktuueckoe 3anarue NelO. YcranoBka u HacTpoiika LAMP. 2 2
Tema 7. be3onacHOCTb | Copep:xanue yueGHOro MaTepuaia 8
KOMIBIOTEPHEIX CETEH 7.1. OCcHOBHBIE TIOHATHS U IPUHIMIBI HH(OPMAIIMOHHON 0€30MacCHOCTH CETH. 2 1
7.2. TexHONOTHH CEeTEBOI 0e30MacHOCTH. ATaKi Ha TPAHCIIOPTHYIO 5 1
UHPPACTPYKTYPY CETH.
7.3. CpenctBa obecrniedeHus: 0€3011aCHOCTH JIOKAIBHOM CETH. 2 1




Yposennb

HaumenoBanue pa3ae/ioB Coaepikanue yueOHOro MaTepuaa, NpaKkTH4ecKue padorsl, O0bem
U TeM CaMOCTOfITeIbHAsi paboTa 00y4aroImuXCs B yacax ycpoeHms

7.4. Ananu3 cereBoro Tpaduka. Ayaut 6€30MacHOCTH CETEH. . 2 1
IIpakTHyeckue 3aHATHA 4
[Mpaktuueckoe 3ansitue Nel 1. Ananu3s cereBoro Tpaduka. 2
ITpakTnaeckoe 3anstue Nel?2. ObGecnieuenne 6€30MaCHOCTH JOKAIBLHOM CeTH 2

JudpepeHupoBaHHbIN 3a4eT 2

CamocrosiTeibHast padora 30

3anongHeHue paboyeil TeTpaau




3. YCJIOBUSA PEAJIM3AIIAU TPOTPAMMBI YYEBHOM TUCIHUATLIINHBI

3.1. Tpe6oBaHuS K MUHUMAJbHOMY MATEPHAJIbHO- TEXHUYECKOMY 00ecrieYyeHH 0
Peanuzanus yueOHo#l aucuuiuiabl TpeOyeT Hanmuusa ydeOHoro kabmHera «CucreM u
ceTeil nepenayn HHPOpMaIUn».
O6opynoBanue yueOHOT0 KaOMHETa:
—II0CaI0YHbIE MECTA M0 KOJIMYECTBY OOy4YarOLUXCsl;
—paboyee MECTO MPENOAABATENS;
—KOMIUIEKT y4eOHO- HarJsJHbIX TOCOOUH.
Texnuueckue cpeacTsa 00y4eHUs:
—KOMIIBIOTED C JIHMIIEH3UOHHBIM NIPOrPAMMHBIM 00ECIIEUEHNEM U MYJIbTUMEIUA IPOEKTOP.
—MHTEpPaKTUBHAS JIOCKa;

—KOMIIBIOTEPHI.

3.2. UudopmanuonHoe obecneyeHre peaau3auuu NporpaMmbl

OcCHOBHAS JJUTEPATYPA

1. Kommnerorepusie cetu: yueObnuk mist cryn. yapexaenuii CI1O / B.B. bapunos, U.B.
bapunos, A.B. IIponerapckuii, A.H. IIsuibkun. — MockBa: Axkagemusi, 2020. — 192 c.

2. Tenbuapos, A.Jl. Komnbrorepasie cetu: yuedHoe mocoodue. - M.: Jlamkos u K, 2022.
- 184c. ISBN 978-5-394-03953-9

3. Nudopmanmionnas 06e30MacHOCTh KOMNBIOTEPHBIX CeTed : Yy4eOHUK B.IL.

MenbaukoB, A.U. Kynpusinos, T.FO. Bacunsea ; mon pen. B.II. MenbHukoBa. —
Mocksa : PYCAMHC, 2021. — 354 c.

4, Makcumos, H. B. Komnsrorepusie cetu : yuebnoe nmocooue / H.B. Makcumos, 1.1.
[TormoB. — 6-¢ u3a., nepepad. u mon. — Mocksa : ®OPYM : UHOPA-M, 2022. —
464 c. — (Cpennee npodeccrnonaibHoe oopazoanue). - ISBN 978-5-00091-454-0. -
Tekcr : snextpoH-HBIA. - URL: https://znanium.com/catalog/product/1714105 (nmara
obOpamenus: 13.12.2021). — Pexxum mocTyna: 1mo moAmucke.

EOHOJIHI/ITGJII)HEUI JUureparypa

1. Cetu © TENEeKOMMYHUKAllMM : YYeOHMK U TPAKTUKYM Ui  CPEIHEro
npodeccuonansHoro oopazosanus / K. E. Camyiinos [u np.] ; nox penakuueii K. E.
Camyitnosa, . A. Hlanumosa, [I. C. Kyns6osa. — Mocksa : U3narensctBo FOpaiit,
2021. — 363 c¢. — (IIpodeccuonansHoe obpazoBanue). — ISBN 978-5-9916-0480-2.

— Texkcer : anexTpoHHbIN // Obpa3oBarenbHas miaargopma HOpaiit [caiit]. — URL:
https://urait.ru/bcode/475704 (nata obpamenus: 13.12.2021).
2. [Mapteika, T.JI., ITomo M.M. KommneioTepuble cetu : yuebHoe mocobue / T.JI.

[Mapteika, M.W. Ilomnos. - 5-e u3z., nepepad. u gomn. - Mocksa : ®OPYM : UHOPA -
M, 2021. - 432 c. : un. - (Ilpodeccuonanbroe o6pa3oBaHue).

3. I'pumnna, H. B. OcHOBBI KOMIIBIOTEPHBIX ceTell : yuel. mocobue / H.B. I'pummnna. —
Mocksa : UH®PA-M, 2022 216 c. — (Bricmiee obpa3zoBanue: bakamaBpuar). —
www.dx.doi.org/10.12737/textbook 5cf8ce075a0298.77906820. - ISBN 978-5-16-



015105-2. - Texcr : AIIEKTPOHHBIH. - URL:
https://znanium.com/catalog/product/1017663



4. KOHTPO.Ib M OLIEHKA PE3YJIbTATOB OCBOEHHUSA YYEEHOM

Konrpons u  ounenka

pe3yabTaTOB

JAUCIHUIIVIMHbI

OCBOCHUA

JAUCHUITIIMHBI

OCYIICCTBJIAACTCA

MPEIO/IaBaTEIEM B MPOLIECCE MPOBEACHUS NMPAKTUYECKUX 3aHITUH , TECTUPOBAHMS, KOHTPOJIS
BBITIOJTHEHHUS] CAMOCTOSTEIbHON PabOTHI.

PesyabTaTsl 00yyeHus
(ocBOEHHBIE YMeHMs, YCBOCHHbIE
3HAHUA)

Kpurepun onenkn

@ opMBbI U METOABI
KOHTPOJIS
U OLIEHKHU Pe3yJbTaToB
o0yueHust

3HATH:

OCHOBBI CETEH Iepeaaun JaHHbIX

3HaHUE OCHOB ceTel
nepezxatm JaHHBIX

OCHOBBI CTATHYECKON
MapUIpyTH3ALNT

3HaHWE OCHOB CTATHYECKOM
MapUIpyTH3aLHU

VYcTHBIE 3aUeThI

VYcTHBIE OTBETHI HA

CTPYKTYpa U Ha3HAYCHHUE TIOHUMAaHHE CTPYKTYPHI U nudhepeHIMpPOBaHHOM
VHUBEPCATHLHOTO HICHTU(UKATOPA | HAa3HAYCHUS 3ayere
pecypcos YHHBEPCATHHOTO

uAeHTU(UKATOpa peCcypcoB
TEXHOJIOTUSI OPTaHU3auy PabOTHl | 3HAHWE TEXHOJIOTHH
TI00ATEHBIX KOMITBIOTEPHBIX CETSH | OpraHu3aIi padoThI

rI100aTbHBIX

KOMIIBIOTEPHBIX CETEH
OCHOBHBIE CETEBbIE 3HaHHE OCHOBHBIX CETEBBIX
MH(POPMAITUOHHBIC CITY>KOBI WH(})OPMAITMOHHBIX CITYXKO
OCHOBBI 0€301aCHOCTHU MOHMMAaHHE OCHOB
KOMITBIOTEPHBIX CETEH KOMIIBIOTEPHOM

06e30MacHOCTH
yMeTh:
MPUMEHSTh Ha TPAKTUKE HaBBIKU MOHTaK KaOeNbHbIX CeTei
MOHTa)Kka KaOeJIbHBIX CeTei
paboTaTh C ceTeBbIM aJIMUHHCTPUPOBAHNE
000py/IOBaHUEM U CETEBBIM 000pyI0BaHUA JTOKAIBHBIX
MIPOrPaMMHBIM 00eCTIeYeHUEM ceTeit
KOH(UTypHpoBaTh 00OPYIOBAaHUE | HACTPOIKA U OOHOBIICHHE
JUIS OpraHU3alliu CTAaTUYECKOM 000py/I0BaHUS JTOKAIBHBIX
MapIIpyTU3alUU B JTOKAIbHBIX ceTeit BLITOIHEHHE

KOMIIbIOTCPHBIX CCTAX

IIPpOU3BOJINTDH HaCTpOﬁKy
CO€IMHEHMI Ha KaHAJIbHOM
YPOBHE, CO31aBaTh U YIPABJIATH
BHUPTYAJIbHBIMH JIOKAJIbHBIMU
CECTAMU

HaCTPOﬁKa BUPTYAJIbHBIX
JIOKAJIbHBIX CETEH

KOH(UTYpUPOBATH TPOTOKOJIBI
JMHAMUYECKON MapIIpyTH3aluu B

JIOKAJIbHBIX KOMIIBIOTCPHBIX CCTAX
(RIP, OSPF)

HACTPOiKa MPOTOKOJIOB
JTUHAMHYECKON
MapuIpyTH3aluu

MPAKTHYECKUX padboT




HacTpauBaTh arperupoBaHHbIC
KaHaJbl U 00eCIIeYnBaTh
OTKAa30yCTOMYHMBOCTh KaHAJIbHOU
IO ICUCTEMEI

o0ecrieyenue
OTKa30yCTOMYUBOCTH
KaHAJILHOU MOCUCTEMBI

MIPOBOIUTH aHATTN3 OE30MMACHOCTH
000pyIOBaHUS B JIOKAIBHON CETH

MPOBEJICHUE aHATTN3a
0€30aCHOCTH JTOKAIBbHOM
ceTu




