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1. OBIIIASI XAPAKTEPUCTHUKA PABOYEI ITPOT'PAMMBI
IMPO®ECCHUOHAJIBHOI'O MO YJIA OI1.01

1.1. Heab u miIaHupyemble pe3yJIbTAThI 0CBOEHUsI PO ecCHOHATHHOT0 MOYJIA

B pesynbrare n3ydeHus: npopecCHOHATBHOTO MOIYJS CTYJICHT JOJDKEH OCBOUTH OCHOBHOMN
BUJl JICATEIHHOCTH «DKCIUTyaTallisl aBTOMATH3WPOBAHHBIX (MHPOPMAIMOHHBIX) CHCTEM B
3alTUIICHHOM UCIOJHCHHH» W COOTBETCTBYIOIIHE €My MPOQPeCCHOHATbHBIC KOMIIECTCHIIMH, OOIINe
KOMIIETEHITUH.

1.1.1 [TepevyeHsb 0OMIUX KOMIETEHITUN

Kon

HaunMeHoBaHHe 00IIUX KOMIIETEHIIUMA

OK 1

Boibupate  cmocoObl  pemieHuss  3a7ad  Opo(EecCHOHANBHOM  JIeATeIbHOCTH
MIPUMEHUTEIBHO K PA3JIMYHBIM KOHTEKCTaM.

OK 2

Hcnonp30BaTe COBpEMEHHBIE CpEACTBA IIOMCKAa, aHalIM3a M HUHTEpIpETaluu
uHbpopManmuid ¥  WHPOPMALMOHHBIE TEXHOJOTHMHM Ui  BBIOJHEHHS  3ajad
1poecCUOHAIIbHOMN 1€ TEIbHOCTH.

OK3

[ImanupoBaTh M peaaM30BBIBaTH COOCTBEHHOE NPO(PECCHOHANTBHOE W JIMYHOCTHOE
pa3BuUTHEe, MPEANPUHUMATEIBCKYIO JEATENbHOCTh B MpodecCHOHaIbHOU cdepe,
HCIIOJIb30BaTh 3HAaHUS MO (UHAHCOBOM TIPaMOTHOCTH B Pa3JIMYHBIX KU3HEHHBIX
CUTYalUsX.

OK 4

D¢ dhexkTnBHO B3aMMOIEHCTBOBATh U Pa0OTaTh B KOJJICKTHBE U KOMAH/IE.

OK 5

Ocy1ecTBIATh YCTHYIO U MMCbMEHHYI0 KOMMYHHMKAIIMIO Ha TOCYIapCTBEHHOM SI3bIKE
Poccuiickoit denepanuu ¢ y4eToM OCOOCHHOCTEH COLIMAIBHOTO M KYyJIBTYPHOTO
KOHTEKCTA.

OK 6

[IposBiATh Ipa)kAaHCKO-NATPUOTHYECKYIO MO3ULUIO, JEMOHCTPUPOBATh OCO3HAHHOE
MOBEJICHHE Ha OCHOBE TPAJUIMOHHBIX O0IEYeT0OBEUECKUX LIEHHOCTEH, B TOM YHCIIE C
Y4€TOM TapMOHM3AIMM MEXKHALIUOHAIBHBIX W  MEXPEIUTHO3HbIX OTHOUIEHHH,
IPUMEHSTh CTAH/IAPThl AaHTUKOPPYIIIMOHHOTO MTOBE/ICHUSI.

OK 7

CopnelicTBOBaTh COXPaHEHHIO OKPYIKalOIIeH Cpelibl, pecypcocOepekeHnIo, IPUMEHSTh
3HaHHA 00 M3MEHEHMM KJIUMaTa, M[PUHIUIB OEpeXIMBOrO  IMPOU3BOJICTBA,
3¢ (EeKTUBHO AEHCTBOBAThH B UPE3BBIYANHBIX CUTYALIUSX.

OK 8

Hcnonb3oBath cpenctBa (U3MUECKON KyJIbTYypbl IJISl COXPAaHEHUS U YKpEIUICHUs
30pOBbsI B Iporecce MpO(EecCHOHATBHOW  JIEATENbHOCTH U HOJJEp)KaHUs
He00X0IMMOr0 YpOBHS (pU3HMUECKON NOArOTOBJIEHHOCTH.

OK9

ITonp30BaThCA HpOCI)CCCHOH&J'IBHOfI HOKYMCHTaHHCﬁ Ha TOCYJAapCTBCHHOM H
HMHOCTPAaHHOM SA3bIKaX.

1.1.2 Tlepeuens npodeccuoHaNbHBIX KOMIETEHIIUH

Kon HanmeHoBaHMe BUIOB JeSITEJIbHOCTH M PO eCCHOHATBHBIX KOMITETEHIHI

BIT 1 OKcIuTyaTalyss aBTOMATU3UPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEM B 3aLIUIEHHOM
VCIIOJIHEHU U

1K 1.1 [Tpon3BOIMTE yCTaHOBKY UM HAcTpPOMKY KOMIIOHEHTOB aBTOMAaTHM3MPOBAHHBIX
(MH(QOpPMAIIMOHHBIX) CHCTEM B 3alUIIEHHOM HCIOJHEHHMH B COOTBETCTBUU C
TpeOOBAHUSAMH IKCILTYaTALIMOHHON TOKYMEHTALIMH.

K 1.2 AIMUHUCTPUPOBATh MPOTPaMMHBIE W  NPOrPaMMHO-AINIAPATHBIE  KOMIIOHEHTHI
ABTOMATU3MPOBAHHOMN (MHGOPMAIIMOHHOW) CHCTEMBI B 3aIIUIIICHHOM HCTIOJTHEHHUH.

K 1.3 ObecneunBaTth Oecriepe0oiiHyl0 pabOTy aBTOMAaTH3MPOBAHHBIX (MH(GOPMAIIMOHHBIX)

CHUCTEM B 3alllUIIICHHOM HNCITOJTHCHUHN B COOTBCTCTBHUH C Tpe6OBaHI/I5[MI/I




3KCHHyaTaHHOHHOfI AOKYMCHTAIUH.

IK 1.4 OcCymiecTBIATh MPOBEPKY TEXHUYECKOT'O COCTOSIHHSI, TEXHUYECKOe OOCIy)XMBaHUE U
" | TeKymMii pPEMOHT, YCTpaHATh OTKa3bl M BOCCTAHABIMBATH PabOTOCIIOCOGHOCTH
aBTOMATH3MPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEM B 3aLIHIEHHOM HCIIOJHEHHH.

1.1.3 B pe3ynbraTe 0cBOCHUS NPOHECCUOHATIBHOIO MOIYJIS CTYACHT JOJIKEH:

UMETh YCTAaHOBKM M HACTPOMKM KOMIIOHEHTOB CHCTEM 3alluThl HH(OpManuu
MPAKTUICCKHIA ABTOMATU3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CUCTEM;
OIIBIT B: aIMUHUCTPUPOBAHMUS ~ aBTOMATU3UPOBAHHBIX CHUCTEM B  3alIUIICHHOM
WCIIOJTHEHUH;
AKCILTyaTaluu KOMIIOHEHTOB CUCTEM 3aIUTHI uHbopMauu
ABTOMATHU3UPOBAHHBIX CHCTEM;
JTUATHOCTHKHU KOMIIOHCHTOB CUCTEM 3aIUTHI uH(pOpMaIUu
ABTOMATU3UPOBAHHBIX CHCTEM, YCTPAHEHHUS OTKAa30B M BOCCTaHOBIICHUS
paboTOCTIOCOOHOCTH aBTOMATHU3MPOBAHHBIX (MH()OPMAIIMOHHBIX) CHCTEM B
3alUIIEHHOM HCIIOJHEHUU
3HATH: — COCTaB W  TPHUHIOUIBI  pabOTBI  aBTOMATH3UPOBAHHBIX  CHCTEM,
OTIEpPAIIMOHHBIX CUCTEM U CPEJl;
— TPUHLMIBL Pa3pabOTKU alrOpuTMOB MPOTPaMM, OCHOBHBIX MPHEMOB
MIPOrpaMMHUPOBAHHS;
— MojeiH 0a3 JaHHBIX;
— TPHUHIHMIB TOCTPOCHHS, (U3MUYECKUE OCHOBBI PAOOTHI MepUEPHITHBIX
YCTPOUCTB;
— TEOpPETHYECKHE OCHOBBI KOMIBIOTEPHBIX CE€Ted U UX allapaTHbIX
KOMITOHEHT, CETEBBIX MOJICIICH, IIPOTOKOJIOB U IPUHIIUIIOB a/IPECAIIHH;
— TIOPSAJOK YCTAaHOBKM W BBOJA B OKCIUTyaTallMI0 CPEJCTB 3allUTHI
nH(OpMAaILIUY B KOMIIBIOTEPHBIX CETSX;
— TpPHUHIMIBI  OCHOBHBIX  METOJOB  OpraHW3alid W  MPOBEACHUSA
TEXHHYECKOTO OOCTY)KUBAaHUS BBIYUCIUTCIILHON TEXHUKH W JIPYTUX
TEXHUUYECKUX CPEACTB UH(POpPMATHU3AIIIH.
—  cpedcmea u NPUHYUNbL 3aUUmsl ONePaAYUOHHbIX CUCTNEM,
—  cnocobwbl 3auumel UHGopmayuu 8 6a3ax OaHHLIX
YMETh: OCYIICCTBIISATH KOMIUICKTOBAHHE, KOH(UTYPHPOBAHUE, HACTPOUKY

aBTOMAaTU3MPOBAHHBIX CHCTEM B 3alUIICHHOM WCIIOIHECHUU KOMIIOHEHT
CUCTEM 3alllUThl UH(POPMALIUU aBTOMATU3UPOBAHHBIX CHCTEM;
OpraHU30BBIBATh, KOHPUIypHUPOBATh, MPOU3BOAUTH MOHTaX, OCYLIECTBISATH
JIMarHOCTUKY U YCTPAHATh HEUCIIPABHOCTU KOMITBIOTEPHBIX CeTei, paboTaTh ¢
CETEBBIMU ITPOTOKOJIAMU PA3HBIX YPOBHEM;

OCYUIECTBIISATh KOHPUTYpUPOBaHHE, HACTPONKY KOMIOHEHT CHUCTEM 3alUThl
UH(OpPMAILIUK aBTOMATU3UPOBAHHBIX CUCTEM;

[IPOU3BOAUTh YCTAHOBKY, aJaNTallMl0 M  CONPOBOXKIECHHUE THUIIOBOIO
MPOrpaMMHOT0  OOecreueHusl, BXOJSAIIEr0 B COCTaB CHCTEM 3allUThI
UH(pOpPMAaILIUK aBTOMATU3UPOBAHHOM CUCTEMBI

HACTpanuBaThb U YCTPAHATH HCUCIIPABHOCTH IPOIrpaMMHO-AIIIIapaATHBIX CPCACTB
3allUTHI I/IH(i)OpMaHI/II/I B KOMIIBIOTEPHBIX CCTAX IO 3aJaHHBIM IIpaBUJIaM;

ofOecrieunBaTh  pabOTOCHIOCOOHOCTh,  OOHApYXMBaTb M YCTPaHATH




HCHUCIIPABHOCTHU
- cpedcmea U npuryunsl saujumasl OnepayuUoORHbIX CUCTEM,

—  cnocobwl 3auwumul UHopmayuu 6 6a3ax OAHHbIX

1.2 KoanuecTBo 4aCoOB, OTBOAMMOEC Ha OCBOCHHEC HpO(beCCI/IOHaJ'IBHOFO MOIYJIA

Bcero 730 yacos:

u3 HuX Ha ocBoeHne MJIK — 496 yacoB, B TOM 4uCIIe HA CAMOCTOSTETIbHYIO padoTy 844.

Ha MPAKTHKH, B TOM 4ncie yuyeOnyro 144 yaca u mpou3BOJCTBEHHYIO 72 Yaca,

- DK3aMeH M0 MOIyJI0 18 4yacoB, B TOM YHCIIe Ha CAMOCTOSITENbHYIO PabOTy IO MOATOTOBKE 2
4acoB




2. CTPYKTYPA U COAEP/)KAHUE ITPOPECCHOHAJIBHOT'O MOAYJISA

2.1. CTpykTypa npo¢hecCuoHAIBLHOT0 MOYJIsA

= O06beM podeccoHAIBLHOT0 MOYJIsI, AKATeMHUYECKHE YaChl.
é PaGora o0yuyaromerocsi BO B3auMO/IeliCTBHH € NpenojgaBaTejgeM Cam.pabora
e Ooyuenne no MK MpakTnka | w« =
Konpl B TOM YHCJIe = S| = E o
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
MK 01.01 Onepaunonnsie cucrembr | 103 | 86 40 36 4 6 15 2
M/IK.01.02 Ba3bl 1aHHBIX 103 86 36 40 4 6 15 2
OK 01-09 M/IK 01.03 CeTu U CHUCTEMBI MOAAYH
K 1.1-1.4 HH(opMALLIH 46 38 18 20 8
MK 01.04 DKCIuTyaTanus
ABTOMATHU3UPOBAHHBIX 122 | 101 | 66 30 9 3 20 1
(MHpOpPMAaIIMOHHBIX CUCTEM) B
3aIIUIIIEHHOM UCTIOJTHEHUH
MK 01.05 DKCIUTyaTanus 122 | 101 | 36 60 9 3 20 1
KOMIBIOTEPHBIX CHCTEM
OK 01-09 Y4yeOHasi NpaKTHKA
K 1.1-1.4 144 | 144 144
OK 01-09 IIponsBoacTBeHHAsI NPAKTHKA
K 1.1-1.4 72 72 2
OK 01-09 JK3aMeH 10 NpodeccHOHAIBLHOMY
[IK1.1-1.4 MO1YJII0 18 16 4 12 2
Bcero 730 | 644 | 196 | 186 12 18 | 144 | 72 4 12 78 8




2.2. TemaTu4eckuii IiIaH u cogep:kanue npogeccnonaabuoro moxaysi (IIM.01)

HanmenoBanmue pa3jiesioB u
TeM NPOoecCHOHATBHOT0

Mozyst (TTM), Coaep:xanue yueOHOro MaTepuasa, jadopaTopHble padoThl M NPAKTHYECKHE 3AHATHS, CAMOCTOSATEIbHAasI O0bem
padora o0y4aommxcs 4acoB
MEKAUCHUIITTHHAPHBIX
kypcos (MJIK)
1 2 3
M/JK.01.01 OnepanuoHHbIe CHCTEMbI 103/2,86
Pa3zges 1. DiieMeHTHI TEOPUU ONEPANMOHHBIX cucTeM. CBOMCTBA ONEPAIlMOHHBIX CHCTEM
Tema 1.1. OcnoBbl Teopuu | Cogepkanue 6
OIIEpPaLlMOHHBIX CUCTEM Omnpenenenne onepaunoHHOW cucTteMbl. OCHOBHBIE MOHATUA. MCTOpUS Pa3sBUTUSA ONEPALMOHHBIX cHCTEeM. Buniel
ornepanuoHHbIX cucteM. Kitaccugukanus onepalmoHHbIX CUCTEM MO0 pa3HbIM Ipu3HaKkaM. OnepanuoHHas cucTeMa Kak
uHTepdeiic Mexy MporpaMMHBIM U anmapaTHbIM obecnedeHueM. CucTeMHble BbI30BBI. MccienoBanus B o0sacTu
OTIEPAI[MOHHBIX CUCTEM.
Tema 1.2. Mamunno- | Cogep:xanue 8
3aBUcHMBle M MamuHHO- | 3arpy3uuk OC. Muunumanu3zanus annapaTHbIx cpeacts. [Ipouecc 3arpysku OC.
HE3aBUCUMBIC coiictBa | [TepeHocumocts OC. MammuHO-3aBucuMbie Monyiin OC. 3agaun OC 10 ynpaBlICHUIO ONEpaLUsMU BBOJIA-BbIBOA.
OIIEPAllMOHHBIX CUCTEM MHorocoiiHasi MOJIeIb IOJACUCTEMBI BBOIA-BbIBOA. [[paiiBepsl. Iloaneprkka onepanuii BBOJa-BbIBOJAA.
Pabota ¢ daitnamu. daitnoBas cucrema. Bunbl ¢aiinoBeix cucrem. dusnueckas opraHuzaius (anaoBOH CHCTEMBI.
Tunsl ¢aitnos. PalnoBeie onepay, KOHTPOIb J0CTyNa K (dhaiaam.
TemaTnka NpaKTHYECKUX 3aHATHI H JIA00PATOPHBIX padoT
Bupryanenbie Mammsbl. Co3ganue, Monudukamnus, padoTa 8
Ycranoska OC
Coznanue U n3y4eHHe CTPYKTYPBI pa3/IeoB JKECTKOIO IUCKA
Onepanuu ¢ daitnamu
Tema 1.3. MonynbHas | Copepxanue 2
CTpYKTypa  ONEPalMOHHBIX | Dk30s1po. Monenb knueHT-cepep. Pabora B pexxume mnosb3oBarens. Pabora B koHcolbHOM pexume. O00104YKH
CHUCTEM, IIPOCTPAHCTBO | ONEPAMOHHBIX CUCTEM.
ITOJIB30BaTENA TemaTnka NpakKTHYECKUX 3aHATHI M J1a00paTOPHBIX padoT
PaboTa B KOHCOJIBHOM M IpaMuecKOM peskuMax
Tema 1.4. VYnopasnenue | Cogepxanue
aMAThIO OcHoBHOe ympasineHue namaThio. Ilogkauka. BupryanbHas nmamsaTe. ANrOpUTMBI 3aMEIIEHUs CTpaHUL. Borpocel

pa3pabOTKH CHCTEM CO CTPAHUYHOM opranu3ainuen namatu. Bornpocs! peanu3anuu. CerMeHTaIusl MaMsITH

TemaTnka NPaKTHYECKUX 3aHATHI H JIA00PATOPHBIX padoT




MOHI/ITOpI/IHF 3a UCITIOJIb30BAaHHUEM ITaMATU

Tema 1.5. VYmnpapienue
IpoLEeccamH,
MHOTOMPOIIECCOPHBIE
CHUCTEMBI

Conep:kanue

[Tonstue npouecca. Ilonarue mnoroka. IloHAatne mnpuopurera u 0COOCHHOCTHU

MHOTI'OIMPOLECCOPHBIX CUCTEM. MemnpoueccopHoe BSaHMOHefICTBI/IC

o4yepenu  MPOIECCOB,

ITonsiTue B3auMoOIOKUPOBKHU. Pecypchbl, oOHapykeHHE B3aUMOOJIOKMPOBOK. [30eranue B3aMMOOJIOKHUPOBOK.

[IpenoTBpaliieHre B3auMOOIOKUPOBOK

TemaTHuka MPAKTUYIECCKUX 3aHSATHI 1 naﬁopaTopnblx paﬁoT

YpasieHue nporueccammu»

Ha6J’II-OI[€HI/IC 34 UCIIOJIb30BAHUEM PECYPCOB CUCTEMBI

Tema 1.6. Bupryanuzauus u
00JIa4YHBIC TEXHOJIOTHH

Conepxanue

TpeGoBanusi, npuMeHsieMble K BHpTyanu3auuu. [unepBuzopsl. TexHonorun >PQGEKTUBHON BHUPTyaIU3alUU.
Bupryanuzanus namsaty. Bupryanusanus BBoga-BeiBoa. BupryansHble ycTporicTBa. Bonmpocs! aulieH3upOBaHMs

OO0J1auHbIE TEXHOJIOTHH. HccnenoBanus B obnactu BHUPTYaJIU3allul U 0071aK0B

TemaTuka NpakTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT

N3yuenue npumepoB BupTyanbHbix MamnH (VMware, VBox)

Pa3znea 2. BezonacHocTh one

DAINMOHHBIX CUCTEM

Tema 2.1. [TpunIUIIBI
MOCTPOCHUS 3aIATEI
UHpOpMaLUU B

ONCpaOHHBIX CUCTEMAX

Conep:kanue

ITonarue 6e3zonacuoctu OC. Knaccudukanus yrpo3 OC. Hctoynuku yrpo3 HH(OpManMOHHON O€30macHOCTH U
0o0BbeKkThl Bo3zelcTBUA. llopsaok obecrneueHuss 0e30mMacHOCTH HMH(OPMALMKM TMPH SKCIUTyaTallMd ONEpPalMOHHBIX
cucreM. lltatHble cpenctBa OC s 3auUThl HH(OPMAILIHH.

AyTeHTu]uKaIMsl, aBTOpU3ALHS, ayIUT.

TemaTnka NpaKTHYECKUX 3aHATHI H JIA00PATOPHBIX padoT

YnpaBieHue y4eTHbIMU 3aIMCSIMU MTOJIb30BaTENEN U JOCTYIOM K pecypcam

Aynut coOBbITHIA CUCTEMBI

I/I3y‘~IGHI/I€ IITATHBIX CPCACTB 3alIUThI HHq)OpMaHHH B OIICPALMOHHBIX CUCTCMAX

Paznen 3. OcoGeHHOCTH pabOThI B COBPEMEHHBIX OMEPAIMOHHBIX CUCTEMAX

Tema 3.1. OmnepanuoHHsle
cucrembl  UNIX, Linux,
MacOS u Android

Conepxanue

0630p cucrems! Linux. IIponieccer B cucreme Linux. Ympasnenue nmamsteio B Linux. BBon-BeiBoj B cucteme Linux.
Qarinoas cucrema UNIX.

OmneparmmonHsie  cucteMbl  cemeiictBa Mac OS:  ocoGeHHOCTH,

MpEUMyIICCTBA U HECAJOCTATKH.

Apxurektypa Android. Ilpunoxenus Android

TemaTnka NPaKTHYECKUX 3aHATHI H JIA00PATOPHBIX padoT

Coznmanne nuctpuObroTHBalinux. YcTaHoBKa.




Pa6ora B OC Linux.

Tema 3.2. Omnepauuonnas | Coaep:xkaHue 2
cucrtemMa Windows Crpykrypa cuctemsl. [Iponieccol n moroku B Windows. Ynpasnenue namsateio. BBoa-seiBosr B Windows.
TemaTHKa NPAKTHYECKUX 3aHATHI U JIa0OPATOPHBIX padoT
YcraHoBka v nepBuYHas HacTpoiika Windows. 2
Tema 3.3. Cepsepubie | Conep:kanue 2
OIIEpallUOHHBIE CUCTEMBI OcnoBHoe HazHaueHue cepepHbix OC. Ocobennoctu cepBepubix OC. Pacnpenenennblie (paidioBble CHCTEMBI.
TemaTuka NpakTHYECKHUX 3aAHATHH U JIa0OPATOPHBIX padoT
Pabora c cereBoii haitioBoi cHCTEMOI. 4
Pabota c cepepnoit OC, Hanpumep, AltLinux.
KoncyabTanum K 3K3aMeHy 4
JK3aMeH 6
TemaTnka camocTosiTe/ibHOI padoTsl npu n3yyenun MJ/IK.01.01
Cucrematuueckasi mpopaboTKa KOHCIIEKTOB 3aHATHH, Y4eOHON M CHelMaabHOM TEeXHUYECKOW JUTepaTyphl (IO BompocaMm K maparpadam, riaBam
y4eOHBIX TIOCOOUIA, COCTABIICHHBIM IIPEIIOABATEIIEM )
[TonroroBka K MpakTHUYECKUM pabOTaM C HCIOIb30BAaHMEM METOAMYECKUX PEKOMEHIAIMil mpernojaaBarens, ohopMIeHUE MPaKTHUUYECKUX padoT,
OTYETOB K UX 3aIlUTE. 15
Coznanue BUPTyalbHON MalINHbIL.
YcraHoBKa onepalluOHHON CUCTEMBI.
Amnanus xypHaina aynuta OC Ha pabouem MecTe.
N3ydenune aHaTUTHYECKUX 0030pPOB B 00JIACTH MOCTPOSHUS CUCTEM 0€30MacHOCTH ONIEPAIIHOHHBIX CHCTEM.
CamocrosiTesibHas padoTa K 3K3aMeHy 2
M/IK.01.02 Ba3bl JaHHBIX 103/2,86
Pa3nes 1. OcHoBbI Teopuu 023 JaHHBIX
Tema 1.1. OcHoBuble | Coaep:kanue 2
TIOHSITHS TEeOpuun 0a3 | [TousiTe 0a3bl AaHHBIX. KOMIOHEHTHI CHCTeMbl 0a3 MaHHBIX: JaHHBIC, alllapaTHOE O0ECIeUYCHHE, MPOTPAMMHOEC
JaHHBIX. Mo/ienM JaHHBIX obecrieyeHue, moiap3oBarenad. OJHOMOIB30BAaTEILCKUE W MHOTONOJIB30BAaTENLCKUE CUCTEMbl 0a3  JaHHBIX.
WuterpupoBanubie n obmme nanabie. OOBEKTHI, CBOICTBA, OTHOIIEHU. LleHTpann3oBaHHOE yIpaBiIeHHE JaHHBIMH,
OCHOBHBIE TPeOOBaHUSI.
Monenmn maHHBIX. MepapXxudeckue, CETeBbIE M PEIIMOHHBICE MOJIENH OpPTaHW3alWu JaHHBIX. [locTpensuoHHbIe
MOJIETIH TaHHBIX.
TepmuHOMOTHS pensinoHHbIX Moaenen. Kinaccudukanus cyniHoctel. [[Benannare npasun Kogma mis onpeneneHus
KOHIEMIUH PEISIIIMOHHON MOJIETH.
Tema 1.2. OcHogsl | Conepkanue 2




PEAIMOHHON anTreOphl

OCHOBBI pENAIMOHHONW anreOpbl. TpaaulMOHHBIE OMEpanuu Haj OTHOomeHUsMH. CrenualbHbIe OIepauyd Hal
OTHOLICHUSAMMU. Onepam/m HaJd OTHOIICHUAMU JOIIOJIHCHHBIC I[eﬁTOM.

TemaTuka NpakTHYECKHUX 3aHATHH U JIa0OPATOPHBIX padoT

Onepanuu HaJl OTHOIICHUSIMU

Tema 1.2. Ba3oBrle MOHATHA
U Kilaccu(uKauus CUCTEM
yIpaBieHus 6a3aMu JaHHBIX

Conep:kanue

bazoebie monsituss CYBJl. OcHoBubie ¢yHKiuu, peanuzyembie B CYBJl. OcnoBHblie kommoneHThl CYBJl m ux
B3aumoaeiicteue. Murtepdeiic CYBJ. SA3pikoBeie cpenctBa CYBJl. Knaccudukanus CYBJ[. CpaBHutenbpHas
xapakrepuctuka CYB/. 3uakomctBo ¢ CYB/] (1o BeIOOpY)

Tema 1.3.
IlemocTHOCT, [MaHHBIX Kak
KIIFOYCBOE  IOHATHE  0a3
JIAaHHBIX

Conep:kanue

IlonsTue HCJIOCTHOCTH U HCIIPOTUBOPCYHUBOCTH NAHHBIX. HpI/IMepLI HapylmCHUA ICJIOCTHOCTU U HCIIPOTHUBOPCYNBOCTH
JaHHBbIX. HpaBI/IHa " OIrpaHUYCHMUA.

Paznea 2. [IpoekTupoBanme 6a3 JaHHbIX

Tema 2.1.
Nudopmanronnsie  Moaemnu
PENSLMOHHBIX 0a3 JaHHBIX

Conep:kanue

Tunsl nHGOPMAITMOHHBIX MoiesIel. JIorndeckne Moienu TaHHbIX. DU3UYEeCKHe MO IAHHBIX.

TemaTuka NPpaKTHYECKUX 3aHATHH U JJa0OPATOPHBIX padoT

[TpoekTupoBanve HHOOIOTHISCKON MOJICIIN JAHHBIX

Tema 2.2. Hopmanuzanus
TaOUI] PEISIITUOHHON Oa3bl
naHHblx.  [IpoexTupoBanue
CBSI3eM MEXIy TaOJIHUIIaMHU.

Conep:kanue

Heo6xonuMocTs HOpManmu3anyu. AHOMAJIMHM BCTaBKH, yJaJIeHUS W OOHOBieHUs. [lpuBeneHue TaOuIuUIBl K TEPBOH,
BTOpOW M TpeTbell HOpManbHbIM (hopMmam. JlanmbpHelass HopMain3anus Tabnul. YeTBepras W MsATas HOpPMallbHbIE
¢dopwmel. [IpumeHeHue npoliecca HOpMaJIU3alHH.

TemaTuka NpakTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT

[TpoexTHpoBaHHUE CTPYKTYPbI 0a3bl JaHHBIX

Tema 2.3.
aBTOMAaTHU3alAU
HpOGKTI/IpOBaHI/Iﬂ

Cpenctsa

Coaep:xanue

CASE-cpenctBa, CASE-cuctrema u CASE-texnonmorus. Knaccudukamus CASE-cpencts. ['paduyeckoe
npeAcTaBieHue Mozene mnpoektupoBanuss. UML. Jlmarpamma CyIIHOCTB-CBS3b, JHMAarpamma IOTOKOB JaHHBIX,
JrarpaMma MpeneeHTOB UCI0JIb30BaHMsL.

TemaTuka NpakTHYECKUX 3aHATHI U J1a00paTOPHBIX padoT

[TpoexTrpoBanue 6a3bl TaHHBIX ¢ Hcnonb3oBaHneM CASE-cpencts

Pa3znen 3. Opranuszanus 0a3 JaHHBIX

Tema 3.1. Co3manme 0a3bl
JTaHHBIX. MaHUTyTupOBaHUE
JAaHHBIMH.

Conep:xkanue

Co3nanue 6a3bl gaHHBIX. PaboTa ¢ TabnumaMu: co3fgaHue TaOJIUIbI, U3MEHEHHE CTPYKTYpbI, HAlOJHEHHE TaOIHIIbI
JaHHBIMU. YTIpaBieHHE 3alHUCsIMU: 100aBlieHUE, peJaKTUPOBaHue, yaaleHne U HaBurauusa. Pabora ¢ 0a3oi JaHHBIX:
BOCCTaHOBJICHHE U cxaTue. OTkpbiTHe U MojuduKalys faHHbIX. KoMaHapl XpaHeHus1, 100aBIeHHs, pelaKTUPOBAHMS,




yIQJICHHs] 1 BOCCTAHOBJICHHMsI TaHHBIX. HaBuranus mo Habopy JaHHBIX.

TemaTHuka MPAKTUYIECCKUX 3aHSATHI 1 naﬁopaTopnblx paﬁoT

Coznmanne 6a3el manHbiX cpenctBamu CYBJI. PaGora ¢ TtabGnumamu: no0aBiieHHE, pEIaKTUPOBAHHE, YaJCHHE,
HaBUTAIU 10 3aIIHCSIM.

Tema 3.2. Uunexkcol. CBs3u
MEXY TabJIMLAMU.
O0bennHeHne TadJINII

Conep:kanue

[TocnenoBarenpHBI MOUCK NaHHBIX. CopTHpoBKa W (QuuibTparms AaHHBIX. WHAekcupoBaHue Tabmuil. Pa3znmudHbie
THITBI MHACKCHBIX (aitioB. Paboune o6nactu u nceBgoHuMbl. CBs3b Tabaui. O0beTMHEHHE TaO0IHII.

TemaTuka MPAKTUYIECCKUX 3aHSATHH 1 naﬁopaTopnblx paﬁoT

Co31anue B3anMOCBSI3EN

CoptupoBKa, MOUCK U GUIbTPAIMS JaHHBIX

Cnoco0Obl 00beIMHEHUS TA0IUL]

Paznen 4. Ynpasienue 6a30ii 1aHHBIX ¢ moMombio SQL

4.1.
A3BIK

Tema
CTpyKTypUpOBaHHBIN
3anpocoB SQL

Coaep:xanue

OO01mas xapakTepUCTHKA S3bIKa CTPYKTYPUPOBaHHBIX 3aripocoB SQL. CTpykTypsl v TUIbl AaHHBIX. CTaHIAPTHI A3bIKA
SQL. KoMaHn/ip! onpesiesieHUs JaHHBIX U MAHUITYJIMPOBAHUS TaHHBIMH.

TemaTuka NPpaKTHYECKUX 3aAHATHH U JIa0OPATOPHBIX padoT

Coznanme 6a3pl JaHHBIX ¢ nomomlbio komana SQL. PemakTupoBaHue, BCTaBKa U yNaleHHE JaHHBIX CPEICTBAMU
si3pika SQL

Tema 4.2. Omnepatopsl u
¢byskun s3pika SQL

Conepxanue

Crpyxkrypa komauasl Select. Yenosue Where. OniepaTopsl 1 pyHKIIUM MPOBEPKHU yclIoBUi. Jlornueckue onepaTopsl.
['pynnoBeie pyHkimn. OyHKIMH JaThl U BpeMeHU. CHUMBOJIbHbBIE (DYHKITHH.

TemaTnka NpakTHYECKUX 3aHATHI M J1a00pATOPHBIX padoT

CO3I[aHI/IC 1 UCIIO0JIb30BAHHUC 3aIIPOCOB. prHHHpOBKa 1 arp€rupoBaHUC TAHHBIX

KoppennpoBaHHbI€ BIOKEHHBIE 3aIIPOCHI

CO3I[aHI/Ie B 3a11pOCax BbIYUCIISICMbBIX noyieit. Mcmons3oBanue yCJIOBI/Iﬁ

Pa3nes 5. Opranusanus pacnpeaejJéHHbIX 0a3 JaHHBIX

Tema 5.1.
ApXUTEKTYpbI
pacnpeeseHHbIX
JTAHHBIX

0a3

Coaep:xanue

ApXHUTEKTYpBI KIueHT/cepBep. JJOCTOMHCTBA M HEMOCTATKU MOJIENel apXUTEKTyphl KIUEHT/CepBep M MX BIUSHUE HA
¢dbyukauonupoBanue cereBoix CYB/I. [IpoexTupoBanue 6a3bl JaHHBIX MO KOHKPETHYIO apXUTEKTYPY: KIUEHT-CEpPBEp,
pacmpeseneHHble 0a3bl TaHHBIX, MapajuienabHas 00paboTKa JaHHBIX.

OTnuums u IpEeMyIICCTBA YAAJICHHBIX 0a3 JaHHBIX OT JIOKaJBbHBIX 0a3 JaHHBbIX. HpeI/IMYH_[eCTBa, HEAOCTATKH U MECTO
IMPUMCHCHUSA I[ByX3BCHHOI71 u TpeX3BeHHOfI APXUTCKTYPhI.

TemaTuka NpaKTHYECKHUX 3AHATHH U JJa0OPATOPHBIX padoT

praBJ’IeHI/IC JOCTYIIOM K 00BeKTaM 0a3bl JaHHBIX




Tema 5.2. CepBepHas 4acTh
pacmpeneeHHOMI 0a3mbI
JTAHHBIX

Conep:xkanue

[TnanupoBanue u pa3épreiBanue CYBJI 115t paboThl ¢ KIMEHTCKUMU MTPHIIOKEHUSIMHA

TemaTuka MPAKTUYIECCKUX 3aHSATHI 1 naﬁopaTopnblx paﬁoT

VYcranoBka CYB/I. Hactpoiika komnonenTtoB CYB/I.

Tema 5.3. Knuenrckas yacts
pacnpenesieHHOMI 0a3mbI
AHHBIX

Conep:kanue

[TnanupoBanue mnpunoxenuid. OpraHuzanus wuHTEpdelica ¢ Moib30BaTeNeM. 3HAKOMCTBO C MacTepamMH U
KOHCTPYKTOpaMHU IIPpH MpoeKTUpoBaHuu (popm u otueToB. Tumnbl MeH10. PaboTa ¢ MeHI0: co3nanue, MoauQuKaus.

Hcnonn3oBanue OGT:GKTHO-OpI/IeHTI/IpOBaHHBIX SA3BIKOB MPOrpaMMUPOBAHUA IJII CO3OaHUA KJIMEHTCKOM YacTu 0a3bl
JaHHBIX. Texnomoruu JA0CTYyIIA.

OnTtumuzanus npousoautenapbHoctu padborsl CYB/LL

TemaTuka NPpaKTHYECKUX 3aAHATHH U JIa0OPATOPHBIX padoT

Coznanue GopM 1 0TUETOB

Coznanue meHto. ['eneparus, 3amyck.

[TpodunupoBanue 3apocoOB KIMEHTCKUX MPUIT0KEHHUH.

Pa3nen 6. ATMUHMCTPUpPOBaHME H (€30M1ACHOCTH

Tema 6.1. Conep:kanue
Obecneuenne 1en0CTHOCTH, | Yrpo3sl nenoctHoctd CYBJl. OcHOBHblE BHABI M NPUYMHBI BO3HUKHOBEHHS YIpo3 MHEIOCTHOCTH. CrocoObl
JIOCTOBEPHOCTH u | mpotuBoaecTBus. [IpaBuna, orpaHu4YeHUS.
HENPOTUBOPEUUBOCTHU [lonsTue xpanumoi mnpoueaypsl. JIOCTOMHCTBA M HENOCTATKM MCIIOJNb30BaHMS XpaHUMbIX mpouenyp. [lonstue
TTAaHHBIX. TpUrrepa. SI3bIK XpaHUMBIX Mpouenyp W TpurrepoB. KackagHple BO3IEHCTBUSA. YTpaBleHHWE TPaH3aKUUAMU H
K3LIMPOBAaHUE MaMSITH.
TemaTnka NpaKTHYECKUX 3aHATHI H JIA00PATOPHBIX padoT
Pa3paboTka XpaHUMBIX MIPOLEAYP ¥ TPUTTEPOB
Tema 6.2. [Tepexsar | Conep:kanue

UCKITIOYUTENBHBIX CHUTYaIUil
1 00paboTKa ommboK

[IoHsATHE WCKIIOYMTENBHOW CHUTyalluu. MSATKMH M KECTKUH BBIXOJ W3 HCKIKOYUTEIBHOW cHUTyauuu. Mecro
BO3HUKHOBEHMSI HCKIIOUUTENBHON cutyanuu. OmnpeneneHne XapakTepa OMMOKH, BBI3BABIICH HCKIIOUUTEIHLHYIO
CUTYaLHIO.

Tema 6.3. MexaHu3Mbl
3amUTel  WHQOpMAIMK B
cUCTEMAX YIpaBIICHUS

0a3zaMu JAaHHBIX

Coaep:xanue

CpenctBa unentudukanuu u ayrentudukammu. O6mue cBeaenus. Opranuzaius B3aumopeiicteuss CYBJl u 6a3oBoit
OC. CpenctBa ympaieHUss A0CTYNoM. OCHOBHBIE TOHSTHS: CyOBEKTBI W OOBEKTBI, TPYIIIBI TMOJB30BATEINICH,
MIPUBUIIETUH, POJIU U MPEICTaBICHUA. SI3bIKOBBIE CPECTBA pa3TpaHUUYEHUs 10CTyNa. BUIbl MpUBUIIETUii: TPUBUIIETHH

Oe3onacHocTH U aoctyna. Konnenuus u peannsanus Mmexanusma poseil. CooTHOLIEHHE IpaB JOCTYIa, OIPEesieMbIX
OCu CYB/.

Cpenctsa 3amuTthl HHGOPMAIMKU B 0a3ax TaHHBIX




TemaTuka NPpaKTHYECKHUX 3AHATHH U JIa0OPATOPHBIX padoT

VYnpasieHnue npaBamMu J0CTyma K 0a3aM TaHHBIX 2
Tema 6.4. KonupoBanue wu | CopepkaHue 2
nepeHoc naHHbIX. | Co3maHue pe3epBHBIX KOMUN BCei 0a3bl JaHHBIX, )KypHaia TPaH3aKIHii, a TAK)KE OJHOTO MM HECKOJIBKUX (DaiiyioB MK
BoccranoBinenue qaHHbIX ¢aitnoseix rpymi. [lapannenusm onepainuii MonudUKaMKU JaHHBIX U KOMUPOBaHUs. THUIIBI pe3epBHOIO KOMMUPOBAHMSL.
YnpasiieHue pe3epBHbIMHU KONUAMU. ABTOMATHU3alMsI IPOLIECCOB KONMpPOoBaHus. BoccraHOBIEHNE JAHHBIX
TemaTuka NpakTHYECKHUX 3aAHATHH U JIa0OPATOPHBIX padoT
Aynut ganasix ¢ nomouisio cpeactB CYB/I u tpurrepon 4
Pe3epBHOE KOMMpOBaHKUE U BOCCTAHOBJICHHE 0a3 JaHHBIX
KoHcyJbTaumu K 3K3aMeHy 4
JK3aMeH 6
TemaTnka camocrTosiTe/ibHOI padoTsl npu ndyyenun MJ1K.01.02
Cucremaruueckass mpopadOTKa KOHCIIEKTOB 3aHSATHH, y4eOHOM M CIEIMaIbHONW TEXHHUYECKOW JUTeparypbl (10 BompocaMm K maparpadam, riaBam
y4eOHBIX TOCOOUI, COCTABJICHHBIM IIPETIOAABATEINIEM )
[loaroroBka K HpakTHUYECKUM paboTaM C HMCIOJIb30BaHMEM METOJUMYECKMX PEKOMEHJAlui IpernoaaBareis, opopmileHHE MpaKTUYECKUX paloT,
OTYETOB K X 3aILHUTE.
BrimonHenne nHAMBH Ty adbHOTO 3a1aHus 10 TeMe «[IpoextupoBanne nHPOIOrHIecKor Moaenu 0a3bl JAHHBIX).
BrinonHnenue nHAMBUAYABHOTO 3a4aHus 110 TeMe «HopManu3aius OTHOLLICHUID. 15
[MonroroBka pedeparos Ha Temy «Pazsurue CYB» (konkpernoir CYB/I).
Brinmonnenue nHAMBUYaTbHOTO 3a1aHus 1o TeMe «Co3aanue 6a3el qaHHbIX. Co3znanue Tadnui. OpraHu3anus MeKTa0IMUHBIX CBSI3EH»
BrlnonHenue MHAMBUYaIbHOTO 3a/1aHus 10 TeMe «OpraHu3aius 3a1pocoBy.
BrinonHenue nHAMBUYabHOTO 3a4aHus 1o TeMe «Co3/1aHne Moib30BaTeIbCKOro npuioxenus cpeactsamu CYb/I».
Pa360p cuHTakcHca XpaHUMBIX MIPOILIEAYP U TPUTTEPOB.
[TonroroBka pedeparoB mo Teme «OpraHuzalvs U UCIOJIb30BAaHIUE MEXaHM3MOB 3aIIUTHI 0a3bl JAHHBIXY.
CamocrosiTesibHas padoTa K 3K3aMeHy 2
MJ/IK.01.03 CeTn ¥ cucTembl nepeaayn HHGpopmMannu 46/1,28
Paznea 1. Teopusi TeJIeKOMMYHHMKAIIMOHHBIX CeTeH
Tema 1.1. OcHoBuble | Coaep:kanue 4
IIOHATHSA U OIIPEACIICHUS Knaccudpukauus cucrem cBszu. CooOueHuss W CUTHajidbl. BuIbl 37E€KTPOHHBIX CHUTHaNoOB. CHeKTpajibHOe
npencrapieHne curaanos. [Tapamerpsl curHanoB. O6beM U HHPOPMAIIMOHHAS EMKOCTh CUTHAJIA.
Tema 1.2. [Tpunnuns! | Cogepkanue 2
nepegaun  uHpopmauuu B | HasHauenne u mpuwHIMIBL opraHusanuu cerei. Kiaccuduramnus cereir. MuoroypoBHeBbIi moaxoa. IIpoTokot.
CETSX U CUCTEMAX CBS3H Wutepodeiic. Ctek npoTokoioB. TenekoMMyHHKAIIMOHHAS Cpefa.
Tema 1.3. TunoBsie xanansl | Coaep:kaHue 4

nepeaadn " UX

Kanan nepenaun. CereBoil TpakT, I'pYNIOBOM KaHal mepenayd. Amnmaparypa HHQPOBBIX IJIE3MOXPOHHBIX CHCTEM




XapaKTePUCTUKU

nepenadyrd. OCHOBHBIE TApaMETPhl U XapaKTEPUCTUKHU CUTHAJIOB. Y IPOIIEHHAsI CXeMa opraHu3anuu kaHana T4

TemaTHuka MPAKTUYIECCKUX 3aHSATHI 1 naﬁopaTopnblx paﬁoT

PacueT nponyckHON cIOCOOHOCTH KaHaa CBsI3U 4
Pa3nes 2. CeTn nepegayu JaHHbIX
Tema 2.1. Apxutektypa u | ConepkaHue 4
MIPUHLIUIIBI pabotsl | CTpykTypa U XapakTepuctuku cereil. CriocoObl KOMMyTAllMM W Tepelavyd IaHHbIX. PacnpenencHue (GyHKIUHA 11O
COBPEMEHHBIX CEeTEH | cUCTeMaM CETH M aJipecalvs NaKeToB. MapipyTi3anus U YIpaBJIeHHE IOTOKAMHU B CETSAX CBS3H.
nepeJadu JaHHbIX ITpoTokosbl ¥ UHTEpQEICH yIpaBIeHUsl KaHAJIAMH U CEThIO NIePejauu IaHHbIX.

TemaTnka NpaKTHYECKUX 3aHATHI H JIA00PATOPHBIX padoT

Kondurypupopanue cereBoro naTepdeiica paboveit CTaHIMN 12

Kondurypuposanue cereBoro narepderica MapupyTa3aropa 1o nporokomy IP

Koppekus npobsiem uaTepdeiica MapupyTu3aropa Ha (pu3nyeckoM U KaHaJIbHOM YPOBHE

JIMarHOCTHKA U pa3pelieHue mpodieM CEeTEBOr0 YPOBHSI

JIMarHocTHKa U pa3pelieHue mpobaeM NPOTOKOIOB TPAHCIIOPTHOI'O YPOBHSI

JIMarHocTHKa U paspelieHue npodaeM NPOTOKOIOB NPUKJIIAJHOTO YPOBHS
Tema 2.2. becnpoBoausie | Coaep:kanue 2
CHCTEMBI IIEpeiaum JaHHbIX | becripoBonHble kaHanbl cBsi3u. becripoBoanbie cetn Wi-Fi. Ilpeumymectsa u oGnacte npumeHeHus. OCHOBHbIE

AJIEMEHTHI OecpoBOIHBIX ceTeil. Ctanmapthl 6ecripoBoaHbIX cered. Texnomorns WIMAX

TemaTuka NPpaKTHYECKHUX 3aAHATHH U JIa0OPATOPHBIX padoT

Hacrpoiika Wi-Fi mapmipytusatopa 4
Tema 2.3. CortoBele u | Conep:xkaHue 2
CITyTHUKOBBIE CUCTEMBI [Tpuniunsl QyHKIHOHUpPOBaHUS cucTeM coToBOi cBs3u. Cranmaptel GSM u CDMA. ChnyTHHMKOBBIE CHCTEMBI

nepeiayy JaHHBIX.

JuddepeHunpoBaHHblii 324€T- NPAKTHYECKOE 3aJaHUE 2
TemaTnka camocTosiTe/ibHOI padoThl npu ndyyenun MJIK.01.03
Cucremaruyeckass mpopabOTKa KOHCIIEKTOB 3aHATHM, y4eOHOM M cllelMaJbHONM TEeXHUYECKOM JuTeparyphl (10 BompocaM K maparpadam, riaBam
y4eOHBIX MTOCOOMH, COCTABIIEHHBIM MIPETO/IaBaTeIeM)
[TonroroBka K MpakTHYECKUM paboTaM € HCHOJIb30BAHHEM METOJMYECKUX pPEKOMEHJAlMH mpernojaBaTens, opopMIIEHHE MPaKTHUYECKUX padoT,
OTYETOB K MX 3alIuTe.
Hacrpoiika Wi-Fi mapmpytusaropa 8

I/I3yquHe CCTCBBIX YTUIIUT

Kondurypuposanue cereBoro unrepgeiica
MapuipyTuzanus 1 yrpaBieHHe OTOKAMHU B CETSIX CBA3U




M/JK.01.04 OxcniiyaTanusi aBTOMATH3HPOBAHHBIX (MH(OPMAIIMOHHBIX) CHCTEM B 3AIIMIIICHHOM HCIIOJHEHUH

122/3,39

Pazgea 1. Pa3zpaboTka 3auieHHbIX ABTOMATU3UPOBAHHBIX (MH(POPMALMOHHBIX) CHCTEM

Tema 1.1.
UH(GOPMAITMOHHBIX
Kak 00bEKTa 3aIUTHL.

OCHOBBI
CUCTEM

Conepxanue

6

[Tonsatne aBTOMaTH3UpPOBaHHOW (MHGOpMAaMOHHON) cuctembl OTimuuTenbHbie 4epThl AMC Hambonee yacTo
UCIOJIb3YEMBIX KJIaccu(UKanmii: Mo MacmTady, B 3aBUCUMOCTH OT XapakTepa WH(GOPMAIMOHHBIX PECypCOB, IO
TEXHOJIOTUU 00pabOTKU JaHHBIX, MO CIOCOOY MOCTYIa, B 3aBUCMMOCTH OT OpraHU3allid CUCTEMBbI, IO XapakTepy
UCTOJb30BaHusl H(popManuu, o chepe npumeneHus. [lpumepsr obnacreir npumenenuss AUC. Iponeccs B AUC:
BBOJI, 00paboTKa, BBIBOJA, OOpaTHas CBsA3b. TpedoBanuss k AMC: rubOkocTh, HaaeKHOCTh, 3(PPEKTHBHOCTD,
0€3011aCHOCTb.

OcHoBHbIE 0cOOEHHOCTH COBPeMEHHBIX MPOeKTOB ANC. D1eKTpOHHBIH JOKYMEHTOOOOPOT.

TemaTuka NPaAaKTHYECKUX 3aAHATHH U JIa0OPATOPHBIX padoT

PaccmoTpenne mnpumepoB  (PyHKIMOHHUPOBAHHS aBTOMATHU3MPOBAaHHBIX HH(popmammonHsix cuctem (ETAUC,
Poccuiickas Topropas cucrema, aBTOMaTU3UpOBaHHAs HH(POPMALIMOHHAS CCTeMa KOMIIaHUH)

Tema 1.2. J)KuzHeHHBIA UK
ABTOMAaTHU3UPOBAHHBIX
CUCTEM

Coaep:xanue

Ilonstue »xu3zHeHHoro wmukna AMC. Ilpoueccsr xusHeHHoro nukiaa AMC: OCHOBHBIE, BCIIOMOTraTElNbHBIC,
opranuzanonnsie. Cragum xu3HeHHoro nukia AWC: MmonenupoBaHuWe, yrpaBiieHHE TPeOOBAHUSMH, aHAIU3 M
IIPOEKTUPOBAHME, YCTAHOBKA U CONPOBOXAeHHUE. Moaenn xu3zHenHoro nukia AVC.

3ajaym ¥ JTanbl MPOEKTHPOBAHMS aBTOMATHU3MPOBAaHHBIX CUCTEM B 3aIUIICHHOM HCIOJHEHUH. Merononoruu
npoektupoBanusi. Opranuzanusi padboT, PyHKIMH 3aKa3YMKOB U pa3pabOTYHUKOB.

Tpe6OBaHI/I${ K aBTOMaTH3Hp0BaHHOﬁ CHUCTCMC B 3allIMIIICHHOM HCIIOJTHCHHH. PabGotel Ha CTaaudgX M dTalax CO3aaHusd
ABTOMATU3WPOBAHHBIX CHUCTEM B 3alIMIICHHOM HWCIOJIHCHHH. Tp€6OBaHI/I$I [0 3alluTe CBEACHHI O CO3)IaBa€MOI71
aBTOMaTHSHpOBaHHOﬁ CHUCTEMC.

TemaTnka NpaKTHYECKUX 3aHATHI H JIA00PATOPHBIX padoT

Pa3paboTka TEXHHUUECKOT0 3aJaHKsl Ha IPOEKTHPOBAHNE aBTOMATU3UPOBAHHON CHCTEMBI

Tema 1.3. Yrpo3sl
0e30macHOCTH MHpOpMAIIU
B aBTOMAaTH3UPOBAHHBIX
cucremMax

Conepxanue

[ToTeHunanpHble yrpo3bl OE30MACHOCTH B aBTOMATH3MPOBAHHBIX CUCTEMax. VICTOUHMKM M OOBEKTHI BO3AEHCTBUS
yrpo3 Oe3omnacHoctu uHpopmanmu. Kpurepun kinaccupukanuu yrpos3. MeTonabl OIEHKH OMacHOCTH Yrpo3. bank
JAHHBIX yrpo3 6e30macHoCcT HHGOpMaluu

[TonsaTtue ys3BuMoctu yrpo3sl. Kimaccudukamst ysi3BUMOCTEH.

TemaTuka NpakKTHYECKHUX 3AHATHH U JIA0OPATOPHBIX padoT

KareropupoBanue nHGOpMAIIMOHHBIX PECYPCOB

AHanu3 yrpo3 6e30macHOCTH HHpOpMaIuu

[TocTpoeHue Mojienu yrpo3




Tema 1.4. OcHoBHbie Mepol | Coaepxanue
3amuThl  MHGopManuu B | OpraHu3alMOHHbIC, MPABOBBIC, MPOrPAMMHO-AIIAPATHBIC, KPUOTOTPAQUICCKHE, TEXHUYECKHE MEphl 3allHThI
ABTOMATHU3UPOBAHHBIX nH(OpMallMK B aBTOMATU3UPOBAHHBIX CHCTEMAX.
CHUCTCMax HopmartuBHo-1ipaBoBast 6a3a [uisi onpeieieHus: Mep 3aluThl HHPOpPMAIMK B aBTOMAaTH3UPOBAHHBIX HH(POPMALIMOHHBIX 4
CUCTeMax M TpeOOBaHUN K HUM
Tema 1.5. Copepxanue u | Cogep:kanue
nopsinok skcmnyarainn AC | Ypenrndukanus u ayreHTndUKaLs CyGbEKTOB J0CTYIA U 00BEKTOB JOCTYIIA.
B 3alIUIICHHOM MCIOIHEHHH | YypapieHue TOCTYIIOM CYOBEKTOB JJOCTYNA K 00hEKTaM JIOCTYIA.
OrpanuyeHue nporpaMMHOM CPEJIbl.
3anTa MalIMHHBIX HOCUTENeH nHpopMaIu
Peructpaiusi coObITui 6€30MaCHOCTH
AnTuBHpYCcHas 3amuTa. OOHapyXeHUE MPU3HAKOB HAJIMYUSI BPEJOHOCHOTO MPOrpaMMHOIo odecrieueHus. Peanuzanus
aHTUBUpPYCHOU 3amuThl. OOHOBJIeHHE 0a3 JaHHBIX MPU3HAKOB BPEIOHOCHBIX KOMIBIOTEPHBIX MPOTPAMM.
Ob6napysxeHue (MpeaoTBpalleHnue) BTOPKEHUN
KoHTtposb (aHanu3) 3amuiieHHOCTH HHGOPMAITII 10
ObecneueHne 1EIOCTHOCTH HHPOPMALIMOHHONW CUCTEMBI U HH(OpMaIHH
Obecrnieyenre 1OCTYIHOCTH HHGOpMAIIUU
Texnonoruu Bupryamusauuu. Llenb co3nanus. 3agauM, apXUTEKTypa U OCHOBHbIe (pyHkumu. IlpenmymiectBa ot
BHEIPEHMUS.
3aimra TeXHUYECKUX CPECTB.
3anTa H”HOPMALIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Mepeslaul JaHHBIX
Pe3epBHOE KONMPOBaHNE U BOCCTAHOBIECHUE JAHHBIX.
ConpoBosk/IeHuE aBTOMAaTU3UPOBAHHBIX CUCTEM. YIIpaBI€HUE PUCKAMH U HHUUACHTAMHU yIIPaBIeHUs 0€30I1aCHOCTHIO.
Tema 1.6. 3amura | Conep:kaHue
uH(popMauu B | MexaHU3Mbl 1 METObI 3aIlUThl MH(QOpPMAIMK B paclpe/lelIeHHbIX aBTOMAaTU3UPOBAHHBIX CHCTEMaX. APXUTEKTypa
pacnpeneeHHbIX MEXaHM3MOB 3alllUThl pPACIpPENEICHHBIX aBTOMAaTHU3UPOBAHHBIX CHCTEM. AHANU3 U CHHTE3 CTPYKTYpHBIX H 5
ABTOMATHU3UPOBAHHBIX (YHKIMOHATIBHBIX CXEM 3aIIUIICHHBIX aBTOMATU3UPOBAHHBIX UH(OPMAIIMOHHBIX CUCTEM.
cUCTEMAxX
Tema 1.7. Ocob6ennoctu | Coaep:kaHue
pa3paboTku OO6mue TpeboBaHus MO 3alllUTe MEPCOHATIBHBIX JaHHBIX. COCTaB M coAepKaHHE OPraHU3ALMOHHBIX U TEXHUYECKHX
MHOOPMAIIMOHHBIX ~ CHCTEM | Mep MO 3aluTe WHOOPMAIMOHHBIX CHCTEM IEPCOHANBHBIX JaHHBIX. [IOpsSIOK BhIOOpAa Mep MO OOECICUCHUIO 5

MEPCOHATIBHBIX NAHHBIX

0e30macHOCTH NEPCOHAIBHBIX JaHHBIX. Tpe6OBaHI/I$I 110 3aIUTE MEPCOHAJIBHBIX JAaHHBIX, B COOTBECTCTBUU C YPOBHEM
3alIUINCHHOCTH.

TemaTnka NPaKTHYECKUX 3aHATHI H JIA00PATOPHBIX padoT




Omnpenenenust yposHs 3amuiieHHocTH MCIT/IH u Be160p Mep 1o obecnieuenuro 6e3omacHoctu [1/1H.

Pazgen 2.9xcnmuyaranus 3aliMleHHBIX ABTOMATU3MPOBAHHBIX CHCTEM.

Tema 2.1. Ocobennoctu | Coaep:kaHue

JKCIUTyaTaluu AHanu3 nHPOPMAIIMOHHON HHPPACTPYKTYPhl aBTOMATH3WPOBAHHOW CHCTEMBI U €€ 0€30TacHOCTH.

aBTOMAaTU3UPOBAHHBIX

cucTeM B 3AIUILEHHOM MeTo/1bl MOHUTOPHHTA U AYANTA, BBISIBICHHS YTPO3 HHPOPMAITMOHHOHN 06€30MaCHOCTH aBTOMATH3HPOBAHHBIX CHCTEM.

HCITOHEHHH. ConepkaHne W TOPSAIOK BBIMOJHEHUS PabOT Mo 3amuTe WHGOpPMAIMU MPU MOJCPHU3AIMU aBTOMATH3WPOBAHHOM
CHCTEMBI B 3aIIMIIICHHOM HCITOJTHECHHHU

Tema 2.2. | Conep:kaHnue

AZIMUHHCTPUPOBAHUE 3amaun u (QYHKIUHA aJIMAHUCTPUPOBAHMSI ABTOMATH3UPOBAHHBIX CHCTEM. ABTOMATH3AlHUS YIPABICHHUS CETHIO.

aBTOMAaTU3MPOBAHHBIX Opranm3anys aJMUHUCTPUPOBAHMS aBTOMATH3HUPOBAHHBIX CHCTEM. AJMUHHCTPATUBHBIN IEpCOHAT W padoTa C

CHUCTEM MOJI30BaTEISIMU. YTIpaBlieHNE, TECTUPOBAHUE W IKCIUIyaTallds aBTOMATH3UPOBAHHBIX CUCTEM. METO/bl, CLIOCOOBI U
CpeJIcTBa 00eCIIeYCHHUsT OTKA30YCTOMYMBOCTH aBTOMATH3UPOBAHHBIX CHCTEM.

Tema 2.3. JesarenbHocTh | Coneprkanue

IepcoHaIa Mo IKCITyaTallunu COIlep)KaHI/Ie M NOPSIZIOK JOCITCIBbHOCTH IICPCOHATIA 110 JKCINTyaTaluy 3alMIICHHBIX aBTOMATHU3HPOBAHHBIX CHCTCM M

aBTOMAaTH3HUPOBAaHHBIX MOACUCTEM OE€30ITaCHOCTH aBTOMATH3WPOBAHHBIX cucTeM. OOIue 0053aHHOCTH aJIMHHHUCTpaTopa WH()OPMAIMOHHOM

(uH(OPMAIIMOHHBIX) CHUCTEM
B 3aIIIMIICHHOM UCIOJIHEHUHU

0e30IMacHOCTH ABTOMATU3HMPOBAHHBIX CUCTCM.

Tema 2.4. 3amura 0T
HECaHKLIMOHUPOBAHHOIO
Joctyna K HtHpopMaruu

Coaep:xanue

OcnoBuble npuHIMLI 3auUThl oT HCJI. OcnoBHble criocoosl HCJI. OcHoBHBIE HallpaBaeHHUs 00ecieueH s 3alUThl OT
HCJI. OcHoBHbIE XapakTepUCTUKU TeXxHUYeCKUX cpeacTs 3amuTel oT HCJI. Opranuzanus padot no 3amure ot HC/I.

Krnaccudukanus apromatu3supoBaHHbIX cucteM. TpeboBanust no 3ammre nHdopmanuu ot HCJ ais AC

Tpebosanust 3aummenHocty CBT or HC/I k undopmanuu

TpeboBaHus K cpeacTBaM 3alIMThI, o0ecrieunBaomUM OezonacHoe B3aumojeiicteue cereit O9BM, AC nocpenctsom
yIpaBJIEHUs] MEXKCETEBBIMU TOTOKAaMH HWH(GOpMAllMHU, M PeaIM30BaHHBIX B BUjge MO

Tema 2.5. C3U ot HC/]

Conepxanue

HaznaueHnne ¥ OCHOBHBIE BO3MOXXHOCTH CHCTEMBI 3allUThl OT HECAHKIMOHMPOBAHHOIO JOCTYyNa. ApPXUTEKTypa U
cpeactsa ynpasieHus. O0mye npuHIUIB! yripaBieHus. OCHOBHbIE MEXaHU3MBbI 3aIIUTHL. YTIPaBJICHUE YCTPOCTBaMHU.
KonTposp annapatHoit KoHQUTypauuu komnbiotepa. M30uparenbHoe pa3rpaHUueHUE JOCTYIA K YCTPOMCTBAM.

VYnpaBieHne JOCTYIIOM U KOHTpPOJb Ie4aTH KOoHuAeHIHanbHOH uHpopmanuu. [IpaBunma pabGoTbl ¢
KOH(MUIEHIMaNbHBIMU pecypcamu. HacTpoiika MexaHu3Ma IOJIHOMOYHOTO YIpaBiieHus JoctynoM. Hactpoiika
peructpan  COOBITHH.  YTpaBiieHHE pPEXUMOM IOTOKOB. YIpaBJIeHHE PpPEKUMOM  KOHTPOJS  Ie4aTu
KOH(UIEHIMATBbHBIX JOKYMEHTOB. YIpaBiieHue rpudaMu KOHPHASHIHATbHOCTH.

ObecneueHue 1eJIOCTHOCTH HHPOPMALIMOHHONW CUCTEMBI U MH(OpMAITHH




[lenTpanu3oBaHHOE YIPaBICHHE CUCTEMOM 3alllUThl, ONIEPATUBHBIA MOHUTOPUHT M ayAUT O€30MACHOCTH

TemaTHuka MPAKTUYIECCKUX 3aHSATHI 1 naﬁopaTopnblx paﬁoT

YcranoBka u Hactpoitka C3U ot HCJJ,

3amTa BXoAa B cUcTeMy (MISHTH(HUKAIMS U ayTeHTU(UKAIHS [T0JIb30BaTENeH)

Pasrpanunuenue 10CcTyma K ycTpoicTBam

YnpasiaeHue 10CTyIIoM

Vcnonp30BaHue MPUHTEPOB TS MeYaTH KOHPHISHIMATIbHBIX JOKYMEeHTOB. KOHTpOJIb neyatu 12
HacTpoiika cuctemsl s 3a1a4 ayiuTa
Hactpoiika KOHTpOJIs IETOCTHOCTH U 3aMKHYTOM IIPOTPAMMHOM CPEIbl
IleHTpasin30BaHHOE YIPABICHUE CUCTEMOM 3aIlUThl, OEPATUBHBIA MOHUTOPUHT U ayAUT O€300aCHOCTH
Tema 2.6. Oxkcmiyatanus | Cogep:kanue
CPEICTB 3amuTel | [Topsiiok YCTAaHOBKH M BBOJIA B 9KCILTYaTallUIO CPEICTB 3alIMThHI HH)OPMALIUK B KOMIIBIOTEPHBIX CETSX.
vH(opManun B | [IpyHIMIIBI OCHOBHBIX METO/I0B OPTaHU3AIMH U TIPOBEICHHS TEXHUYECKOTO 00CTYKUBAHHS BEIYMCIUTEIbHOW TEXHUKU
KOMIIBIOTEPHBIX CETAX U APYTUX TEXHUYECKHUX CPEICTB MHPOpMATH3ALUU
JIMarHoCcTHKa KOMIIOHEHTOB CHCTEM 3alllUThl MH(POpPMALUU aBTOMATU3UPOBAHHBIX CHCTEM, YCTPAaHEHHE OTKa30B U 4
BOCCTAQHOBJICHHE PAa0OTOCIIOCOOHOCTH aBTOMATHU3MPOBAHHBIX (MH(POPMAIMOHHBIX) CHUCTEM B  3alIUIICHHOM
VCIIOJIHEHUU
Hactpoiika W ycTpaHeHHWE HEHWCHPAaBHOCTH IPOTPAMMHO-ANMAPATHBIX CPEACTB 3allUThl  WMHpOpMAIUU B
KOMIIBIOTEPHBIX CETSAX M0 3aJaHHBIM IIPABHJIAM
TemaTuka NpaKTHYECKUX 3aHATHI U JIA00PATOPHBIX padoT
VYcTpaHeHHe OTKa30B M BOCCTaHOBJEHHE pPaOOTOCIOCOOHOCTH KOMIIOHEHTOB CHCTEM 3allUThl HH(POpPMALUU 5
aBTOMATHU3HPOBAHHBIX CHCTEM
Tema 2.7. lokymeHnTanus Ha | Cogepskanue
3alUIIAeMYI0
ABTOMATHIHPOBAHHYIO OcHoBHbIE SKCIUIYaTallMOHHbIE JOKYMEHTbI 3AlIMIICHHBIX aBTOMATH3HPOBAHHBIX CHCTEM. Pa3pabotka u BeneHue
cucremy SKCILTyaTAllMOHHOH JI0KYMEHTAllMH 3allMIIEHHbIX aBTOMATH3MPOBAHHBIX CHCTEM. AKT BBOJa B DKCIUTyaTalMl0 Ha 2
aBTOMATHU3HPOBAHHYIO cucTeMy. TeXHUYECKUH NaclopT Ha 3alUIIaeMy0 aBTOMAaTU3UPOBAHHYIO CUCTEMY.
TemaTuka NpaKkTHYeCKUX 3aHATHI U JIa0OPATOPHBIX padoT
OdopmiieHre OCHOBHBIX IKCIUTYaTallMOHHBIX JIOKYMEHTOB Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY. 2
KoncynbTanum K 3K3aMeHy 2
JK3aMeH 3
Tematnka camocrositenbHOM padoTsl npu ndydyennu MJ/IK 01.04
Cuctematndeckasi mpopadOTKa KOHCIEKTOB 3aHATHN, YUYCOHOW M CHEIHAIbHOW TEXHUUYECKOW JUTEpaTyphl (MO Bompocam K maparpadam, riaBaMm 20

yLIC6HLIX HOCO6I/II71, COCTaBJICHHBIM npenoz[aBaTeneM)




[TonroroBka K MHpakTHUYECKUM pabOoTaM C HCIOJNb30BAaHHMEM METOJMYECKHX PEKOMEHJAluil mperojaaBaress, odopmiieHHe MpakTHYeCKUX padoT,
OTYETOB K MX 3alIUTE.

TemaTuka caMocTosiTeJIbHOM padoThl npu ndyyennn MJIK.01.04

1. Pa3zpaboTka KOHLETIIUH 3alUTH ABTOMAaTU3UPOBAHHON (MH(OPMAIIMOHHOMN) CUCTEMBI

2. Ananu3 6aHKa JaHHBIX yrpo3 6€30MacHOCTH HH(OPMALIUU

3. Ananus xxypHana ayaura OC Ha paboueM mecTe

4. TTocTpoeHre CBOJTHOM MaTPHIIbI YIPO3 aBTOMATH3WPOBAaHHOW (MH(DOPMAIITMOHHOM) CHCTEMBI

5. Ananu3 monuTrK 6€30MacHOCTH MHPOPMAITMOHHOTO 00BEKTa

6. MI3yueHne aHaTUTUYECKIX 0030pOB B 00JIaCTH MIOCTPOCHUS CHCTEM 0€301acHOCTH

7. AHanu3 MporpaMMHOro obecredeHusi B 00JACTH OINpeAeseHUs PUCKOB HHGOPMAIMOHHON O€30MaCHOCTH M MPOEKTUPOBaHUS 0€30MacHOCTH
uHpOpMaUn

CamocrosiTesibHas padoTa K 3K3aMeHy 1
M/K.01.05. OkcnuyaTanusi KOMIbBIOTEPHBIX ceTel 122/3,39
Pa3nes 1. OcHOBBI epeayu JAHHBIX B KOMIIBIOTEPHBIX CETAX
Tema 1.1. Conep:kanue 2
Mopenu cereBoro | Mogens OSI. Yposuu monenu OSI. Bzaumoneiictue mexay ypoBHsaMU. MHkancynsiuust naHHbIX. Onycanue ypoBHeEl
B3aUMOJICHCTBUA moxenu OSI.

Monens u crek nporokonoB TCP/IP. Onucanue yposueit mogenu TCP/IP.

TemaTnka NpaKTHYECKUX 3aHATHI U JIA00PATOPHBIX padoT

W3ydeHue 31eMEeHTOB KaOeTbHONU CHCTEMBI. 2
Tewma 1.2. Conepxanue 2
Ouznyeckuit ypoBeHb | [TonsTue nuHuK U kaHana cBsi3u. Curnasisl. OCHOBHBIE XapaKTEPUCTUKHU KaHaJIA CBS3H.
mozenu OSI Meroasl COBMECTHOIO MCIOJIB30BAaHUS CpEIpl NEpeladyd KaHala CBA3H. MyJbTUIUIEKCUPOBAHUE W METOJBI

MHOKECTBEHHOI'0 JIOCTYIIA.

OnTOBOJIOKOHHBIE JTUHUH CBS3U

Cranyaptel kabeneil. DiekTpuyeckast MPOBOJIKA.

BecripoBogHas cpena nepenayu.

TemaTnka NpaKTHYECKUX 3aHATHI H JIA00PATOPHBIX padoT

Coznanue cereBoro kadels Ha OCHOBE He3KpaHHpoBaHHOM BuTo napsl (UTP) 9

CBapka ONTHYECKOT0 BOJOKHA
Tewma 1.3. Conepxanue 2
Tononorus xkomneroTepHsiX | [Torsitue Tonosnoruu cetn. CeTeBoe 000pyAoBaHue B TOMOJIOTHH. O030p CETEBBIX TOMOJIOTHHA.
cerei TemaTnka NpaKTHYECKUX 3aHATHH U JIAa00PATOPHBIX padoT 4

Pa3pa60TI<a TOIIOJIOTH CETH HEOOJIBIIIOTO NpeapuiaTUA



http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1694
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1696
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1702
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1723
http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1725
http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1730

ITocTpoeHne 0JHOPAHTOBOM CETH

Tema 1.4.
Texunonoruu Ethernet

Conepxanue

00630p TEXHOJIOTHI TOCTPOCHUS JIOKAIBHBIX CETEH.

Texnonorus Ethernet. ®uznyeckuii ypoBeHb.

Texnonorus Ethernet. KananpHbIi ypoBeHB

TemaTHuka MPAKTUYIECCKUX 3aHSATHI 1 naﬁopaTopnblx paﬁoT

N3ydenue agpecanun kaHaibHOro ypoBHs. MAC-anpeca.

Tema 1.5.
KOMMYTaIlUU

Texuonorun

Conep:xxkanue

Anroputm npo3payHoro Mocta. Merozpl koMmmyTauuu. TexHosoruu KoMmmyTtauuu u moaens OSI.

KOHCTpyKTHBHOE UCIIOJHEHHE KOMMYTAaTtopoB. Du3nueckoe CTEKHPOBAHHE KOMMYTaTODOB.
o0ecreyeHne KOMMYTAaTOPOB.

[IporpammHuoe

OO011re NpUHIKIBL CeTEBOro u3aiiHa. TpexypoBHeBas uepapxuieckas MOJENb CeTH

Texuonorus PoweroverEthernet

TemaTuka NPpaKTHYECKUX 3aAHATHH U JIa0OPATOPHBIX padoT

CoziaHue KOMMYTUPYEMOMN CETH

Tewma 1.6. CeteBoii mpoOTOKOII
IPv4

Coaep:xanue

CereBoil yposenb. [Iporokon IP Bepcum 4. O6mue GyHKIUN KIaccOBOM U OeckiaccoBoil aapecanuu. BriieneHue
aJPECOB.

MapuipyTtusanus nakeros [Pv4

HpOTOKOHBI JUHAMHYECKOH MapaIpyTH3alnunu

TemaTuka NpakTHYECKUX 3aHATHI U J1a00PaTOPHBIX padoT

N3yuenue IP-anpecanuu.

N

Tema 1.7. CkopocTHble U
OecrpOBOIHBIC CETH

Conep:xanue

Cets FDDI. Cets 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE ceTH. becripoBoiHbIE ceTH

TemaTnka NpaKTHYECKUX 3aHATHI H JIA00PATOPHBIX padoT

Hactpoiika 6ecripoBoJHOTO ceT€BOT0 000py10BaHUS

Pa3nes 2. TexHOJOrHM KOMMYTAllMH M MApPLIPYTH3aluKM coBpeMeHHBbIX ceTeil Ethernet

Tema 2.1.
OCHOBBI KOMMYTaIUU

Conep:xkanue

QOYHKIMOHUPOBAHUE KOMMYTAaTOPOB JIOKAJIbHOM CETH.
KOMMYTaTOpPOB.
YipasiaeHue NOTOKOM B IOy AYIIIEKCHOM U NYIIJIEKCHOM PEKUMaX.

ApXUTEKTYpa KOMMYTAaTopoB. Tumbl HHTEpQeicoB

XapaKkTepUCTUKH, BIUAIOIIME HA MPOU3BOAUTEIHLHOCTh KOMMYTaTOpoB. O030p (YHKIIMOHAIbHBIX BO3MOXKHOCTEH
KOMMYTAaTOPOB



http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1773
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1774
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1777
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1775
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1776
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1779
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1797
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=1900
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2053
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2054
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2054
http://learn.dlink.ru/mod/lesson/view.php?id=438&pageid=1035

TemaTuka NPpaKTHYECKHUX 3AHATHH U JIa0OPATOPHBIX padoT

PaboTta ¢ OCHOBHBIMH KOMaHIaMH KOMMYTaTOpA.

Tema 2.2.
Hauanbnas HACTpPOKMKa
KOMMYTaTopa

Conep:kanue

CpencrBa ynpaBieHus: kommyTaropamu. [lonkimtoueHue K KoHcoH uHTep(delica KOMaHIHON CTPOKH KOMMYTAaTopa.
[Toaxmouenue k Web-unTepdeiicy ynpasiaeHus KOMMyTaTopa.

HauanbHas kKoHGUTYpaiyss KoMMyTaTopa. 3arpy3ka HOBOrO IpOrpaMMHOT0 00ecreueHus] Ha KOMMYTaTop. 3arpys3Kka u
pe3epBHOE KONUPOBaHUE KOH(PUIypallud KOMMYTATOpa.

TemaTuka MPAKTUYIECCKUX 3aHSATHH 1 naﬁopaTopnblx paﬁoT

Komannpl  oOHOBIEGHMS ~ mporpaMMHOrO  OOecredeHHss  KOMMYTaropa H  COXPaHEHHS/BOCCTAHOBJICHUS
KOH(HUTypaIoHHbIX (aitioB

Komanzp! ynpasienust Tabinuamu kommyrtauud MAC- u IP- anpecos, ARP-tabuuiib

Tewma 2.3.
BupryaneHple  10KanbHbIE
cetu (VLAN)

Conep:kanue

Tunst VLAN. VLAN Ha ocHose noptoB. VLAN Ha ocHoBe ctanaapta IEEE 802.1Q. Cratuueckue u 1uHaMu4ecKue
VLAN. ITporokon GVRP.

Q-in-Q VLAN. VLAN na ocaoBe noptoB u npoTokosioB — cranaapT IEEE 802.1v. ®yukuus TrafficSegmentation

TemaTuka NPpaKTHYECKUX 3aAHATHH U JIa0OPATOPHBIX padoT

Hactpoiika VLAN na ocHose cranaapta IEEE 802.1Q

Hactpoiika nporokosa GVRP.

Hacrpoiika cermenTaiuu tpaduka 6e3 ucnojb3oBanus VLAN

Hacrpoiika ¢dyakuun Q-in-Q (Double VLAN).

CamocrostenbHas pabota o co3aanuto JIBC Ha ocnoBe crannapra IEEE 802.1Q.

Tema 2.4. Conepxanue
OyHKINUN noseimenus | [Ipotoxon Spanning Tree Protocol (STP). Vs3sumoctu nmpotokona STP.
HaZGKHOCTH 1| Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.
TIpOM3BOIMTEILHOCTH JlononHuTENbHBIE QYHKIMM 3aIMThI OT METENb. ATPErHPOBAHUE KAHAIIOB CBA3H.
TemaTnka NPaKTHYECKUX 3aAHSATHIA U J1a00PATOPHBIX padoT
Hacrpoiika nporokomnos cBszyromiero aepesa STP, RSTP, MSTP.
Hactpoiika ¢pynkuuu 3amutsl ot oOpa3oBanus nereiab LoopBackDetection
ArperupoBaHue KaHaJOB.
Tewma 2.5. Conepxanue

AJlpecarusi CETEBOTO yPOBHSI
U MapuIpyTH3aus

O630p aapecanmu cereBoro ypoBHs. DopmupoBanme moxacereit. beckmaccoBas anpecamus [Pv4. CrocoOwr
koHurypammu IPv4-agpeca.
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[Tpotokon [Pv6. dopmupoBanue naeHTuuKaTopa naTEepderca.
Cnoco6s1 koHuryparun [Pv6-aapeca.

[Inanuposanue nojacereit [Pv6. [Ipotokon NDP.

[TonsiTue Mapurpytusanuu. JIMCTaHIIMOHHO-BEKTOPHBIE MTPOTOKOJIBI MapiipyTuzanuu. [Iporokon RIP.

TemaTHuka MPAKTUYIECCKUX 3aHSATHI 1 naﬁopaTopnblx paﬁoT

OcHOBHBIE KOH(PHUTYpaIMK MapHIPyTU3aTOpPa.

Pacipennbie KOHMUTYpaly MapIIpyTU3aTopa.

Pa6ora ¢ mpotokoiom CDP.

Pa6ota ¢ nmpotokosiom TELNET. Pa6ota ¢ nporokonom TFTP.

Pa6ora ¢ mpotokosom RIP.

Pa6ora ¢ npotokosom OSPF.

Kondurypuposanue ¢pynkiuu mapupytuzaropa NAT/PAT.

Kondurypuposanue PPP u CHAP.

Tema 2.6. Conep:kanue
KauectBo obcysxuBanus | Momenu QoS. Ipuopuresanus nakeros. Kiaccudukariys makeroB. MapKupoBKa ITaKeToB.
(Qo3) VYrpaBieHue mneperpy3kaMd M MEXaHH3Mbl OOCIYXXHBaHHS ouepeneid. MexaHu3M TNpeIoTBpPAIICHUS TEPETPy30K.
Kontpousbs nonocs! nponyckanus. [Ipumep HacTporiku QoS.
TemaTuka NPpaKTHYECKHUX 3aAHATHH U JJa0OPATOPHBIX padoT
Hacrpoiika QoS. ITpuoputuzamus tpaduka. YpapieHue N0JI0CON MPONYCKaHUS
Tema 2.7. Conepxanue
OyHKIUH obecneuenns | Crucku ynpasieHus 1octynom (ACL). DyHKIMH KOHTPOJIS HA/l HOAKIIOYEHHEM Y3JI0B K IIOpTaM KOMMYTaTopa.
6e301acHOCTH u

OrpaHU4YCHHA JOCTYIIa K CCTU

Aytentuduxarnus nonp3oateneit 802.1x. 802.1x Guest VLAN. ®ynukiuu 3anutel LIITY kommyTatopa.

TemaTnka NpaKTHYECKUX 3aHATHI H JIA00PATOPHBIX padoT

Crucku ynpasienus noctynom (AccessControlList)

KoHTposb HaJl MOAKIIIOYEHHEM Y3JI0B K mopTaM KommyTaTtopa. @ynkims PortSecurity.

KoHTpoJib HaJ| MOJIKITIOYCHUEM Y3JI0B K TopTaM KommyTtatopa. @yukuus IP-MAC-Port Binding

Tema 2.8.
MHoroaapecHas pacchliiKa

Coaep:xanue

Anpecanus MmHoroaapecHoi IP-pacceiiku. MAC-aipeca rpynnoBoi pacChUIKH.

[Toanucka u obcnykuBaHue Tpymlm. YIpaBieHHE MHOTI0aJpecHoil paccbuikoil Ha 2-Mm ypoBHe monenu OSI (IGMP
Snooping).@ynkiust IGMP FastLeave.

TemaTuka NpaKTHYECKHUX 3AHATHH U JIA0OPATOPHBIX padoT

OtcnexxuBanue Tpaduka MHOTOAPECHON PACCHUIKH.

OtcnexuBanue Tpadhuka Multicast

Tema 2.9.

Conepxanue
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DyHKIUHU
KOMMYTaTOpaMHu

yIpaBIeHUS

VYnpasneHue MHOkeCTBOM KoMMyTaTopoB. [Iporokos SNMP.

RMON (Remote Monitoring). ®yukius Port Mirroring.

TemaTuka NpakTHYECKHUX 3aHATHH U JIa0OPATOPHBIX padoT

QDyHKIMH aHaIM3a CETEBOT0 TpaduKa.

Hactpolika npoTokona ynpasieHus tonojorueit cetu LLDP.

Paznen 3. MeskcereBble IKPaHbI

Tewma 3.1. Conepxanue

OCHOBHBIE npuHuunel | Knaccudukanus cereBbix atak. Tpuana 6e3onacHoit UT-uHbpacTpyKTyphI.

CO3/IAHMA  HANEKHOH U Vipasnenue KoHQUrypauusMu. YIpapleHUE MHIMIAECHTaMH. VICIIONb30BaHUE TPEThEH JOBEPEHHON CTOPOHEI.
besoracHoi UT- Kpunrorpadguyeckre MexaHu3Mbl 0€30I1aCHOCTH.

UHPPACTPYKTYPHI

Tema 3.2. Conep:kanue

MexcereBble DKpaHbl

TexHosoruu MexcereBbix 3kpaHoB. [lonuTrka MexceTeBoro skpaHa. MexcereBble 3KpaHbl C BO3MOXKHOCTAMU NAT.

Tononorus cetn IMIpU UCITOJIb30BAHHUU MCKCCTCBLIX OKPAHOB. HJIaHI/IPOBaHI/Ie M BHCAPCHNEC MCIKCCTCBOI'O SKpaHa.

TemaTuka NPpaKTHYECKHUX 3aAHATHH U JIa0OPATOPHBIX padoT

OCHOBBI aIMUHUCTPUPOBAHUS MEKCETEBOT0 KpaHa

COGI{I/IHGHI/IG JABYX JIOKAJIBHBIX CeTeH MEKCETEBBIMU OKpaHaMH1

Cozanue noinuTUKYU 0€3 NPOBEPKU COCTOSTHUSL.

Co3znanue MOIUTHK TS TPAIUIIMOHHOTO (Miu ucxosmero) NAT.

Coznanue nonutuk Juist asyHanpasiaeHHoro (Two-Way) NAT, ucnons3yst meroz pinholing

Tema 3.3. Conepxanue
Cucrembl oOHapyxeHust U | OcuoHoe HasHadenue IDPS. Crnoco0Os! kmaccudukaru IDPS. Beibop IDPS. JlononHuTensHbIE HHCTPYMEHTAIBHBIC
IPEIOTBPALICHUS CpEICTBA.
IPOHUKHOBEHHI TpeboBanust opranusanuu k ¢yHkuuonupoBanuto IDPS. Bosmoxnoctu IDPS. PassepreiBanue IDPS. CuibHble
CTOPOHBI M OrpaHn4eHHOCTh IDPS.
TemaTuka NpaKTHYECKUX 3aHATHI U JIA00PATOPHBIX padoT
OO6Hapy’keHue U NpeoTBpallleHue BTOPKEHHH.
Tewma 3.4. Conepxanue
Ilpuopurusauns tpaduka u | Co3maHue aTbTEPHATHBHBIX MAPUIPYTOB JOCTYMA B MHTepHET. [IpropuTH3aius Tpaduka.
CO371aHMEe  aNbTePHATUBHBIX | TemMaTHKa NPAKTHYECKUX 3aHATHI M J1a00PaTOPHBIX padoT
MapuipyToB Co3nanne anpTepHAaTUBHBIX MAPUIPYTOB C UCIOJIB30BAHUEM CTaTUYECKON MapIIpyTHU3aLUN

KOHchILTaI[I/II/I K 9K3aMEHY

IK3aMeH




CuctemaTndeckasi mpopadOTKa KOHCIEKTOB 3aHATHN, YUYCOHOW M CHEIMAIBHOW TEXHUUYECKOW JUTEpaTyphl (MO Bompocam K maparpadam, riaBam
y4eOHbIX TOCOOMH, COCTABICHHBIM MTPEIOIaBATENIEM )

[TonroroBka K MHpakTHUYECKUM paboTaM C KCIOIb30BAaHHMEM METOAMYECKUX DPEKOMEHJAIMil mpernonaBarensi, o(GopMieHUE MPaKTHUECKUX padoT,
OTYETOB K X 3aILHUTE.

TemaTuka caMocTosiTe/IbHOM padoThl npu ndyyennun MJIK.01.05
du3nuecKoe KOAUPOBAaHUE C MCIIOJIB30BAaHMEM MAaHUYECTEPCKOTO KO
Jlormdeckoe KOAMPOBAHHUE C UCTIOIB30BaHUEM CKPEeMOIMPOBAHUS
[Nonkmoyenne KIMeHTa K 6ecrpoBOIHOM CeTH B MHPPACTPYKTYPHOM PEXUME
Orenka OecrpOBOTHOWM TMHUH CBSI3U

[IpoexTupoBaHusi OECIIPOBOIHON CETH

CO6op nHpOpMaIUHU O KITMEHTCKUX YCTPOMCTBAX

[InanupoBaHue MPOU3BOAUTEIHLHOCTH U 30HBI IEUCTBUSL OECTIPOBOTHOM CETU
[IpennpoexTHoe 00CIeI0BaHNE MECTA YCTAHOBKU OECIIPOBOIHON CETH
ObecrnieueHne 0TKa30yCTOMYMBOCTU B OECTIPOBOIHBIX CETSIX

Pexxumbl pabOTHI U OpraHU3aIMsI MATAHUS TOYCK JIOCTYIIA

CermeHTanus 6€CIIpOBOJHON CETH

Hactpoiika QoS

[ToctnpoexTHOE 00CIENOBaHUE U TECTUPOBAHUE CETH

Coznanue ACL-cnincka

Hab6monenue 3a tpadukom B cetnt VLAN

Ornpezenenne ysa3BUMBIX MECT CETH

Peanuzanus ¢pyHkuuit obecrieuenuss 6€300aCHOCTH MOPTa KOMMYTaTopa
Uccnenoanue tpaduka

Coznanue CTpyKTYphl CETH OpTaHU3aluN

Omnpenenenne TEXHUYECKUX TPeOOBaHUI

MOHHUTOPHUHT TPOU3BOAUTEILHOCTH CETH

Co3anue nuarpaMMbl JIOTHIECKOH CETH

[TonroroBka k 00cIe10BaHUIO OOBEKTA

OO6cnenoBanne 30HbI OECIIPOBOIHOM CBSI3U

dopmynupoBKa OOIIKX MeNei MpoeKTa

PazpaboTka TpeboBaHuit K ceTn

AHanu3 CyLECTBYIOIEN CETH

Omnpenenenne XapaKTEPUCTUK CETEBBIX MPHUIIOKECHAN

AHanu3 ceteBoro Tpaduka

Omnpenenenne NPUOPUTETHOCTH TpapuKa

N3yuenne kauecTBa 00CIyKHUBaHUS CETU
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HccnenoBanuie BIUsHUSA BUAeOTpapuKa Ha CETh

Omnpeznenenne NOTOKOB Tpaduka, IOCTPOCHUE TUarpaMM IOTOKOB Tpaduka
[TprMeHeHre TPOEKTHBIX OTpaHUYEHUIN

Omnpenenenne NPOSKTHBIX CTPATETHH I JOCTHXKEHHS MAacIITaOUPyeMOCTH
Omnpenenenue CTpaTeruil MOBbILIEHUS JOCTYITHOCTH

Omnpenenenue TpeOOBaHMI K 00ECTICUCHUIO OE30MMaCHOCTH

Pa3paborka ACL-cniuckoB Ajisi peaau3anuy HabopoB MPaBHI MEXKCETEBOI0 HKpaHa
Ucnonp3oBanue CIDR st obecrieuenust 00beIMHEHUS MapLUIPyTOB
Omnpenenenue cxemsl IP-anpecanun

Onpenenenne konmyectsa [P-cetei

Coznanue TabauIbI 1715 BBIICICHUS apPECOB

CocraBieHHEe CXEMBI CETH

AHanu3 1iaHa TECTUPOBAHMSI U BBIIIOJHEHUE TECTa

Coznanue miaHa TeCTUPOBAHUS I CETH KOMILIEKCa 3aHui
[IpoexTrpoBaHue BUPTYAIbHBIX YaCTHBIX CETEH

besonacHas nepenava JaHHBIX B O€CIIPOBOAHBIX CETAX

CamocrosiTesibHasi padoTa K IK3aMeHy

[IpumMepHbIe BUIBI CAMOCTOSTENLHBIX paOOT NP N3YYEHUH pa3zesa 2 MOAyIIs

Cucremaruyeckass IpopadOTKa KOHCIIEKTOB 3aHATHM, yu4eOHOM M cllelMaJbHOM TEeXHUYECKOW JuTeparyphl (110 BoIpocaM K maparpadam, riaBam
y4eOHBIX TOCOOUH, COCTABICHHBIM MIPEIOIaBATEIIEM )

[ToaroroBka K MpakTHYECKUM paboTaM € HCMOJIb30BAHUEM METOJUYECKHUX PEKOMEHIAalui mIpenojaBaress, opopMIIEeHHE MPaKTHUYECKUX padoT,
OTYETOB K HX 3aIIUTE.

Y4yeOHasi NpaKTHKA

Buasi pador

YcTaHoBKa MpoOrpaMMHOT0 00eCTiedeHHsI B COOTBETCTBUU C TEXHUYECKOM JOKYMEHTAIUEH.

Hacrpoiika mapameTpoB paboThl TPOrpaMMHOTO 0OeCIIeUeHUsI, BKJIFOYasi CUCTEMBI YIIPABJICHHUS 0a3aMu JaHHBIX.
Hactpoiika KOMIOHEHTOB OJICUCTEM 3aIIUTHI UH)OPMAIIMK OTIEPAITUOHHBIX CUCTEM.

VYrpasieHne y4eTHBIMU 3alIUCSIMU ITOJIb30BATENEH.

PaGora B omnepanmoHHbBIX CUCTEMAX C COOJIIOIEHHEM AeHCTBYIOMUX TpeOOBaHU MO 3aluTe HH()OPMALIUH.
YcranoBka OOHOBJIEHUSI TPOTPAMMHOTO O0ECTICUEHUSI.

KoHTpOoJIh 1IET0CTHOCTH MOACUCTEM 3alTUTHI HHGOPMAIIUHU ONEPAIIHOHHBIX CHCTEM.

BrimonHenue pe3epBHOTO KOMMPOBAHUS U aBAPUHHOTO BOCCTAHOBJICHHS paO0OTOCTIOCOOHOCTH ONEPAIITMOHHON CHCTEMBI U 0a3bl TAHHBIX
Hcnonp30BaHKe MPOrpaMMHBIX CPEJCTB JIJIsl apXUBUPOBaHUs HHGOpMAITUH.

108

Y4eOHas npakTHKa
Buasl pador
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[MpoBeneHue ayuTa 3alIMIIEHHOCTH aBTOMAaTH3UPOBAHHOMN CHCTEMBI.

YcraHoBKa, HACTPOMKA U SKCILTyaTalHs CETEBBIX ONEPALMOHHBIX CUCTEM.

JIMarHoCTHKa COCTOSTHHSI ITOJICUCTEM 0€30IaCHOCTH, KOHTPOJIb HATPY3KH U PEKUMOB paOOTHI CETEBOI ONEpaIllHOHHON CHCTEMBI.

Opranuzanus paboT ¢ yIaJeHHBIMU XPAaHWIHIIAMH TAHHBIX U 0a3aMU JaHHBIX.

Opranu3anys 3alMIICHHON MTepeadu TaHHBIX B KOMITBIOTEPHBIX CETSIX.

BrlimonnHeHne MOHTaka KOMITBIOTEPHBIX CETEH, OpraHu3anus U KOHPUTypUPOBAHHE KOMIBIOTEPHBIX CETEH, YCTAHOBICHUE U HACTPOWKA MapaMEeTPOB
COBPEMEHHBIX CETEBBIX MPOTOKOJIOB.

Ocy1iecTBieHne AMArHOCTHKH KOMITBIOTEPHBIX CETeH, OIpelesieHue HEUCHpPaBHOCTEH U COOEB MOACHCTEMBl O€30MacHOCTH M YCTpaHEHHE
HEUCIIPAaBHOCTEN.

3arosTHeHHEe OTYSTHOM JOKYMEHTAIIUH 110 TEXHUYECKOMY O0OCITY>)KUBAaHHIO H PEMOHTY KOMITBIOTEPHBIX CETEH.

IIpousBoaCTBEHHAA MPAKTHKA

Buasbl pador:

VYyacTue B yCTaHOBKE U HACTPOHKE KOMIIOHEHTOB aBTOMAaTH3MPOBAHHBIX (MH(OPMALIMOHHBIX) CUCTEM B 3AIIMIIEHHOM HCIIOJTHEHUHU B COOTBETCTBHH C
TpeOOBAHUSIMHU IKCILTYaTAITMOHHOM IOKYMEHTAIlUN

OO6cmyxUBaHHUE CPEJICTB 3aLUTUTHI HHGOPMAIIUU MPUKIATHOTO U CHCTEMHOTO IPOTPaMMHOT0 00ecIieyeH s

Hacrpoiika mporpaMMHOTO oOecrieueHus ¢ COOII0IeHHEM TPeOOBaHMIA 110 3aIIUTe HHPOPMAITUN

Hactpoiika cpencTB aHTUBUPYCHOM 3alIUTHI AJ11 KOPPEKTHOM pabOThI MPOTPAaMMHOT0 0OECTIeUeHus MO 3a/1aHHbIM 11a0I0HaM

WNHcTpyKkTax nonas3oBaTeell 0 coOM0eHIN TpeOboBaHUH 10 3amuTe HHpOpMauu pu paboTe ¢ MPOrpaMMHBIM 00CCTICUCHUEM

Hactpoiika BcTpOeHHBIX CPECTB 3alIUTh HHPOPMAIMH MPOrPaMMHOT0 00eCreYeHUS

[IpoBepka GyHKIIMOHUPOBAHHS BCTPOCHHBIX CPEACTB 3alIMTHI HH(POPMAIIUU TPOTPAMMHOTO 00ECTICUCHHS

CBoeBpeMeHHOE 00HapyKEHHE MPU3HAKOB HATHYHUS BPEIOHOCHOTO MPOTPaMMHOT0 00eCTIeYeHHU S

OO6cmykMBaHHUE CPEJICTB 3aLIUTHl UHPOPMAIIUU B KOMIIBIOTEPHBIX CUCTEMAX U CETSIX

OO0cnmyXUBaHHE CUCTEM 3aIUTHI UH(POPMAIIMK B aBTOMATU3UPOBAHHBIX CUCTEMaX

Yyactne B MMPOBEACHNU PETIIAMCHTHBIX pa60T 110 SKCIITyaTallu CUCTEM 3alllUThI I/IH(l)OpMaHI/II/I ABTOMATU3HUPOBAHHBIX CUCTEM

[TpoBepka paboTOCTIOCOOHOCTH CHCTEMBI 3aIUTHI HH(OPMAIIMKY aBTOMATH3UPOBAHHOMN CHCTEMBI

KoHTponb cooTBeTCTBUS KOH(MUTYpAIIH CUCTEMBI 3alIUTHl HH(OPMAIIMK aBTOMATU3UPOBAHHON CUCTEMBI €€ IKCILTyaTallMOHHON JOKYMEHTAIHH
KoHTposb cTabMIbHOCTH XapaKTEepUCTUK CUCTEMBI 3allIUThl HHPOPMAIIMH aBTOMaTU3UPOBAHHON CUCTEMBI

Benenue TexHudeckoil JOKyMEHTAIIUH, CBSI3aHHOMN € dKCIUTyaTallle CHUCTEM 3aIUThl HHPOpPMAIIMH aBTOMAaTH3UPOBAHHBIX CHCTEM

Yyactue B paboTax 1o 00ecrnedeHH o 3aluThl HH(pOpMalMK MIPH BBIBOJAE U3 IKCILTyaTallid aBTOMATU3HPOBAHHBIX CUCTEM

72

JK3aMeH 10 MOAYJII0

12

KoHcyapTanum K 3K3aMeHy 10 MOAYJII0

4

CamocTosiTesibHasi padoTa Mo NOATr0TOBKE K IK3aMeHY 10 MOAYJII0

2
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3. YCJIOBUSA PEAJIM3ALIMU ITPOT'PAMMBI
NPOPECCHUHOHAJIBHOT'O MOAYJsA
3.1. us peaqu3auuu nporpaMmmbl npogecCHOHAIBHOT0 MOIYJIS 10JIKHbBI ObITH

NMpeaAyCMOTPEHDbI CJIEAYIOIIHUE CIICHUAJIBHBIC IOMECIIICHUA

Peanmzanust mporpaMMbl IMpeanojaraeT Haldyhe ydeOHoro kabuHeTa, aboparopuit

UH(POPMALIMOHHBIX TEXHOJIOTUH, MPOrpaMMHUpPOBaHus U 0a3 JaHHBIX, CETEH U CUCTEM Mepeaadu

UH(OPMaLINH, IPOTPAMMHBIX U IIPOTPAMMHO-ANIAPATHRIX CPEICTB 3AIIUTHI HHPOPMALIUH.

O6opynoBaHue yueOHOTo KabuHeTa U pabovrnx MecT KaOWHeTa:

pabouee MeCTO mpernogaBaTes;

MI0CAI0YHbIE MECTA JJIsl 00YYArOIIUXCS;

ayJIMOBU3YaJIbHBIN KOMILIEKC;

KOMIUIEKT 00y4aroniero Marepuasna (KOMILIEKT pe3eHTALIH).

O6opynoBanHue 1a0OpaTOPHH M pabOYUX MECT JIabOpaTOpuu HH(MOOPMAITMOHHBIX

TCXHOHOFHﬁ, IMporpaMMuUpOBaHus U 0a3 JAaHHBIX:

paboure MecTa Ha 0a3e BBIUMCIMTEILHOM TEXHUKH, ITOAKIIOUYEHHBIC K JIOKAIBHON
BBIYHCIIUTEILHON CeTH M HH(POPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHON ceTn HTepHeT;
JTUCTPUOYTHUB yCTAaHABIMBACMOMN ONIEPAIMOHHON CHCTEMBI;

BUPTYyaJbHas MAITUHA JIJIS pA0OTHI C OTICPAITMOHHON CHCTEMOH (THUIICPBH30D);

CYB/;

CASE-cpencTBa 1t mpoeKTHpOBaHMs 0a3bl TaHHBIX

WHCTPYMEHTAIIbHAS CpeJia TIPOTPaMMHUPOBAHUS;

MaKeT MPHUKIAAHBIX IIPOTpaMM.

O6opynoBanue naboparopuu U paboUrx MecT J1abOpaTOPUU CETeH U CUCTEM MepeIadu
uHpopmanuu:

paboune mecta Ha 6a3e BEIYMCIUTEIEHOW TEXHUKH, MTOIKITIOYEHHBIC K JIOKATBHOM
BBIYUCIUTENBHON CETH U HH(OPMALIMOHHO-TEICKOMMYHUKAIIMOHHOM cetn VIHTepHeT;
CTEH[IbI CeTel mepeiaun JaHHbIX;

CTPYKTYpHUpOBaHHas kaOelbHas CUCTEMa;

AMYJISATOP (AMYJISATOPHI) AKTUBHOTO CETEBOT'0 000PYI0BAHMS;

IPOrpaMMHOE 00ecIIeYeHNE CETEBOTO 000PY10BaHUSI.

Ob6opynoBaHue 1adopaTopuu 1 pabouux MecT J1adopaToprun NPOrpaMMHBIX U IPOTPaMMHO-
anmapaTHbIX CPE/ICTB 3alIUTHl HHPOPMALIUU!

paboune MecTa Ha 0a3ze BEIYUCIUTENbHON TEXHUKH, OKIIOUEHHBIE K JIOKAJIbHON
BBIYUCIUTENBHON CETH U HH(OPMAILIMOHHO-TEIEKOMMYHHUKAIIMOHHOM ceTn VIHTepHeT;
AQHTUBHUPYCHBIA MPOTPAMMHBINA KOMILIEKC;

pOorpaMMHO-aNapaTHBIE CPEICTBA 3aLUTH HH(YOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO
JocTyna, OJIOKUPOBKY JOCTYIAa U HAPYIIEHUS 1[€JIOCTHOCTH.

Peanu3arus mporpammsel podeccHoHaTBEHOTO 00yUYeHHS MpeAnoaaraeT 00s3aTeIbHy0
Y4eOHYIO/TPOU3BOACTBEHHYIO  TPAKTUKH. Y4eOHas TMpaKTUKa  peam3yercss B

J'Ia60paTOpI/I$IX aKkaJ€cMuu W OCHallCHa 060py2[0BaHI/ICM, HHCTPYMCHTAMU, PpPaCXOJHbIMU
MaTtcpualiaMu, 06eCHqu/IBaIOH_[I/IX BBITIOJIHEHUEC BCEX BHUI0B pa60T.

TexHoI0rM4ecKoe OCHaICHHUE pa60‘-II/IX MECT y‘-IC6HOﬁ NONPaKTUKHU COOTBCTCTBYCT

COJIep’KaHUI0 TMPOPECCHOHATBHON JEATENIBHOCTH M JAaéT BO3MOXKHOCTH 0O0ydYarolmemycs
OBJIAJIETh 3HAHUSAMHU, YMEHUSAMH U HAaBBIKAMU 110 BCEM BUJIAM JEATEIBHOCTH, IPELYCMOTPEHHBIX
IIPOrpaMMOii, ¢ UCIIOJIL30BAaHUEM COBPEMEHHBIX TEXHOJIOTUM, MAaTEPUAJIOB U 000PYI0BaHUSI.



3.2. UndopmanmnonHoe odecrieyeHue 00y4eHus

Jis peanu3anuu mporpamMmbl  OMONMMOTEYHBIH (POHA 00pa30BaTENbHON OpraHU3aLUU
UMEeT NeYaTHbIE W/WINM 3JIEKTPOHHBIE 00pa3oBaTelbHbIE M HWH()OPMALMOHHBIE PECYPCHI,
pexoMenioBanHbie DYMO, 1715t ucnosib30BaHus B 00pa30BaTEILHOM MPOIECCE.

OcCHOBHbIE HICTOYHUKH

1. Knanos C.A., Usanosa H.1O., Mansaxuna B.I'. OnepaniuoHHbie CUCTEMBI, CETH U
UHTEpHET-TeXHOoJIoruu — M.: M3narensckuii neHTp «Axagemus», 2014.

2. Koctpor b. B. , Pyukun B. H. Cetn u cucremsr nepempaun uHbopmaruu — M.:
N3naTensckuii neHTp «Akagemusi», 2016.

3. Kypuno A.Il., Munocnasckas H.I'., CenatopoB M.IO., Toncroit A.U.
VYnopasnenue puckamMd HHGOPMAMOHHON Oe3omacHOCTH.- 2-¢ u3fa.- M.: lopsuas nunHwus-
TenexomMm, 2014.

4. Mensaukos /. MadopmarmonHast 6€30macHOCTh OTKPBITHIX cucTeM.- M.: dopym,
2013.

5. Omudep B., Omudep H. Kommbrorepubie cetu. I[IpUHIUIBI, TEXHOJOTHH,
NPOTOKOJIBI. YUeOHHUK, 5-¢ m3nanue — [Iurep, 2015.

6. Cunuupbia C.B. , baraeB A.B. , Hamotun H.}O. Oneparmonnsie cuctembl — M.:
N3naTensckuii neHTp «Akagemusi», 2013.

7. Cxkpuniauk JI. A. OGmire BOompocsl TEXHUYECKON 3alIUTHl MH(pOpMaluu: yueOHoe

nocobue / Ckpunuuk [[. A. —M.: Unrepner-Yuuepcurer MHpopmannonusix TexHomorui
(MUHTYUT), 2016.
8. Tanenbaym 3., Yazepomn . Komnerotepusie cetu. 5-e uza. — [utep, 2013.

JlonosiHUTe/IbHbIE HCTOYHUKH:

1. besdoroB A.A., SxoeneB A.B., MaprembsnoB F0.®D. besomacHocTh
onepauroHHbix cucrem. M.: I'ennoc APB, 2008.

2. bopucoB M.A. OcoOGeHHOCTH 3alMThl MEPCOHATBHBIX TaHHBIX B TPYAOBBIX
otHowmeHusx. M.: JIubpokom, 2012. — 224 c.

3. Bbpoiino B.JI. BeruncnurenabHble CUCTEMBI, CETH M TEJIEKOMMYHUKALUN: YUYeOHUK
IU1st By30B. 2-¢ u3j. - CII6.: [Tutep, 2006 - 703 c.

4. I'y6enkoBA.A.MHpopmalrionHass 0e30MacHOCTh BBIYUCIUTEIBHBIX CeTeil: yuel.
nocobue / A. A. I'ybenkos. - Capatos: CI'TVY, 2009. - 88 c.

5. Henten X. M., Heitren I1. JIx., Yoduec [. P. Oneparmonnsie cuctemsl. Yacts 1.
OcHoBbl ¥ npuHLUIEl — M.: bunom, 2011. — 1024 c.

6. Heitren X. M., [ewtten I1. [Ix., Yodpuec 1. P. Onepanmonnsie cuctemsl. Yacts 2.
Pacnipenenennsie cucteMsl, ceTd, 6e3omnacHocts — M.: burowm, 2011. — 704 c.

7. WBanos B.U., I'opauenko B.H., TTonos I'.H. [{ludpoBsie 1 aHATOTOBBIE CUCTEMBI
nepenaun: YueOHuk.-M.: 'opsuas nunus-Tenekom., 2008

8. Kodnep M., Linux. [Tonroe pykoBojactso — [Tutep, 2011. — 800 c.

9. Kynakos B.I'., T'arapun M.B., u nap. HWHpopmanmoHnHas 0e€30MacHOCTh
TEJIEKOMMYHHUKAITMOHHBIX CUCTEM. YueOHoe mocooue.-M.: Paamo u cBs3b, 2008

10. Jlamommna O.P. OcHoOBBl ceTeBOi 0e30MacHOCTU: KpHUOTOrpadudecKue
QITOPUTMBI U POTOKOJIBI B3aUMOJIecTBUA: YueOHOoe mocodue.- 2-e u3 ., ucrp.- M.: IHTrepHer-
VYuusepcuter UT; BUHOM. Jlaboparopus 3nanwmii, 2007.- 531 c.
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11.  Mak-Knap C., Ckembpeii JIx., Kypri JI. Cekpersl xakepoB. bezonacHocTh cereit
— rOTOBbIE peuleHus, 4-e uza. — M.: Bunbsamc, 2004. — 656 c.

12. Mamok A.A., [Tazuzun C.B., [Toroxwun H.C. Beenenue B 3amurty nHbopManuu B
ABTOMATU3UPOBAHHBIX cucTeMax: Yueb. [locoOue mnst By3o0B.- 3-¢ usn., crep. M.: I'opsiuas
muHusg, 2005.- 147 c.

13.  IIapteika T. JI., ITomoB U. N. OnepaninoHHbIE CHCTEMBI, CPEIBI U 000JIOUYKH: YUeO.
noc. st ctynentoB CIIO — M.: @opym, 2013. — 544 c.
14, [InatonoB, B. B. IlporpammHo-anmapaTtHple cpeAcTBa  0OECTICUCHHS

MH(POPMALIMOHHOM 0€30IaCHOCTH BBIYMCIMTENBHBIX ceTeil: Yued. mocobue A CTyZ. BBICILL
yueb. 3aBeaenuii / B. B. Ilnatonos. — M.: Akanemus, 2006. — 240 c.

15.  PyccunoBuu M., Conomon [I., Buyrpennee ycrtpoiictBo MicrosoftWindows.
OcHoBHBIE IIOJICUCTEMBI ONlEpallMOHHOM cucteMsl — [Iutep, 2014. — 672 c.

16.  Cesepun B. KommnekcHas 3amurta wuHQOpPMamUMM HAa  MPEINPUATHH.
M.: T'opogern, 2008. — 368 c.

Ilepuomuueckne M3TaHM:

1. Kypnanst Chip/Yun: XKXypHan 0 KOMIBIOTEPHON TEXHHUKE 1Ji MPOPECcCCHOHAIOB U
ONBITHEIX IOJIB30BAaTENCH;

2. Kypnaner 3amurta wunbopmanmu. Whcaiin: HHpopMannoHHO-METOANYECKUN
KypHAT

3. WNudopmannonnas 6€30macHOCTh peTHOHOB: HayuHO-TTpakTHYECKHid Ky pHAT

4, Bonpocel kubepbOe3onacHocTn. HayuHbldi, mepuouueckuii, WH(OOpMaIMOHHO-

METOAMYECKMH JKypHas ¢ 0a3oBoM coenuanu3anved B 00JacTM  MHPOPMALMOHHOM
6e3onacuoctu.. URL: http://cyberrus.com/

S. bezonacHocTh MHPOPMALIMOHHBIX TexHOJOTUH. [leproanueckuil perneH3upyemblit
HayuHblii )xypHan HUSY MU®U. URL: http://bit.mephi.ru/

DJIEKTPOHHbIE HCTOYHHKU:

1. HMudopmanmoHHO-CIIpaBOYHAsi CHUCTEMa IO JOKyMEHTaM B OOJIACTH TEXHHYECKOM
3anmThl HHGOopManuu WWw.fstec.ru

2. HMudopmanuoHHkI mopTai mo 6e3omacHocTH WWW.SecurityLab.ru.

3. OOpazoBarenbHble TMOPTajdbl MO pa3IMYHBIM HAMpaBleHUSAIM OOpa30BaHUS U
temaTuke http://depobr.gov35.ru/

4. Poccuiickuit bnomerpudeckuii mopraix WWw.biometrics.ru
Caiit xypHana Mapopmanmonnas 6ezonacHocTs http://www.itsec.ru —
Caiit Hayunoii aiekTponHO# 0nbmmorexn WwWw.elibrary.ru
CnpaBouHo-nipaBoBas cuctema «l'apanT» » wWww.garant.ru
CrpaBouHo-npaBoBas cucrtema «KoncynpranT [Troc» www.consultant.ru

O NGO

9. @enepanbHasg chayk0a MO TEXHUYECKOMY M 3KcrnopTHoMy KoHTpoio (PCTIOK
Poccun) www.fstec.ru

10. denepanbubiii mopran  «MHPOPMALMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJOTHH B
obpazoBanum» htpp\\:www.ict.edu.ru

11. ®denpepanbHbiii mopran «Poccuiickoe oopazoBanue WWw.edu.ru
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUSA
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

Kox n HaumeHnoBanue
npo¢ecCHOHATbHBIX U 00IIIUX

KOMIIeTeHI[H, Kpurepum ouenkn MeToabl OLIEeHKH
(popMupyeMBbIX B paMKax
MOYJIst
IIK 1.1. IIpousBoauts | JleMoHncTpupoBath  yMeHusa | Tekymiuid  KOHTpOIb B
YCTAaHOBKY M HACTpPOHKY | yCTAHOBKM M  HAcTpoWku | ¢opme:
KOMIIOHEHTOB KOMIIOHEHTOB YCTHBIX 3a4€TOB 10 TEMAM,;
ABTOMATU3UPOBAHHBIX aBTOMATU3UPOBAHHBIX OLICHKH BBITIOJTHEHUS
(napOpMaIMOHHBIX) cHcTeM B | (MHQOPMALMOHHBIX) CUCTEM B | MPAKTUYECKUX paldoT;
3aIUIIECHHOM HCIOJHEHUM B | 3aIUILNECHHOM MCIIOJIHCHUH B | OLICHKHU BBITIOJTHECHUS
COOTBETCTBUU C TPEOOBAHUSAMU | COOTBETCTBUU C | CaMOCTOSATEIbHOU PabOTHI.
JKCIITyaTalluOHHON TpeOOBaHUAMU Bemonnenun ~ pabotr  mo
JOKYMEHTAIINH. AKCIUTyaTallMOHHOM y4ueOHOM 31
JOKYMEHTaluu IIPOU3BOJCTBEHHON
I[IK 1.2. AngmunuctpupoBats | [IposBienue  ymeHuss ¥ | IpaKTHKam
IIPOrPaMMHBIE U TPOTPaMMHO- | IPAKTUYECKOIO onbiTa | MHTEpIIpeTanus
anmnaparHble KOMIIOHEHTHI | aIMUHUCTPUPOBAHUS pe3ysIbTaToOB  HaOIIOJCHUN
aBTOMAaTU3UPOBAHHOU IIPOrPaMMHBIX u| 3a JESATEIIBHOCTBIO
(uH(MOPMAITMOHHOM ) CUCTEMBI B | IPOTPaMMHO-aNapaTHBIX oOyuaromierocsi B Iporecce
3alUIIEHHOM HCIIOJIHEHUH. KOMIIOHEHTOB OCBOCHMSI 00pa3zoBaTeIbHOMN
aBTOMAaTU3UPOBAHHON [IPOrPaMMBI

(MHGOPMAIIMOHHON) CHCTEMBI
B 3aITUIIICHHOM HCIIOJTHCHUN

[TIK 1.3.
OecriepeboiiHy0
aBTOMAaTH3UPOBAHHBIX
(nHGOPMAIIMIOHHBIX) CHUCTEM B
3alUIIEHHOM HCIIOJIHEHUH B
COOTBETCTBUU C TPeOOBaHUSIMU

O0ecnieunBarn
paboty

[IpoBenenue mnepeuHs paboT
1o o0ecreveHno
OecniepeboitHOM paboThI
ABTOMATH3UPOBAHHBIX

(uHQOPMAIIOHHBIX) CHCTEM B
3alTUIIICHHOM WCIIOJTHCHHH B

HKCIUTYyaTallMOHHOU COOTBETCTBUU c
JOKYMEHTAIUH. TpeOOBaHUIMHU
HKCIUTyaTallMOHHON
JIOKYMEHTAIIUU
ITIK 1.4. OcymecTirs | [IposBisaTe 3HaHUA U yMeHUs
IPOBEPKY TEXHUYECKOTO | B TPOBEPKE TEXHUYECKOTO
COCTOSIHUA, TEXHUYECKOE | COCTOSHMUS, POBE/ICHUH
oOCITy’)kMBaHWE W  TEKYIIWH | TEKYIIETro peMoOHTa "
PEMOHT, YCTpPaHSATh OTKa3bl M | TEXHUYECKOTO
BOCCTaHABJIMBATh o0ciyKUBaHuS, B
paboTOCIIOCOOHOCTD YCTpaHEHWH  OTKa30B U
ABTOMAaTH3UPOBAHHBIX BOCCTaHOBJICHUH
(uHQOPMAIIMOHHBIX) CHUCTEM B | paOOTOCIIOCOOHOCTH
3alIUIIEHHOM HCITOJTHEHHU. ABTOMATH3UPOBAHHBIX

(uH(pOPMAIIOHHBIX) CHCTEM B
3aITUIIICHHOM HCITIOJTHCHUN

Ox3amed 1o [IM.

OK 01 BeiOupats cnocoOsl | — 000CHOBAHHOCTb | DKCIIEPTHOE HaOroieHue
pemIeHus 3aJad | IOCTAaHOBKH IIEJIH, BBHIOOpA W | BBITOJNHEHHS MPAKTUYECKUX
npodeccuOHATIBLHON OPUMEHEHHUsS  METOJOB U | paboT




Konx n nHaumeHnoBanme
npodeccuoHAIBLHBIX U 001MX
KOMIIETEHI[H i,
(popMupyeMbIX B pamMKax
MOIYJIsl

Kpurtepun onenkn

MeToanl OIEHKH

ACATCIIBHOCTH IIPUMCHHUTCIBHO
K Pa3JIMYHbIM KOHTCKCTaM

Croco6oB pelieHus
po(hecCHOHANBLHBIX 3a]1a4;
— ajJiekBaTHas OIEHKa W

camooleHka 3(QeKTuBHOCTH
M KauecTBa  BBINOJHEHUS
npodecCHOHATBHBIX 3324

OK 02 Hcnonw3oBaTh
COBpPEMEHHBIC cpeiacTBa
MOWCKa, aHanu3a n
WHTEpIpeTanu uHGOpMaIIH,
u nH(pOpMaITMOHHBIC
TEXHOJIOTHMH ISl BBIOJIHEHUS
3a1a4 npodecCHOHATbHON

JACATCIIBHOCTH

— ONEPAaTUBHOCThH IOMCKA M
HCIIOJIb30BaHMS
uHpopmanuu, HEoOX0AUMOU
JUISt Ka4eCTBEHHOI'O
BBITTOJIHEHHS
npodeccuoHaNbHbIX 3a/a4,

— [IMPOTa MCIOIb30BAHMS
Pa3IMYHBIX UCTOYHUKOB
uH(GOPMALIUHU, BKIIIOYAs
JICKTPOHHBIC

HaOJIFOeHUE
MIPAKTHYECKHUX

DKCIEPTHOE
BBITIOJIHCHUS
pabor

OK 03 IlnanupoBate u
peanu3oBbIBaTh  COOCTBEHHOE
npodeccuoHaIbHOe u
JMYHOCTHOE pas3BuTHE,
peIPUHUMATEIHCKY IO
JeSITeTbHOCTD B
npodeccuoHaIbHON coepe,
UCTIONB30BaTh ~ 3HAHUS  TIO
(¢uHAHCOBONH TpPaMOTHOCTH B
pa3IMYHBIX KU3HEHHBIX
CUTYaIMSIX

-IEMOHCTpAIIHS
OTBCTCTBECHHOCTU
NPUHSTHIC PEIICHUS;
- 000CHOBAaHHOCTh
camMoaHali3a U KOPPEKIHs
pe3yIbTaTOB COOCTBEHHOM
paboThI

3a

HaOJIFOIcHUE
MIPAKTHYICCKHUX

DKcnepTHoe
BBITIOJIHCHUS
pabor

OK04 OpdexTuBHO
B3aMMO/IEIICTBOBATh u
pabotath B KOJUJIEKTMBE U
KOMaHJ1e

—KOHCTPYKTUBHOCTh
B3aUMO/IeHCTBUS c
00yJaronmMucs,
Iperno/iaBaTesiMu u
PYKOBOJIUTENSIMU TIPAKTUKU B
xone oOydyeHus W IpHU
penieHnu npodeccuoHambHbIX
3ajay;

- YeTKOe BBITTOJTHEHHE
oOsi3aHHOCTEH Tpu pabore B
KOMaH/Ie W/WIH BBITOJHECHUN
3aJlaHus B TPYIIIIE;

- coOroienne HOPM
npoecCHOHANBHOM ~ JTUKH
npu paboTe B KOMaH/JIE;

- MOCTpPOEHHE
po¢eCCHOHAIIBHOTO
oO0rieHus c y4eToOM
COILIMABHO-

npo¢eCCHOHATILHOTO CTaTyca,

HaOJIFO[eHUE
MPAKTHYECKHUX

DKCIepTHOE
BBITIOJTHEHUS
pabor




Konx n nHaumeHnoBanme
npodeccuoHAIBLHBIX U 001MX

KOMIIEeTeHI U, Kpurepum ouenku MeToabl OLleHKH
(popMupyeMbIX B pamMKax
MOAYJIAA
CUTyauuu oO1IeHHUs,
OCOOEHHOCTEN  Tpymmbl |
WHJUBUTyaIbHBIX
OCOOEHHOCTENl  YYaCTHHUKOB
KOMMYHUKaLUU
OK 05 OcyuiecTBisiTh YCTHYIO | — TpPaMOTHOCTh YCTHOM U | DKCIEPTHOE HaOoAeHUE
u MMCbMEHHYIO | IUCbMEHHOW peyH, BBIIIOJIHEHUSI ~ ITPAKTUYECKUX
KOMMYHHUKAIUIO Ha | — ACHOCTh (popmysnpoBaHus | paboT
roCcyJJapCTBEHHOM SI3bIKE | U U3JI0KEHUS MBICIIEH
Poccniickoit  ®enepanuu € | — IPOSBIICHHUE TOJIEPAHTHOCTH
Y4ETOM 0COOEHHOCTEH | B pabouyeM KOJIIIEKTHUBE
COIIMAIIBHOTO M KYJIBTYPHOTO
KOHTEKCTa
OK 06 [IposiBnATE | ONUCHIBATH 3HaYUMOCTb | DKCIEPTHOE Ha0JII0/IeHue
rPaKJIAHCKO-TTATPUOTUYECKYIO | CBOEH CHEIUAIbHOCTU IS | BBIIOJHEHUSA IPAKTHYECKUX
MO3UIIMIO,  JIEMOHCTPUPOBATH | Pa3BUTHUSI ~ AKOHOMHUKH U | paboT
OCO3HAaHHOE I[IOBEJEHUE Ha | Cpelbl  KU3HEIEATEIbHOCTH
OCHOBE TPAAUIIMOHHBIX | TPAXKIaH poccuiickoro
0011e4eI0BeueCcKuX rocyJapcTBa;
neHHocreit, B Tom umcie c
Y4ETOM rapMOHM3aLUU
MEXHAIIMOHATBHBIX u
MEXPEJIUTUO3HBIX OTHOIICHUH,
MIPUMEHSATH CTaHAApPThI
AHTUKOPPYNIIMOHHOTO
MOBEJICHUS
OK 07 CopelicTBOBaTh | — co0I01aTh HOPMBI | DKCIIEPTHOE HaOJroieHue
COXPAaHEHHUIO OKpY’KaroIlel | SKOJIOrHuecKoi BBITIOJIHEHUSI  TTPAKTUYECKUX
cpelbl, pecypcocOepekeHHIo, | 6€30MacHOCTH; pabot
MIPUMEHSATH 3HAHUS 00 | — MpUMEHEHHE HaIpaBJICHUI
M3MEHEHUU KIIUMaTa, | pecypcocOepexeHus B
MPUHIIUIIBI OEpEeXITUBOTO | paMKax MpodeCcCHOHATBHOM
MPOU3BOJACTBA,  A(P(HEKTUBHO | ACSITETHHOCTU 1o
JIEUCTBOBATh B YPE3BBIYANHBIX | CIIEIUATBLHOCTH
CUTYyalusx - TNpUMEHSITH B  pabote
MIPUHIUIIBI OepeKIIMBOTO
MPOU3BOJICTBA,
aHAIU3UPOBATH nporecc
paboTsI Ha peaAMeT
BBISIBJICHUS TIOTEPh W IS
COBEPILIEHCTBOBAHUS
nporecca
- YMETbh JIEUCTBOBAaTh U 3HATh
QITOPUTM  JIEWCTBHM  TpHU
BO3HUKHOBEHUHU
YpE3BBIYANHBIX CUTYALNI
OK 08 VMcnonp30BaTh Cpe/ICTBA | - BBINOJHITh JEHUCTBUS B | DKCIIEPTHOE HaOIIOAECHUE




Konx n nHaumeHnoBanme
npodeccuoHAIBLHBIX U 001MX

KOMIIeTEeHII I, Kpurepum ouenku MeToabl OLIEHKH
(popMupyeMbIX B pamMKax

MOIYJIsl
(GU3MYECKON  KyJIbTypbl I | pabovyeM Ipolecce ¢ YYETOM | BBIITOJIHCHHUS  MPaKTUYECKHUX
COXpPaHGHHUS ¥  YKPCIUICHUS | O)pPrOHOMUKH W C Y4YeTOM | paboT
310pOBbsI B mporiecce | 0e30MacHOCTH JIBHKCHHUI
npohecCHOHATBLHOM - MO/I/IEP’KUBATh
JEATETLHOCTH M TOJJEPKaHMs | HEOOXOAMMBIH YPOBEHb
HE00X0UMOT0 YpOBHS | PU3HUECKON MOATOTOBKH
bu3HIecKom
IMOJITOTOBJICHHOCTH
OK 09 Tlonp30BaTnca | — HUCIIOJIL30BaHUE B | DKCIIEpPTHOE HaOJIFOeH1E
npodeCcCHOHAIbHON poQeCCHOHAIBHON BBITIOJIHEHHUSI  MPAKTUYECKUX
JOKyMEHTaluen Ha | IeATEILHOCTH HEO0OXOAUMOMN | paboT
roCyJJapCTBEHHOM U | TEXHUYECKON JOKYMEHTAIIHH,

HHOCTPAHHBIX S3bIKAX

B TOM YHCJIE HA HUHOCTPAHHBIX
SI3BIKAX

- Ilonumaer TekcTel Ha
6a3oBbie TIpOo(eccHOHANIbHbBIC
TEMBI;

CTPOHTH POCTHIC
BBICKa3bIBaHUSI O cebe U o
cBoci  mpodeccHoHATBLHOM
JeSITEIIbHOCTH;

KpaTko  OOOCHOBBIBaTh U
OOBSICHATH CBOM  JecTBUSA
(Tekylue U MiIaHupyeMbIe);

[imranupyemble TIMYHOCTHBIE PE3YIIbTATHI B X0JI€ PEAIN3ALUU [TIPOrPAMMBbI

po¢eCCUOHATIEHOTO MOJTYJIS

JIM4HOCTHBIE pe3y/IbTaThl peajiM3alii MPOrpaMMbl BOCIUTAHUA(AIA padouux

NPOrpamMM U CHUILIHH /MOy JIei)

JInyHOCTHBIE pe3yJIbTAThI
peanu3anuu NporpaMMbl BOCIIUTAHUS
(Oeckpunmopwt)

Koa JHYHOCTHBIX
pe3yJabTaToB
pean3anuu
MPOrpaMMbI
BOCIIUTAHUS

IJIAHOB,  MOTPEOHOCTEH
o0pa3oBaHus, K
B TCUCHUC JKU3HU

K  PEryJupOBaHHIO

Ha caMmoo00pa3oBaHHE u
B YCIOBHSX CMEHBI
COINMAJIBHBIX IMEPEMCH.

JleMoHCTpUpyOIUA
TPYIOBBIX

TEXHOJIOTMYECKOr0 yKiaxa u
Crpemsiuiics K GopMHpPOBaHHUIO B CETEBOM Cpejie

[IposBisirOIIMMT ¥ JEMOHCTPUPYIOLIMM YBAXKEHUE K TPYLYy UEJIOBEKA,
OCO3HAIOIUK IIEHHOCTh COOCTBEHHOTO TpyJa W TpyJda APYTHX JIOJCH.
DKOHOMHYECKH aKTHBHBIN, OPHEHTUPOBAHHBII HAa OCO3HAHHBIN BBIOOP
chepsl TPOPECCUOHATHPHOU JEATETPHOCTH C yYE€TOM JIMYHBIX KU3HCHHBIX
CBOEM
Bripaxaronuii 0CO3HaHHYIO TOTOBHOCTH K TTOJIYYSHHIO MPOoheCcCHOHATBFHOTO
00pa3oBaHUIO

CEMbU,  POCCUHCKOIO
HEIMPEPBIBHOMY
IO3UTHBHOE
OTHOIIIEHHUH.
po¢eCCHOHATHHYO

OpueHTHPOBaHHBIN
MEPETnoArOTOBKY
COITyTCTBYIOILIUX

o01ecTBa.
JIP 4

OTHOIICHUEC




JIMYHOCTHO U MPO(eCcCHOHAIBHOI0 KOHCTPYKTUBHOTO «IIM(POBOTO cieiay

JIeMOHCTpUPYIOIINI TMPUBEPAKEHHOCTh K POJHON KYJIbTYpE, UCTOPUUYECKOM
MaMsTH Ha OCHOBe Jt0OBH Kk Ponuue, Hapoay, Manoil poauHe, 3HaAHUS €ro
HCTOPUM M KYJbTYpbl,  HIPUHATUE  TPAJAULMOHHBIX  LEHHOCTEH
MHOTI'OHAIIMOHAJILHOTO HapoJa Poccun. Beipaxaromuit CBOIO
STHOKYJbTYPHYIO HJIEHTUYHOCTH, CO3HAIOIIMUKA ceOsi MaTpuoToM Hapoaa
Poccun, JEATEIIbHO BBIPAKAIOIINI YyBCTBO [IPUYACTHOCTH
K MHOroHauuoHaibHOMY Hapoay Poccuu, k Poccuiickomy OteuecTBy.
[IposBsrommia LIEHHOCTHOE OTHOILLIEHHE K HCTOPUYECKOMY
U KyJIbTYpPHOMY Hacjeauro HapoloB Poccuu, kK HalMOHAJIBHBIM CHMBOJIAM,
Ipa3gHUKaM, MaMITHUKaM, TPaJuLUsAM HapoAOB, IpoxuBatromux B Poccun,
K  COOTEUECTBEHHHMKaM  3a  pyOexoM,  MOJNJCPKHUBAIOLUIMN  HX
3aWHTEPECOBAHHOCTh B  COXPAaHEHMHM  OOIIEPOCCUHCKON  KyJIbTypHOU
WJEHTUYHOCTH, YBAKAIOIINN UX IIPaBa

JIP S

Oco3HatomMii M JI€ATENbHO BBIPAXKAIOMIMM MPUOPUTETHYIO ILIEHHOCTh
KOKJOW YEJIOBEUECKOM JKU3HHU, YBAXKAIOIIMHW JIOCTOMHCTBO JIMYHOCTH
KaX/I0T0 YeJIOBEKa, COOCTBEHHYI0 M YYKYH YHHKAJIBHOCTb, CBOOOAY
MHUPOBO33PEHYECKOI0 BBIOOPA, CAMOOIIPEIEIEHUS.

[IposBnstomiuii  OepekIMBOE M YYTKOE OTHOLIEHHE K PEIUTHO3HON
IIPUHAJICKHOCTH KaX0r0 4eJI0BEKA, IpeLyNpeaUTEIbHbIN
B OTHOILICHUH BBIPAXKEHUS IIPaB Y 3aKOHHBIX MHTEPECOB IPYTUX JIIOIEH

JIP 7

bepexnuBo OTHOCAIMICA K NPUPOJHOMY HACIEAUIO CTpaHbl U MHpA,
HPOSBISIIOIUI CPOPMUPOBAHHOCTh 3KOJOIMYECKON KYJIBTYphl Ha OCHOBE
ITOHUMAaHUs BIIVSTHUSA COLIMAJIbHBIX, SKOHOMHUYECKHUX
U 1poeCCHOHATLHO-POU3BOJICTBEHHBIX IPOLECCOB HAa OKPY’KAIOLIYIO
cpeny. Belpaxaromuii 1edaTesIbHOEe HENPUATHE JEHCTBUN, IPUHOCAIIUX BpeL
IIPUPOJIE, PACIIO3HAIOUIMN ONACHOCTU CpeJibl OOMTaHUS, IPeAyIPekKIAI0IINN
PUCKOBAaHHOE IMOBEACHHME OPYIHX Tpa)/J1aH, MOMYJISPU3HPYIOLINA CIIOCOOBI
COXpaHEHUs IaMATHUKOB IIPUPOJbI CTpPaHbl, PEruoHa, TEPPUTOPHH,
MOCEJICHUS, BKJIFOUEHHBIN
B OOIIECTBEHHbIE HHUIMATUBBI, HAlpaBJI€HHbIE HAa 3200Ty O HUX

JIP 10

[IposiBnsitomnii  yBaK€HHE K OSCTETUYECKUM IEHHOCTSM, OOJaIaroui
OCHOBaMHM  3CTE€TUYECKOW  KyJbTypbl. Kpurhuecku  oneHuBarouui
U JIeITENIbHO TPOSBISIOMINM TOHUMAaHUE SMOIMOHAIBHOTO BO3JICUCTBUS
HCKYCCTBa, €r0 BIUSHHS Ha AYIIEBHOE COCTOSIHUE U MOBEJICHUE JIIOJIEH.
bepexnuBo OTHOCAIIMNCS K KYyJIbType KaK CPEACTBY KOMMYHHUKAIMU
U CaMOBBIDQXEHHMS B  OOIIECTBE, BBIPAXKAIOUIMI  CONMPUYACTHOCTD
K HPABCTBEHHBIM HOpMaM, TPAIUIUsAM B UCKyccTBe. OpHEHTUPOBAHHBIN Ha
COOCTBEHHOE€  CaMOBBIDRKEHME B  pa3HBIX  BHJAAaX  HCKYCCTBa,
XYJIO’KECTBEHHOM TBOPYECTBE C YUYETOM POCCHHCKUX TPATUITHOHHBIX
JyXOBHO-HPABCTBEHHBIX  IIEHHOCTEH,  JCTETUYECKOM  O0yCTpOHCTBE
CcOOCTBEHHOT'O ObITa. Pasnensronmii LIEHHOCTH OTEYECTBEHHOT'O
U MHPOBOTO XYJOXKECTBEHHOI'O HACIEAMs, POJIM HAPOJIHBIX TpaAUIUI
U HapOJHOIO TBOpPYECTBA B MCKYCCTBE. BbIpakaromuii LEHHOCTHOE
OTHOIIEHUE K TEXHUYECKON M MPOMBIIJIEHHON YCTETHKE

JIP 11

JIMYHOCTHBIE pe3yJbTaThbl

peanqusanu NporpamMmbl BOCIUTAHUS, OIIPEACJICHHBLIC OTPACICBbIMHA TpGﬁOBaHHﬂMH

K J1€J0BbIM Ka4€CTBaM JIMYHOCTH

CriocoOHBI  MpH  B3aMMOAEUCTBUM C JPYTUMHU JIIOJbMH  JIOCTUTATh
MOCTABJIEHHBIX LEJNeH, CTpeMsIuics K (OPMUPOBAHUIO B CTPOUTEIBHOM
OTpaciad U CUCTEME JKUIUIIHO-KOMMYHAJIBHOIO XO034MCTBA JIMYHOCTHOTO

JIP13




pocTa Kak npodeccruonana

CrocoOHBINM CTaBUTH Tepes, COOOM IMenu Mo IS PEIIeHUs BO3ZHUKAIOIINX
npodeccHoHANBHBIX 3aJa4, MOAOUPAaTh CIIOCOOBI PEIICHUS U CPElICTBa
pa3BUTHS, B TOM YHCJIE C MCIIOJIb30BaHUEM HH(DOPMAITMOHHBIX TEXHOJOTHH;

JIP14

CopeiictByronuii  (OpMHpPOBaHHMIO  TOJIOKHTEIBHOTO  o0Opa3a U
MOJIJICPXKAHUIO MPECTHIKA CBOEH mpodeccuu

JIP15

CriocoOHBI MCKaTh M HAXOIUTh HEOOXOAMMYIO MH(POPMALUIO HCIOIB3YS
pa3sHOOOpa3Hble TEXHOJIOTMM €€ IOUCKA, Ul PEIIEeHUs BO3HUKAIOUIUX B
IIPOLIECCE MPOU3BOICTBECHHON NESATENbHOCTH,

JIP 16

CrocoOHBIM BBIJIBUTAaTh aJbTCPHATUBHBIC BApUAHTHI JCHCTBHHA C IICJIBIO
BBIPA0OTKH HOBBIX ONTHUMATBHBIX AJITOPUTMOB; MO3UIIMOHUPYIOIINN ce0s B
CeTU KaK pe3yJIbTaTUBHBIA W TPUBJIEKATEIbHBIM YYaCTHUK TPYAOBBIX
OTHOIIICHUH.

JIP 17




